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Make no mistake: the world of business is being transformed by the cloud. While brand new categories 
like ridesharing and video streaming steal the headlines, a quiet revolution is underway as established 
industries are beginning to achieve broad and deep results by embracing cloud. One case-in-point is 
the financial services industry. Long perceived to be risk-averse and too highly regulated to be able to 
succeed in the cloud, recent actions are proving that those perceptions are false. In fact, financial services 
firms are finding that they can enhance partnerships, foster a culture of collaboration, and increase 
innovation as they move to the cloud. Importantly, the latest generation of in-demand college graduates 
are familiar with and accustomed to the collaboration tools that are unique to G-Suite. What’s more, by 
embracing best practices and the superior technologies available through public cloud services such as 
Google Cloud Platform and G Suite, it is possible to enhance security and service at the same time.

A “Big Bang” Case Study

Recently, Maven Wave partnered with a top ten, North American bank as they elected to make a bold 
and holistic jump to Google Cloud. With over 750 branches in the United States and over 65,000 internal 
users with more than 15,000 shared mailboxes, this institution has a large and complicated infrastructure 
with significant regulatory obligations. However, they were able to leverage Google Cloud and G Suite 
to transform the way that they do business and drive results within the guidelines of FINRA and FDIC 
compliance. In the final analysis, the project: 

• Provided benefits from collaboration in terms of partnerships, effectiveness and innovation
• Illustrated the key requirements that drive successful transformation
• Acted as a prime example of the best practices that can lead to exceptional results in terms of 

security and compliance.

How G Suite Supports Transformation in Financial Services

Financial services organizations can utilize G Suite to drive transformation because it enables stronger 
partnerships through collaboration, ultimately resulting in an enhanced culture of innovation. 

G Suite drives stronger B2B relationships because it facilitates both internal and external collaboration in 
a secure way. For example, sensitive communications can be effectively protected through the utilization 
of confidential mode for messages. In confidential mode, recipients of messages don’t have the option 
to forward, copy, print, or download messages, including attachments. Further, users can set a message 
expiration date, revoke message access at any time, and require an SMS verification code to access 
messages. This level of control provides greater confidence in the sharing of sensitive information which, 
in turn, creates a more open dialogue. At the end of the day, such openness creates a community of trust 
and this has the ancillary benefit of being attractive to existing partners and prospective customers.



Importantly, many enterprises spent decades creating data silos out of necessity due to security concerns 
but they are now suffering from unintended consequences. The pace of business, ability to communicate, 
and generation of insights are all impacted when data is siloed. Fortunately, G Suite can break down 
these barriers in a thoughtful and secure way that empowers a collaborative workforce. Building from 
this foundation of trust, G Suite fosters a culture of collaboration. Enhanced access to information 
drives creative interaction and an increased ability to quickly incorporate new features and functions 
raises the velocity and productivity of collaborating teams.  In turn, the increased cadence leads to 
more streamlined feedback loops and faster iteration on ideas, features, and projects. Ultimately, the 
speed and openness of G Suite are instrumental in creating the ideal conditions on which a culture of 
collaboration can be built.

Finally, sustained innovation is borne from increased collaboration. A team is able to work in ways that 
were never before possible, with a resulting cycle of innovation that is both faster and more in-depth 
than ever before. By working in real-time for idea sharing, there is an increase in effectiveness that helps 
to reduce rework, increases the speed of execution, and allows for the leveraging of complementary skill 
sets on the team. 

Importantly, more than 70% of graduating students are already using G Suite, making it a platform that 
is attractive to the latest generation of new talent. Viewed this way, G Suite not only delivers unique 
tools and capabilities that are unmatched by other solutions, it is also an important tool is procuring 
and retaining the type of personnel needed to drive the transformation that is necessary to create the 
enterprise of the future. 

In the end, once a climate of innovation is developed, the business is then able to move more quickly and 
incorporate lessons learned in a sustained, repeatable cycle. As this happens, the pace of transformation 
accelerates at each step, leading to ever-increasing benefits for customers and the business alike.

First Priority: Security

From the beginning, the objective of transforming the enterprise went hand-in-hand with an unwavering 
commitment to maintaining the highest possible standards of security. Not only was the company privy 
to and responsible for highly-sensitive customer information, but it also was subject to strict regulatory 
guidelines from FINRA and other regulators. All things considered, the very existence of the enterprise was 
predicated on the idea that security was an absolute necessity.

To achieve this, an extensive, multi-disciplinary effort was undertaken to thoroughly identify all security 
requirements. Special care was taken to align around regulatory requirements and to identify all systems 
interfaces and hand-offs in order to understand each potential point of vulnerability. Finally, a standard 
that emphasized improvement over the status quo was a fundamental underpinning to all development 
efforts.

Specific areas of concern included the ability to restrict the external sharing of information, an ability to 
restrict non-domain accounts, exposure to phishing and spam campaigns, and holistic retention policies 
to meet regulatory requirements. In all of these cases, a combination of Google native and third-party 
solutions were deployed to address concerns. Importantly, Google native capabilities with respect to 
phishing and spam were found to be far superior to the capabilities of their previous security regime. 
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Examples of solutions utilized include: 

• Leveraging an existing third-party solution to address FINRA 17a for WORM (Write Once, Read Many) 
compliance.

• Enhanced Google Drive security for an additional layer of defense
• Email analysis capabilities for specific sensitive content, such as Social Security numbers
• Image scanning to mitigate the loss of confidential information they might contain
• Advanced and customized query capabilities of Gmail logs using BigQuery
• Deployment of a third-party solution to discover and store mission-critical email

Importantly, the same flexibility in G Suite that drives innovation and effectiveness also served to enhance 
the establishment of security processes, protocols and procedures. As mentioned above, certain features 
that are only available in a public cloud solution like G Suite dramatically enhanced the overall security 
posture of the enterprise. These improvements were a direct result of the fundamental philosophy of the 
public cloud that emphasizes security for all dates at all times.

The Keys to Successful Transformation 

Success in digital transformation boils down to ensuring that there is alignment between success metrics 
and your business strategy; building a thriving agile culture in the organization; and establishing strong 
communication and change management practices. 

A strong building is built on a solid foundation, and the same holds true for success in digital 
transformation. The key to achieving pervasive and sustainable results rests on hard work done up-front 
to ensure that change efforts are directly connected to the desired outcomes of the enterprise. One way 
to accomplish this is through value stream mapping. This agile management discipline involves detailing 
the steps that are needed to move from the current environment to a desired future state. Taking a 
top-down overview like this requires an honest and thorough assessment of both the current and future 
states. Ultimately, this ensures alignment between the objectives and the means to achieve them.

By definition, transformation rejects the notion of “more of the same,” and this extends all the way down 
to the most basic actions and the organization of teams. In order to operate at a high cadence and make 
the most of new technologies, it is imperative that the organization of work and management of projects 
be altered to deploy the best of agile methodology. One way to make this happen is by creating and 
empowering transformation labs. In these labs, teams are given latitude to be creative and collaborative 
in a format outside of their day-to-day functions. The labs begin as quick, 4-hour sessions that ultimately 
produce results that are both impactful and infectious for team enthusiasm and productivity. As they 
attack specific business challenges, the team is simultaneously developing skills and practices that will be 
built upon and enhanced as the lab project grows and is mainstreamed with traditional lines of business. 
This path is not without its challenges as new practices clash with the old, but it can be incredibly effective 
if managed correctly.

One way to address this conundrum is through rigorous communication and change management 
protocols. Make sure that the lines of communication are open and that stakeholders have the tools that 
they need in order to manage reporting and multilateral connections between diverse stakeholders. This 
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acts as the glue that binds objectives and the processes together so that change happens smoothly and 
productively. Transformation without effective communication is not possible; it becomes discordant, 
disjointed, and destabilizing instead.

One helpful tool in managing communication is creating personas to model the key attributes of 
the target customer for whom the transformation efforts are being undertaken. Personas allow for a 
greater understanding of the motivations of key players and therefore reveals the target “truth”, which 
then becomes a North Star by which the team can align. A persona is a framework for classifying a 
user population and the attributes of the personas can vary, from those individuals that will serve as 
evangelists to help the project move forward to those that are resistant to change in all its forms and 
must, therefore, be treated with extra attention and concern. Shifting the focus outward, away from 
existing biases and ingrained habits, has the effect of keeping disparate internal resources aligned on a 
common goal.

Making a Big Bang 

Cloud technology is transforming the way that we live and work in fundamental ways and its impacts 
are now beginning to be felt in conservative and heavily regulated industries such as financial services. 
The ability to lower costs and rationalize services is fundamental to this shift but these reasons only 
begin to scratch the surface when it comes to revealing the profound ways in which public cloud can 
fundamentally transform the way we work, foster a climate of collaboration, and accelerate innovation 
and performance. Embracing public cloud in a studied and comprehensive way can certainly lead to a 
successful big bang.

Companies seeking to accelerate performance rely on Maven Wave for innovation-driven digital 
transformation. Maven Wave delivers strategy-led, results-driven business solutions powered by cloud 
computing. We have helped some of the world’s largest enterprises transform their business with G Suite. 
With the Google Cloud Partner Specialization in Enterprise Collaboration under our belt, we’ve proven our 
expertise and success in building customer solutions with G Suite. To learn more, contact us now.

Reach out to Maven Wave to begin your company’s 
journey towards digital transformation.
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