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How to Migrate Exchange to Office 365: Step by Step

If you are planning an Exchange to Office 365 migration, then it can be quite
confusing to understand the steps you need to take and in which order.

In this guide, we'll walk through the steps and decisions you need to take when
migrating to Exchange Online.

Initially, we'll consider the two most important first steps - deciding upon a
migration approach and performing the core steps for identity. Next, we'll perform
the Exchange Hybrid configuration and perform the migration of Mailboxes.

And, although we're going to cover a lot of information in a short amount of time,
you'll find detailed guidance linked throughout.

Preparing your Exchange to Office 365 Migration

Before you begin a migration, it's important to make sure that the source
environment you are migrating from is in a good state.

If the Exchange environment you are running today isn’t healthy, then often that
can serve as the motivator to move. After all, what can be an easier solution to
bad day-to-day Exchange performance than moving to Office 3657

Unfortunately if you are experiencing day-to-day issues with Exchange, such as
user issues accessing Exchange remotely, error messages and slow access times
to mailboxes - or worse, database corruption -then moving to Office 365 will most
likely be another source of trouble; not just for people accessing the environment
you are trying to migrate from, but also when migrating as it’s likely you'll
experience failures along the way.

Your first step before beginning a migration should be to ensure that the
environment is reasonably error free and correct any underlying issues prior to

migration.

Read More: Patching vour Exchange Environment

Hybrid migration or tool-based migration?

If you are thinking about moving your Exchange environment to Office 365 then
you're probably aware there are many options available.

From Microsoft, you have options for a Staged Migration and a Cutover Migration
as well as a Hybrid Migration, and from third-party vendors a large number of
different tools on the market for migrating mailboxes and email archives.

In general, if you have a version of Exchange Server that's supported by Microsoft
(Exchange Server 2010 and above) and it is part of your Active Directory then your
default option should be an Exchange Hybrid Migration.

An Exchange Hybrid is based on either minimal or full Exchange Hybrid and creates
a relationship between your on-premises Exchange servers and Exchange Online.
This allows native mailbox moves, similar to between on-premises Exchange
servers, with Outlook clients natively switching over without even needing to re-
download offline copies of email. With full Hybrid, this also extends to secure mail
flow between the two environments and co-existence functionality like free/busy

and calendar sharing. C\uodroteCh
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https://practical365.com/exchange-server/exchange-best-practices-keeping-servers-updates/
https://www.quadrotech-it.com/solutions/migration/email-and-archive-migration/archive-shuttle/

Azure AD

Azure AD Connect complements Exchange Hybrid, and you should expect to use
Hybrid if you plan to synchronize your identity to the cloud. Azure AD Connect
synchronizes your local Active Directory domain to Office 365, creating a copy of
local AD accounts in Azure Active Directory that link back to the master copies.
Azure AD Connect is also the part of the puzzle that maintains a consistent Global
Address List between on-premises and the cloud.

Because AD and Azure AD Connect understand when there’s an existing Exchange
organization in place, existing mailboxes on-premises won’t have mailboxes
created in Office 365. You'll be expected to use Exchange Hybrid to move
mailboxes.

With a tool-based migration, the same rules do not apply. A fully Microsoft-
supported Exchange Hybrid migration provides an excellent experience. However,
especially in multi-forest environments it can be complex to set up correctly,
hosted environments often do not allow for Azure AD Connect or Exchange
Hybrid to be configured; and if you have legacy versions of Exchange it can involve
installing additional servers running Exchange 2010 or higher which include the
Hybrid components. Therefore, there are valid uses for a bespoke Office 365
migration tool -but in this article, we'll assume you've made the decision to use
Exchange Hybrid.

Mailbox Shuttle <]

Mailbox Shuttle is an enterprise-class solution for migrating live email systems
quickly and safely to Office 365. The solution uses intelligent automation to
minimize end user disruption. It is highly customizable to ensure a seamless
transition, even for complex enterprise-scale email environments.

Understanding pre-requisites and dependencies

Once you've decided that migrating to Office 365 using Exchange Hybrid is suitable
for your organization, and you have a healthy environment to migrate, then you
need to ensure you've completed necessary planning activities.

Many organizations who begin this journey will at this point ensure they have a
design in place to support the changes that will take place. However, as you aren’t
designing Office 365 or Exchange Online and instead designing the bridge to Office
365 then the design is often not as detailed as a full Exchange migration.

Instead, you are focusing on the changes necessary to your existing environment
to make sure it is ready for the changes. In this article, we won't cover this, but it’s
worth remembering that most organizations, large and small, don't just head into
the unknown without making plans first.

The key pre-requisite for migrating to Exchange is ensuring the correct identity
model is in place, first. There is a variety of options available when choosing an
identity, but the most common scenario will be to utilize Azure AD Connect with
synchronized identities and password hash sync.
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Prior to this, we'll perform a number of key tasks.

First, we'll ensure that we've added all of our custom domains to our Office 365
tenant. These will need to match the email domains we use on-premises:

<Portal Domain

To add a new domain, choose <Path> and Add Domain. You'll need to follow the
steps, and verify each domain using a TXT record, similar to the one shown below:

Microsoft 365 admin center

G exchangelabs.uk

Add a domain Verify domain Set up your online ser-- Update DNS settings
[ [ [ ] [ ]

Verify domain

To keep your domain secure, we need you to prove that you own it. Adding the record below will prove that you
own the domain, but it won't affect your existing email or other services. After the domain is verified as being
owned by you and the domain setup is complete, you can safely remove the record from your DNS hosting
provider.

Follow these step-by-step instructions to add the TXT records with the values below at your DNS host. ¢ (Select your

DNS Host.)

Verify by: XTrecord  MX Record

TXT name: D@ or skip if not supported by provider.
| TXT value: ) Ms=ms14931414

TTL: (13600 or your provider default.

Get someone to help you. Let us help you set up your TXT records.

Save and close

@ Need help? [ Feedback

Use your DNS provider’s control panel to add the corresponding TXT record to each
domain, then continue the verification process.

Manage your DNS for exchangelabs.co.uk s

LBl Advanced DNS
Advanced DNS is recommended for advanced users only, and allows full customisation of your DNS settings.
Using this form will disable the basic DNS view.

Warning: If you have an @ record set to a CNAME, all other @ records (including MX) will be ignored and set to the
same domain to which it points.

DNS ENTRY TYPE PRIORITY TTL DESTINATION/TARGET

Hostname Type Destination/Target

@ TXT/SPF MS=ms14931414 v O
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Once you reach the point to add additional DNS records, it's important you choose
to Skip adding records such as Autodiscover or MX record changes.

This is crucial because at this point in the process your email is still looked after by
on-premises systems, and you do not want to redirect clients to Office 365. The
Hybrid relationship we create will manage this for us, later on.

We'll sign-in to Office 365 using a login ID in the same format as an email address.
In an Exchange Hybrid relationship, we expect this to match the Active Directory
UserPrincipalName for each user. However, in many organizations, the login IDs are
not in a format that will be suitable

On-Premises Login | On-Premises Primary SMTP Resulting Office 365

ID UserPrincipalName [address Login ID

CONTOSO\username | username@contoso. username@contoso. | username@contoso.
local com onmicrosoft.com

In the above example, the issue is with the UserPrincipalName (UPN) suffix-the
contoso.local part that typically matches the full AD Forest Name. To resolve this,
we'll add a UPN suffix to match our email domains registered with Office 365 in
Active Directory Domains and Trusts:

% Active Directory Domains and Trusts - O X
File Action View Help
L AlclIENREIN 7|
1 N . } .,
5 B e | ol Active Directory Domains and Trusts [ 5G-AD01.ad.loc... ? X Actions
> 3 adlocal @ UPN Suffices Active Directory Domains and Trust... 4
The names of the cument domain and the root domain are the default user More Actions 4
principal name {(UPN) suffixes. Adding altemative domain names provides
additional logon security and simplifies user logon names.
If you want altemative UPN suffixes to appear during user creation, add
them to the following list.
Altemative UPN suffies:
[ | [AsE
lexchangeisbs coe || [JE—
OK || Camcel || Apply Help
< >
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We'll then update the UserPrincipalName value for each user using Active Directory
users and computers (or, ideally, PowerShell) to match thev email address:

4 Active Directory Users and Computers - O h
¥ F
File Action View Help
e @ 4 XE HEIBaETYHES
[ Active Directory Users and Com|| Namé] Properties for Multiple ltems ? X ~
5 [ Saved Queries
v &4 ad.local gm General Account Address  Profile  Organization
= On
> [ Builtin ‘Tes To change a property for multiple objects, first select the checkbox to
> [ Computers &T enable the change, and then select the change.
2] Domain Controllers s b
> [ ForeignSecurityPrincipal sTes
= iy
> 3] Groups B UPN suffix: (@exchangelabs.co uk ~
> [ Keys & 7es e clabs o
- (@exchangelabs.co.uk
> [ ] LostAndFound & Tes [ Logon hours:
> [ 1 Managed Service Accour $Tes
» [E] Microsoft Exchange Sect ‘Tes [ Computer restrictions: Log On To...
2] People &Tes Account options:
> & P Dat: T
’ i Sr:tger;m e gT:: O User must change password at next logon 2
?
— Y O User cannot change password
> [] Users sTes i
. = Workstati O Password never expires
> & Workstations &Tes O Store password using reversible encryption
> [] Microsoft Exchange Syst B, Tes S < v
> [ ] NTDS Quotas & Tes [ Account expires
> i_ﬁ Registeref:lDevi(es 2, Ted Never
> [ TPM Devices 2 Tes End of 05 June 2019
&Tes
sTes
2 7ol ok || Cancel || opy |
&, TestMailbox117 User
&, TestMailbox118 User
&, TestMailbox119 User
& TestMailbox12 User
&, TestMailbox120 User
&, TestMailbox121 User
&, TestMailbox122 User
< > || & TestMailbox123 User v

In most cases, this will not cause any user issues with sign-in, as nearly all
organizations still expect users to login with the Pre-Windows 2000/ CONTOSO\
username format. However, you should always validate this before making
changes. After making these changes, the formats for login IDs will be similar to

below:
On-Premises Login | On-Premises Primary SMTP Resulting Office 365
ID UserPrincipalName |address Login ID
CONTOSO\username | username(@contoso. username(@contoso. | username(@contoso.
local com com

We'll also run the Microsoft IDFix tool against the domain. This step will highlight
other issues within your Active Directory relevant to the domain sync. IDFix
identifies errors, such as invalid email addresses (known as Proxy Addresses), invalid
characters in usernames and other data and common issues, like using an invalid

UPN suffix.
B3 IdFix version 1.11 - m] X
l] Office 365 Query Accept Apply Export Import Undo
DISTINGUISHEDNAME + OBJECTCLASS ATTRIBUTE ERROR VALUE UPDATE ACTION
CN=lsabelle Goodman CN=... user userPrincipalName topleveldomain isabelle@ad local isabelle@ad local ~
CN=Migration.&3e7716-20... user userPrincipalName topleveldomain Migration.83e7716-2011-434-36b... Migration8f3e7716-2011-43e4-96b1.. ~
CN=Steve Goodman,CN=U... user userPrincipalName topleveldomain steve@ad local steve@ad local EDIT ~
D
REMOVE
COMPLETE

Query Count: 633 Errer Count: 3
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Use the list of issues identified by ID to make the corrections recommended, then
install Azure AD Connect. In the example below, we've chosen Use Express Settings:

& Microsoft Azure Active Directory Connect

Express Settings

Express Settings

If you have a single Windows Server Active Directory forest, we will do the following:

+ Configure synchronization of identities in the current AD forest of AD

= Configure password hash synchronization from on-premises AD to Azure AD
= Start an initial synchronization

» Synchronize all attributes

+ Enable Auto Upgrade

Learn more about express settings

If you would like different settings, click Customize.

ad.local is nota ble d in. Itisr ded to use cust ings to figure user sign-in
options.
Learn more about non-routable domains and user sign-in settings.

We'll then follow the wizard steps to connect both as a global administrator to
our Azure AD/Office 365 tenant, and to our local Active Directory. You'll remember
above though we added an additional UPN suffix to our local AD due to it not
being a valid domain to use with Office 365. This will be highlighted during the
installation wizard, however, because we've dealt with this it will be safe to

continue:

& Microsoft Azure Active Directory Connect

Express Settings
Connect to Azure AD
Connect to AD DS

Azure AD sign-in

Configure

Azure AD sign-in configuration

To use on-premises credentials for Azure AD sign-in, UPN suffixes should match one of the verified custom
domains in Azure AD. The following table lists the UPN suffixes defined in your on-premises environment,
along with the matching custom domain in Azure, (7]

Active Directory UPN Suffix Azure AD Domain

ad.local Not Added 0

exchangelabs.co.uk Verified

Q

Continue without matching all UPN suffixes to verified domains ]

Users will not be able to sign-in to Azure AD with on-premises credentials if the UPN suffix does not
match a verified domain. Learn more
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Because we chose the Express Settings the wizard has pre-selected that we'll use
Password hash synchronisation. Our final choice is to ensure that an Exchange
Hybrid Deployment is selected before beginning the install. This will ensure Azure
AD Connect writes-back Exchange-related attributes to our local AD:

&> Microsoft Azure Active Directory Connect - X

Ready to configure

Express Settings
Connect to Azure AD Once you click Install, we will do the following:

Connect to AD DS Install the synchronization engine

Azure AD sign-in Configure Azure AD Connector

Configure ad.local Connector

.

Enable Password hash synchronization

.

Enable Auto Upgrade

Configure synchronization services on this computer

Start the synchronization process when configuration completes.

I Exchange hybrid deployment @ ]

Once initial synchronization completes, you should be able to access the Mijcrosoft
365 Admin Center and navigate to Users>Active Users and see synchronized
accounts. You'll see your AD users with a Sync Type of Synced with Active Directory:

Microsoft 365 admin center (A ¢ A

Home > Active users Try the preview

ez [+ Addauser | [ More o | views [[Allusers v [searchusers 0 [+ eport |
Users A | Display name/\ Username Status Sync Type
(GRS O TestMailbox101 TestMailbox101@exchangelabs.co.uk Unlicensed Synced with

O TestMailbox102 TestMailbox102@exchangelabs.co.uk Unlicensed Synced with ...
Contacts

O TestMailbox103 TestMailbox103@exchangelabs.co.uk Unlicensed Synced with
Guest users

O TestMailbox104 TestMailbox104@exchangelabs.co.uk Unlicensed Synced with
Deleted users O TestMailbox105 TestMailbox105@exchangelabs.co.uk Unlicensed Synced with
G O TestMailbox106 TestMailbox106@exchangelabs.co.uk Unlicensed Synced with ...

O TestMailbox107 TestMailbox107 @exchangelabs.co.uk Unlicensed Synced with
Resources ) )

O TestMailbox108 TestMailbox108@exchangelabs.co.uk Unlicensed Synced with ...
Billing O

TestMailbox109 TestMailbox109@exchangelabs.co.uk = s
@ Need help? [ Feedback

Further Reading:

e Choosing an identity model
e Download IDFix
e Download Azure AD Connect

Quadrotech



https://practical365.com/identity/planning-an-identity-model-for-office-365/
https://docs.microsoft.com/en-us/office365/enterprise/install-and-run-idfix
https://www.microsoft.com/en-us/download/details.aspx?id=47594

Other areas you'll need to consider

In addition, before you migrate mailboxes to Office 365, you need to consider other
pre-requisites. Key areas you need to consider include:

Legacy Archiving

If you currently use a solution like Veritas Enterprise Vault for archiving or journaling
email then this configuration will not work as-is with Office 365. Instead, the

most common approach is to move archives to Exchange Online after migrating
mailboxes.

In this scenario, stubs (or shortcuts, to use the EV term) will be re-hydrated with
the original archive messages; or moved to archive mailboxes in Exchange Online.
Quadrotech’s Archive Shuttle can handle this task and works well with an Exchange
Hybrid migration.

Archive Shuttle

e Case Study: Logistics company migrates archive and journal data to Office
365 with Quadrotech

Outlook clients

You'll need to run a supported version of Outlook when connecting to Office 365.
The following versions of Outlook are supported:

Office 365 ProPlus
Outlook 2019
Outlook 2016
Outlook 2013

Ideally, use the newest version (Office 365 ProPlus) that you have available.
Outlook 2013, 2016 and 2019 will work with Office 365. If you are running Outlook
2010 today, then this can work with Exchange Online but for security reasons you
will most likely want to block the protocols it uses.

Mobile devices

If you use Microsoft ActiveSync today to connect to Exchange on-premises, then
you can allow mobile devices to continue to use this protocol when connecting to
Exchange Online. Expect though in all but the most unusual circumstances to need
to reconfigure ActiveSync devices to work with Exchange Online.

Instead, consider deploying the new Outlook mobile client to devices. If you choose
to move to Microsoft Intune, then you can also use Intune to deploy and configure
the new Outlook client. This supports additionally functionality to ActiveSync
including the ability to schedule Teams meetings directly from the client, and new
functionality like Focused Inbox. From a security perspective it can ensure that you
have control over data, such as attachment downloads.
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Internet Publishing

The way you publish Exchange Server to the internet is important for a Hybrid
deployment. This used to be crucial for all implementations, however, the new_
Hybrid Agent means that we can avoid many of the more complex areas for
Exchange firewall and SSL certificate configuration for simple deployments.

There are a number of areas you must consider though:

e Autodiscover-In a Hybrid environment the Autodiscover service on-premises
will be used by both on-premises mailboxes and Exchange Online mailboxes
in Office 365. If you are moving to a model where users can access their
mailboxes anywhere, then you will need to publish Autodiscover externally.

e Mail Flow-The Hybrid Agent removes the need to publish Exchange over
HTTPS for mailbox moves and free/busy access. However, we'll still need to
allow mail flow between on-premises and Exchange Online. This requires
TCP/25 connectivity both to and from Exchange Online Protection.

e Outbound access from Exchange servers to Exchange Online. Although the
Hybrid Agent will allow access from Exchange Online to on-premises servers,
your servers will still need to connect outbound for both the Hybrid Agent
itself, and for requests such as free/busy.

e Client Access to Office 365. You'll also need to ensure that all Office 365
clients like Outlook can access the service. Ideally this will be direct connection
(instead of via a proxy server) accessing Office 365 by the fewest number of
hops to the closest Microsoft Point of Presence. Use the Office 365 Network
Onboarding Tool as a standing point.

In our example Exchange Organization, we've got a valid, third-party SSL
certificate configured for Exchange Server for both our SMTP namespace (smtp.
exchangelabs.co.uk) and HTTPS (autodiscover.exchangelabs.co.uk and outlook.
exchangelabs.co.uk). We've allowed direct connectivity outbound on HTTPS to the
required Office 365 and Exchange Online IP address ranges and SMTP connectivity
to and from Exchange Online Protection.

Implementing Exchange Hybrid

With identity in place, we are now ready to implement Exchange Hybrid. Because
we are running Exchange 2010 or higher, we don’t need to add additional Exchange
servers. We'll choose to implement Full Hybrid rather than minimum (you can read
more about both here).
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To begin, we'll access the Exchange Admin Center on-premises and navigate to the
Hybrid tab. Then we'll choose Configure:

1] Enterprise  Office 365 Administrator » P v
Exchange admin center

recipients setup

Permissions

An Exchange hybrid deployment allows you to connect and manage both your on-premises and Exchange Online organizations. Learn more

configure

1My Office 365 organization is hosted by 21Vianet

compliance management
organization

protection

mail flow

mobile

public folders

unified messaging

Choosing Configure will download and start the Office 365 Hybrid Wizard. We'll
allow the wizard to choose an optimum server and then for most organizations
choose My Office 365 organization is hosted by Office 365 Worldwide, then choose
Next:

l:l Oﬁ:ice 365 Office 365 Hybrid Configuration

Office 365 Weoeldwide
On-premises Exchange Server Organization Excnmn tomse 18 1 08 Cos

1E0.2984.0

® Detect the optimal Exchange server

SG-EX01
adlocal
Version 15.1 (Build 1713.5)  Coexistence Edlition
Mailbox
ad local/Configuration/Sites/Nuneaton
02064-004-0625001-02596

) Specify a server running Exchange 2010, 2013 or 2016

Exchange Hybrid setup requires a connection to an Exchange 2010, 2013 or 2016 server in your
enviranment to perform management tasks. On Exchange 2010 or 2013 this must be a server running
the Client Access Server role,

Client Access server:

Office 365 Exchange Online

My Office 365 crganization is hosted by:

| Office 365 Worldwide [~
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We'll then enter appropriate administrative credentials. In this example, we'll
use the administrator credentials for Exchange on-premises, and our Global
Administrator credentials for Office 365:

u Office 365 Hybrid Configuration

Ofice: 365 Workdwide - admin@ goodmanenterpis
Siz-EX01.ad lacal
Exchangs Server 2016 15.1.17

On-premises Exchange Account
16029040

Please provide your on-premises Exchange administrator account credentials,

ADVAdministrator

‘Windows Basic

Office 365 Exchange Online Account

Please use your tenant administrator account credentials for Office 365 Worldwide,

admin@goodmanenterprises.onmicrosoft.com
httpsfofficeapps five.com
Admin Account
admin@goodmananterprizas.onmicrosoft.com

back mext cancel

We're going to plan for some longer-term co-existence and full mail routing,
therefore we'll choose a Full Hybrid Configuration on the Hybrid Features page.

Quadrotech
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We'll also choose the Organization Configuration Transfer feature. This will
make life easier when migrating to Exchange Online by copying on-premises
configuration (detailed here) as part of the initial Hybrid configuration process:

1] Office 365

Hybrid Features

Hybrid Configuration

Office: 365 Workiwide - admin@ goodmarenterprise

Select the Hybrid features you want to be part of yeur Hybrid Configuration.

learmn more

Minimal Hybrid Configuration
Selecting this option will configur
seamlessly move your mailb

¢ Full Hybrid Configuration
electing

SG-EXD1.ad kocal

xchange with the minimal settings needed so you can
o Exchange Online,

is option will configure Exchange with the full Hybrid feature set. This includes Free/

busy sharing, enhanced mail flow, eDiscovery and other advanced features. This is typical for larger

scale or lang term coexistence scenarios.

Other Options

Organization Configuration Transfer

EIecting this option will perfarm & one-time transfer of organization objects from your on-
premises environment to Exchange online. After the transfer, you will need to make changes in

both locations to keep the objects in sync.

leam more

* give feedback

back

next ‘ | cancel
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Crucially during the setup process, we'll choose to use the new Preview feature for
Exchange Modern Hybrid, as mentioned above. This will install a Hybrid Agent that
simplifies publishing our Exchange Server to Office 365:

l:] Oﬁ:ice 365 Office 365 Hybrid Configuration

Office 365 Workdwide - sdminiiigoocdmanenterprises onmicrosof

H b 'd _I_ | SE-EX01.ad lacal - A0 Administras
Il QOpolo Exchange Server 2016 15.1.1713.5 CU11
y p gy enchangelabs.couk
Full Hybrid 16.0.2984.0

Please select a Hybrid Topolagy for your Exchange configuration.

learn more

) Use Exchange Classic Hybrid Topology
* Provides full Exchange Hybrid expenence
* Requires Exchange Client Access and Transport cannections to and from Internet

(®) Use Exchange Modern Hybrid Topology (Preview)
* Installs the Hybrid Agent to provide Free/Busy and Mailbox Migrations
* Requires Exchange Client Access connections to the Internst
* Requires Exchange Transport service connections to and from the Internet

cancel

* give feedback
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Finally, we'll select an On-Premises Account for Migration. This will be the account
used to migrate mailboxes and must possess the Organization Management

and Recipient Management role as detailed under “Mailbox move and migration
permissions” on Microsoft Docs. The credentials specified here will be used to
create a Migration Endpoint automatically that leverages the Hybrid Agent,
making it simple for us to migrate mailboxes:

I:I Office 365 Hybrid Configuration

Odfice 365 Workiwide - admind goodmanenterpeises.cnmicros
SG-EX01.ad Jocal - AT fidmin

-

On-premises Account for Migration Exchangs Server 2016 15:

Full Hytrid 16.0.2984.0

Office 365 Exchange Cnline requires the complete on-premises credential to create a migration endpoint.

learn more

@ Use the same credential previously entered when connecting your on-premises Exchange Web Service.

ADVAdministrator

Windows Basic

) Use the following credential when connecting to your on-premises Exchange Web Service.,

* give feedback back ‘ ‘ next ‘ | cancel
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As a pre-requisite to the Hybrid Configuration itself, the Hybrid Agent will be
installed and configured. As part of this process, you'll need to provide your Office
365 credentials again, then after agreeing to licensing terms, the Hybrid Agent will

be installed and configured:

1] Office 365

Hybrid Agent Setup

o Download Hybrid Agent

Install Hybrid Agent

O Register Hybrid Agent

Validate Hybrid Agent for Exchange usage

* give feedback

Hybrid Configuration

COrfice 365 Workiwice - sdmird@goodmanenterprises.onmicrasof
SG-EX01.ad kacal - ADVAdministrat
Exchange Server 2016 15.1.1713.5 CU1

axchang sk
Full Hybricd 16.0,2984.0

76 ceconds

100 seconds
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Next, as part of the Hybrid Configuration, we will need to configure mail flow.

For most organizations, we'll choose to Configure my Client Access and Mailbox
Servers for Secure Mail Transport rather than use Edge Servers. For Exchange

2010, this will be Hub Transport Roles. We'll also choose to leave Centralized Mail
Transport unticked. Only use this option if you want all outbound email from Office
365 to flow via Exchange Server on-premises.

IJ Ofﬁce 365 Office 365 Hybrid Configuration

Orffice 365 Workiwide - admin@goodmanenterpri

. . . 5G-EX01.ad lacal
H};bnd Conﬁg uration Exchange Server 2016 15.1.17
emcha 3

Full Hytrid 16.0.2984.0

How do you want to configure your on-premises organization for secure bi-directional mail transport with
your Exchange Online organization?

learn more

® Configure my Client Access and Mailbex servers for secure mail transport (typical)

() Configure my Edge Transport servers for secure mail transport

Centralized mail transport is an advanced feature that most organizations will not require. Enabling this
feature configures your Exchange Cnline arganization to route email to or from external recipients through
your cn-premises Exchange organization. Please see the Exchange setup guide for more details.

learn more

[] Enable centralized mail transport

* give feedback back | | next ‘ ‘ cancel

On the next two pages of the wizard, we'll define the servers used for inbound and
outbound mail flow between Office 365 and on-premises Exchange Server. On the
first page, we'll choose the Receive Connector configuration. This will be the servers
used to receive mail from Office 365, which includes messages from Office 365
mailbox back to mailboxes that are still hosted on-premises.
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These servers will be those with valid SSL certificates installed and published to be
available for inbound SMTP connectivity from Exchange Online Protection.

I:I Office 365 Hybrid Configuration

Office: 365 Workiwide - admin@goedmanenterp
S-EX01.ad lacal

Receive Connector Configuration Exchange Server 2016 15.1.17

Choose one or more an-premises Exchange Servers to host receive connectors for secure mail transport
with Exchange Cnline. If you are using Exchange 2013 these servers must have the Client Access Server
role,

learn more
[ ———

SG-EX0T [2]

SG-EX01
ad Jocal
Wersion 15.1 (Build 1713.5)  Coamstence Edition
W
Mailbox
adlocal/Configuration/Sitzs/Mun=aton
02064-004-0625001-02586

¥ give feedback back || net ||| concel

Quadrotech




On the Send Connector configuration page, we'll select the servers that will be
used as the last hop before sending onward to Office 365. Until we cut over our MX
records entirely to Office 365, all mail to Office 365 recipients will flow out through
these connectors, and these servers will need to be able to communicate via SMTP
to Exchange Online Protection, and use valid SSL certificates:

l:] Ofﬁce 365 Office 365 Hybrid Configuration
Office 365 Workiwide - admin@goodmanenterprises.onmicrosoft com
. . SG-EX01.ad lacal - ADY A strator
Send Connector Configuration Exchangs Server 2016 151
Cheose one or more on-premises Exchange Servers to host send connectors for secure mail transport with
Exchange Online, If you are using Exchange 2013 these servers must have the Mailbox Server role,
learn more
—
SG-EX01 [a]
SG-EX01
adlocal
Warsicn 151 [Build 1713.5) Coexstence Edition
Mailbex
ad local/Configuration/Sites/Nuneaton
02064-004-0525001-02596
% give feedback back ‘ ‘ next ‘ | cancel
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Next, we'll need to select the SSL certificate to use for communications. The
connectors created will expect to utilize this certificate both when negotiating a
TLS-secured SMTP conversation with Office 365 and when Office 365 connectors
validate the identity of our on-premises organization:

u Oﬁ:ice 365 Office 365 Hybrid Configuration

Office 365 Workdwide - admin@igood manenterprises.onmicros:
5G-E¥01.ad lacal A min
Exchangs Server 2016 15.1.1713.5 CUI1

Tr’anSpOFt Ce'rtlflcate exchangelabs.couk

Full Hybrid 16.0.2384.0

rator

Cheose a certificate to use with securing hybrid mail transport.

learmn mora

outlook.exchangelabs.co.uk
CN=outlcokexchangslabs.couk
CN=Let's Encrypt Authority X3, O=Lat's Encrypt, C=US =
AM18/2019 - 772019
0ASTI7BACOT14FS66FE2DDADOFORCTDF21035752

* give feedback back | | next | ‘ cancel
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Finally, we'll enter the Organization FQDN. This name will be the name you'll
configure when publishing SMTP externally. Office 365 will create a connector to
send email to on-premises using this DNS name, which will then be used to initiate
a connection over SMTP.

l:l Office 365 Hybrid Configuration

Office 365 Workdwide - sdminid goodmanenterprises. onmicrasoft oo

. . SG-Ex0i.adkocal - ADR fidy ator
Orgamzahon FQDN Exchange Server 2016 1:‘.;.-?115 al}3}

Full Hytirid 16.0.2984.0

Enter a fully qualified domain name far your on-premises organization. This will configure the cutbound
mail connector to route mail from the Exchange Cnline Protection (EOP) service to your cn-premises
organization,

leam more

For example: exchangelabs.couk

smitp. exchangelabs.co.ukl

* give feedback back ‘ ‘ next ‘ | cancel

21 Quadrotech



22

With our configuration defined, we'll proceed to configure the Hybrid relationship.
This may take some time, as it relies upon the Hybrid Configuration Wizard
making changes to both Exchange Online and Exchange On-Premises. For larger
organizations, expect to wait a substantial amount of time when tasks such as
updating Email Address Policies take place.

u Office 365 e: ybrid Configuration

Offece 365 Worldwide - admini goodmanenterprises onmicrosof
SG-EX01.ad local - MDA

COnﬁguriﬂg_._ Exchange Server 2016 15.1.

Full Hybrid 16.0.2384.0

Configure Organization Relationship
Checking Configuration

Get-Federation/nformation -Comainfame 'goodmanenterprises.mail.onmicrosoficom’ -Bypassaddditions| Domain'ya

Click 'stop' to cancel the operation. Stopping the cperation won't undo the changes already appliad.

* give feedback

After the Hybrid Configuration wizard completes, we'll expect the following key
tasks to be complete:

e The Hybrid Agent installed and configured, with an endpoint defined for
Exchange Online to access our on-premises organization over HTTPS

e The Mailbox Replication Service (MRS) Proxy enabled on all Exchange Web
Services virtual directories, allowing Mailbox Moves to take place.

e Federated Sharing enabled for Free/Busy between on-premises and Office 365
and to allow read-only Calendar sharing

e Remote Domain configuration to define the email relationship between on-
premises and Office 365 -in particular defining our mail.onmicrosoft.com
domain as our Office 365 routing domain.

e Email Address Policies updated, adding alias@tenant.mail.onmicrosoft.com as
a secondary address to all Mailboxes and Mail Users who have policies applied
—this will be used for mail routing from on-premises to Exchange Online when
we migrate mailboxes.
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e A Send Connector configured from Exchange On-Premises to Exchange Online
for our mail.onmicrosoft.com for secure mail routing outbound

e Receive Connectors configured to accept mail securely from Exchange Online

e Respective Inbound and Outbound Connectors in Exchange Online for secure
SMTP between on-premises Send and Receive Connectors.

e  When Organization Config Transfer is selected, selected policies copied to
Exchange Online.

For a basic migration to Exchange Online for smaller organizations, additional
configuration may not be necessary.

However, you may need to add additional configuration if you need to enable:
Public Folder coexistence and migration

Read/Write access to Calendars cross-premises using existing permissions
On-Premises integration with Office 365, such as Teams integration using
OAuth

e Unified Messaging configuration

One area many organizations do need to make additional configuration changes is
to Mailboxes. Any Mailboxes that have the Email Address Policy checkbox disabled
will not get the additional Office 365 routing address (typically in the format
alias@tenant.mail.onmicrosoft.com) added automatically. Without this, pre-
requisite checks for migrations will fail, as it needs this address to stamp as the
routing address after mailbox migration.

You can use the Exchange Management Shell on an Exchange Server to check for
users with the Email Address Policy disabled using the following cmdlet:

Get-Mailbox -ResultSize Unlimited | Where {S_.EmailAddressPolicyEnabled -eq
SFalse}

& Machine: SG-EX01.ad.local I;Ii-

[PS]1 C:\>Get—-Mailbox —ResultSize Unlimited | Where {5_.EmailAddressPolicyEnabled —eq $False}

ServerName ProhihitSendQuota

estMailbox125 TestMailbox125 sg—exBl Unlimited




This should provide a list of Mailboxes that require remediation.

You can either use PowerShell to update mailboxes en-mass, or use the Exchange
Admin Center (or Exchange Management Console on Exchange 2010) to add an

additional email address:

=% https://outlook.exchangelabs.co.uk/ecp/UsersGroups/EditMailbox.aspx?pwmcid=48&ReturnObject Type= 1&id= cab8fef3-f8ef-4 @

TestMailbox125

general
mailbox usage
contact information
organization

» email address
mailbox features
member of
MailTip
mailbox delegation

Each email address type has one default reply address.
The default reply address is displayed in beold. To
change the default reply address, select the email
address that you want to set as the default, and then
double-click to edit it.

Email address:

[ -
VP

‘ EMAIL ADDRESS

TestMailbox125@exchangelabs....

Exchangelabs/ou=Exchange ...

[ Automatically update email addresses based

24
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As shown in the example below, this should match the existing format for
the alias and then use the tenant name (for example contoso or in this
case goodmanenterprises) followed by .mail.onmicrosoft.com, for example
TestMailbox125@goodmanenterprises.mail.onmicrosoft.com:

a8 Edit User Mailbox - Internet Explorer =2

TestMa E https://outlook.exchangelabs.co.uk/ecp/UsersGroups/AddEmailAddress.aspx?mode=multiple&dataselec i@

general new email address
mailbox

contact i Email address type:

organizall @ swmre
remail add| o eum

mailbox @) Ientera custom address type

MEMBEr {1 The address can be EX, X.500, X.400, MSMail, CeMail, Lotus MNotes,
MailTip MovellGroupWise, EUM Proxy address, and free text. Learn more

) P :
mailbax o || Email address:

|TestMaiIbox125@gDDd manenterprises.mail.nnmicmsuft.con‘d

[ Make this the reply address
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If you aren’t sure what to add, examine another account that has automati-
cally been updated to validate the address you will add. Once complete, this
should show as a secondary address (with a lower-case smtp type):

i} https://outlook.exchangelabs.co.uk/ecp/UsersGroups/EditMailbox.aspx?pwmcid=48&ReturnObject Type= 1&id= cab8fef3-f8ef-4 @

TestMailbox125

eneral
g Each email address type has one default reply address.

mailbox usage The default reply address is displayed in beold. To
change the default reply address, select the email
address that you want to set as the default, and then
organization double-click to edit it.

contact information

» email address

Email address:

mailbox features + 75 -

member of

MailTip

mailbox delegation SMTP TestMailbox125@goodmanente...
TestMailbox125@exchangelabs.c...
fo=Exchangelabs/ou=Exchange ...

TYPE EMAIL ADDRESS

Automatically update email addresses based

Cancel

qio -

Migrating Mailboxes

With our Hybrid Configuration in place, we will begin by testing migrations to
Office 365 before actually migrating real users. The process we'll use will be the
same one we'll use when we migrate the rest of our mailboxes.

The purpose of performing test migrations is to ensure that everything works well,
once we move mailboxes. Even with good connectivity in place, the correct firewall
rules configured and Office clients installed, things can still go wrong. Therefore to
ensure any surprises are avoided, we'll create test mailboxes to use to validate the
migration experience and test everything works from a user perspective, too.

Migration works in Exchange Hybrid by Exchange Online making an outbound
connection to our on-premises Exchange Servers over HTTPS and moving
mailboxes using the Exchange-native Mailbox Replication Service. Normally this

is an internal Exchange mailbox move mechanism, but for Office 365, the Hybrid
Wizard enables the MRS Proxy within the Exchange Web Services virtual directory.
This allows Remote Moves. To be able to create batches of mailboxes to migrate,
we need to define the URL for the MRS Proxy within Exchange Online. Thankfully
the Hybrid Agent enables the MRS Proxy Component, and creates a Migration
Endpoint in Office 365.
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We'll begin by accessing the Exchange admin center, via the Office 365 Portal and
navigating to Recipients>Migration.

From the Migration Tab, we'll select the plus (+) menu and choose Migrate to
Exchange Online.

Office 365 Admin

Exchange admin center

dashboard mailboxes groups resources contacts shared migration
recipients
o Click to view the status for all current migration batches. Status for all batches
permissions
+~ £
=
compliance management
Migrate to Exchange Online J TOTAL SYNCED FINALIZED | FAILED
organization Migrate from Exchange Online | are no items to show in this view.

protection

The New Migration Batch wizard should appear. On the first page of the wizard,
we'll choose to create a Remote Move Migration, then choose Next:

4% New Migration Batch - Microsoft Edge - O X

& https://outlook.office365.com/ecp/Migration/NewMigrationBatch.aspx?ActivityCorrelationID=723...

new migration batch

Select a migration type

The migration type to use depends on your existing email system, how many mailboxes you want to
migrate, and whether you plan to maintain some mailboxes in your on-premises organization or migrate
them all to the cloud. You'll also want to consider how long the migration will take and whether user
identity will be managed in your on-premises organization or in Office 365.

Select this if you're
planning an Exchange
hybrid deployment with
mailboxes both on-
premises and in Exchange
Online. If you plan to
migrate all mailboxes to
Exchange Online overa
long period of time, this

Learn more

I@ Remote move migration (supported by Exchange Server 2010 and later versions) I

T Staged migration (supported by Exchange Server 2003 and Exchange Server 2007 only)

Cutover migration (supported by Exchange Server 2003 and later versions) migration type lets you use
IMAP migration (supported by Exchange and other email systems) hybrid deployment features
G Suite (Gmail) migration during migration. After the

migration, user identity will
still be managed in your
on-premises organization.
You have to use this type of
migration to migrate more
than 2,000 Exchange 2010
or Exchange 2013
mailboxes.

Learn more

Next Cancel
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https://portal.office.com/adminportal/home#/homepage

On the next page of the wizard, we'll select the users to add to the batch. We can
either import a CSV file, or select on-premises mailboxes from the Global Address
List. For our test migrations, we'll select the Test Mailboxes from the GAL:

L4 New Migration Batch - Microsoft Edge - O X

& https://outlook.office365.com/ecp/Migration/NewMigrationBatch.aspx?ActivityCorrelationID=723...

new migration batch
Select the users

You can either use a CSV file to specify the users you'd like to move, or you can select mailboxes
individually. Learn more

® Select the users that you want to move

+—

DISPLAY NAME 4 | EMAIL ADDRESS

) A
v
acthMailha (4 actMailha Nd@eavchanaelah O

©) Specify the users with a CSV file

[J Allow unknown columns in the CSV file

Choose File No file chosen

5 mailboxes to migrate

Back Next Cancel
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On the next page of the wizard, we should see the Migration Endpoint pre-
populated. This will have a GUID string, followed by .resource.mailboxmigration.his.
msappproxy.net. This corresponds to the endpoint managed by the Hybrid Agent.

L% New Migration Batch - Microsoft Edge = O X

& https://outlook.office365.com/ecp/Migration/NewMigrationBatch.aspx?ActivityCorrelationlD=723...

new migration batch
Confirm the migration endpoint

The connection settings for this migration batch have been automatically selected based on the
migration endpoints created in your organization. Learn more

Remote MRS proxy server:
The FQDN of the Exchange server that the Mailbox Replication Service (MRS) Proxy is on.

©62e88e0 resource.mailboxmigration.his.msappproxy.net

Back ] [ Cancel
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Next, we'll choose a migration batch name. This should be descriptive as you'll
need to unique identify batches as you continue the migration. You'll also need

to choose a Target Delivery Domain. The target delivery domain is the Office 365
tenant domain, as set in our Email Address Policies and used for routing email from
on-premises to migrated mailboxes. From a user perspective, this will not change
their Primary SMTP address, though. If the domain in the format tenantname.mail.
onmicrosoft.com is not selected by default, choose it from the drop-down list:

ﬂ% New Migration Batch - Microsoft Edge = O X
B https://outlook.office365.com/ecp/Migration/NewMigrationBatch.aspx?ActivityCorrelation|D=723...

new migration batch

Move configuration

These configuration settings will be applied to the new batch. Learn more

*New migration batch name:

|Batch 01

| Select a name to use for
this batch.

*Target delivery domain:

|goodmanenterprises4maiI.onmicrosoft.com

Archive:
® Move the primary mailbox and the archive mailbox if one exists

) Move archive mailbox only, without moving primary mailbox
This option is only valid for mailboxes on Exchange 2010 and above.

Bad item limit:

Large item limit:

Back Next | | Cancel
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On the final page of the wizard, we'll select notification and completion settings.
It's good practice to pre-synchronize mailboxes first, then when you are ready

to actually move mailboxes, perform a final synchronization and switchover.
Therefore, we'll choose the Manually Complete the batch option which will allow us
to control the switchover timing:

L3k New Migration Batch - Microsoft Edge = O X

B https://outlook.office365.com/ecp/Migration/NewMigrationBatch.aspx?ActivityCorrelationlD=723...

new migration batch
Start the batch

A new migration batch will be created after you click new. The batch will be queued and processed
within a few hours. Learn more

"After the batch is complete, a report will be sent to the following recipients. You must select at least
one recipient to receive this report.

The administrators to notify
Administrator X of any status updates

regarding the batch.

Please select the preferred option to start the batch:
(0 Manually start the batch later (by selecting it in the migration dashboard and then clicking Start)
(® Automatically start the batch

(O Start the batch automatically after time:

Mon 06/05/2019 v ‘ 22:00 M

Please select the preferred option to complete the ba‘gh:
(®) Manual Complete the batch (by clicking the "Complete this migration batch” link on the right pane,
after the link becomes active)

) Automatically complete the migration batch

© Complete the batch automatically after time:

Mon 06/05/2019 v ‘ 22:00 v

Back | | new | | Cancel
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The new migration batch should be created, and show in the Migration tab of the
Exchange Admin Center. As it begins, the status should change to Syncing. You can
monitor the progress of all mailboxes within the batch by choosing the View details
link:

Office 365 Admin

Exchange admin center

dashboard mailboxes groups resources contacts shared migration

recipients

Click to view the status for all current migration batches. Status for all batches

+- A l@

permissions

compliance management
P 9

NAME A STATUS TOTAL SYNCED FINALIZED | FAILED
organization [ Syncin 5 [) 0 0
I 2t Batch 01

protection Type: Exchange remote move
Direction: Onboarding

advanced threats Status: Syncing

mail flow Mailbox status
Synced mailboxes: 0 of 5

mobile Finalized mailboxes: 0 of 5

Failed mailboxes: 0
public folders

unified messaging Statistics

Created by: admin@goodmanenterprises.onmicrosoft.com
hybrid Create time: 5/6/2019 10:27:22 PM
Start time: 5/6/2019 10:27:22 PM
Complete after: 12/31/9999 11:59:59 PM
Last synced time:

Associated endpoint
Hybrid Migration Endpoint - EWS (Default Web Site) | View details

1 selected of 1 total _ Need help?

By choosing View details we will see the status for individual mailboxes as they
synchronize. For our test mailboxes in the batch below, we can select a mailbox
and view progress, and if needed download a report detailing any errors or issues
during the sync:

% Migration Batch Users - Microsoft Edge — O X

] https://outlook.office365.com/ecp/Migration/MigrationBatchUsers.aspx?ActivityCorrelation|D=25381e49...

Batch 01

/‘le

IDENTITY A | STATUS ITEMS SYNCED ITEMS SKIPPED

TestMailbox100@exchangelab...  Syncin 0 0 .
. — TestMailbox100@exchangelabs.co
TestMailbox101@exchangelab...  Syncing 0 0 uk
TestMailbox102@exchangelab...  Syncing 0 0 )
TestMailbox103@exchangelab...  Syncing 0 0 Status: Syncing
TestMailbox104@exchangelab...  Syncing 0 0 Skipped item details
Data migrated:
Migration rate:
Error:
Report: Download the report for this user
Last successful sync date:

1 selected of 5 total

Close

https://outlook.office365.com/ecp/Migration/MigrationBatchUsers.aspx?ActivityCorrelation|D=25381e49-5db9-8495-77c8-e28c82a284c1&reqld=1...
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After all mailboxes in the batch have performed an initial sync, the status will
change to Synced. Approximately every 24 hours, an additional sync will be
performed to ensure content is up to date. At this stage, users will not see any
changes as the sync has happened in the background.

When we are ready to switch over users within the migration batch, select the
Complete this migration batch link:

+v/‘ﬁli@--

NAME 4 | STATUS TOTAL SYNCED FINALIZED FAILED
Batch 01 Synced 5 5 0 0
o Batch 01

I Complete this migration batch I

Type: Exchange remote move
Direction: Onboarding
Status: Synced

Mailbox status

Synced mailboxes: 5 of 5
Finalized mailboxes: 0 of 5
Failed mailboxes: 0

View details

Within approximately 30 minutes (for most batches) the final synchronization and
switch should occur.

Testing functionality

It's crucial to test functionality both from a service perspective and from a client
perspective after moving test mailboxes.

To test key service functionality provided by Exchange Hybrid, we'll conduct two
core tests:

e Mail Flow
e Address List lookup and checking availability

These two tests will ensure that in addition to moving mailboxes, we've got the
ability to email between migrated and on-premises recipients, and aspects like
booking meeting rooms or checking the availability of colleagues work. Under the
hood, this tests the connectivity for SMTP and it tests the ability for both Exchange
Server to connect to Office 365 HTTPS endpoints, and for Exchange Online to
connect over HTTPS to our on-premises infrastructure via the Hybrid Agent.
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You can perform basis email flow tests using Outlook on the web. Send emails from
on-premises and the migrated mailboxes to test basic mail flow:

—

S + New message ]E Delete = Archive ® Spam
\/  Favourites @ Focused  Other
& Inbox 5 @ On-Premises Account
Another meeting
B Sentltems No preview is available.
& Drafts Last month
Add favourite (O On-Premises Account
> Test email

\  Folders Test reply to Office 365

@ On-Premises Account
Inbox 8

(8] > Test message

No preview is available.
O Junk Email

6 Project Dolphin

& Drafts test2

No preview is available.
B Sentltems
il Deleted Items
= Archive

Conversation Hist...

New folder

vV Groups

New group

< Sweep 31 Moveto v <D Categorise V¥ (© Snooze v -+ e The new Outlook
Filter v Test email
On-Premises Account
e @ Thu 25/04/2019 00:5 = o © =2
Mon 29/04 U 25/04/2019 00:54
Office 365 Account ¥
Test reply to Office 365
Thu 25/04 Office 365 Account
(No message text) Thu 18/04/2019 22:25
©
Thu 25/04
]
Wed 24/04

To ensure secure mail flow is in place, set Out of Office replies for /Internal recipients
for the test mailboxes both on-premises and in Office 365. By validating that an
Internet OOF reply is sent rather than an external one we check that the correct
secured connectors are being used to send and receive mail between the two

environments.



Next, ensure that the test mailboxes have existing meetings scheduled. Then,
attempt to schedule a meeting from an Office 365 user checking the availability
using the Scheduling Assistant of an on-premises user that has existing
appointments. If this succeeds, connectivity via the Hybrid Agent is working as

expected:

My calendar

+ Done [ii] Discard
06/05/2019 A 23:30 v

07/05/2019 =] 00:00 v

nday, 06 May 2019

Show only work hours @ 21:00 22:00

v/ Required attendees

@  All day @

Tuesday, 07 May 2019
23:00 0:00 1:00 2:00 3:00

o] |

Office 365 Account
On-Premises Account X I

Tl

® Add required attendee

v Optional attendees

® Add optional attendee
v Rooms

® Add aroom

I Busy % Tentative § Away

Busy
Mon 06/05/2019 22:30-23:00

[ Working elsewhere ¥ Noinformation

[l outside working hours

Perform the same test from on-premises, this time checking the availability of the
migrated Office 365 account. This test will ensure that the Exchange Server can
connect outbound over the internet to Exchange Online using HTTPS:

Calendar

v OK X Discard ee*

Test with Office 365 account

Start
Mon 06/05/2019 230 ¥

End
Mon 06/05/2019 2300

All day

Attendees

2 required 1 conflict

Q On-Premises Account
Busy - Test Meeting
Office 365 Account
Free

Add room

< > 06 May 2019 v

On-Premises Account

‘ Test Meeting

Day Week i}

Office 365 Account

Busy
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In addition to the service tests, ensure you test clients that represent your
environment. Recommended client tests include:

e Pre/Post migration experience with Outlook users, using each version of Office
deployed

e New client setup experience with Outlook users, again using each version
deployed

e Repeat the above tests with domain-joined/network connected users and
remote users

e Mobile Device Management reconfiguration experience for Mobile Users

e New mobile client setup using the Outlook Mobile App

e Re-perform mail flow and availability tests at each stage

Ensure you document the results of tests and take screenshots. These will be useful
should you need to troubleshoot later, and provide material to use for any training
guides you wish to provide to users.

As you complete your testing it will be commmon at this stage to progress to a
technical pilot. This is usually where a contained group within the IT team migrate
to Exchange Online. While you create your migration plan, collect feedback

from this group to help remediate any technical issues or improve any user
documentation you create.

With the technical preparation complete for your migration, including pre-
requisites, Hybrid setup and configuration and comprehensive testing, you need to
plan your actual migration.

Plan your migration batches

When migrating mailboxes, plan to move people who share together, together.
Although Shared Mailbox access will work across Hybrid, and it is possible to ensure
Read/Write Calendar Access works, your users will have a better experience if you
move their mailbox along with other colleagues and shared mailboxes at the same
time. This ensures you don’t need to perform workarounds for areas like Outlook
Delegate functionality.

You can use Microsoft FastTrack’s Find MailboxDelegates script to produce a file for
use in Excel and Migration Batches to organize your batches and Microsoft’s Batch
Analysis spreadsheet to understand relationships within the exports.

What you may find though is a big web of sharing within your organization, with
many people within departments sharing, and some limited sharing between
departments resulting in effectively one batch if you used sharing as the only
guide.

Therefore, expect to use the output from Microsoft’s script as a starting point and
look for areas such as departments where the majority of sharing takes place and
use these to create batches. Then where there is overlap between those batches
(for example, if two people in finance share with two people in HR) either plan to
move the batches together or on consecutive migration windows.

Begin with a pilot and then ramp up quickly

Using the batches you create, select one or more batches to use as your pilot
group. ldeally, your pilot group will be representative of the business so that you will
gain the confidence to move ahead quickly with your migration. An ideal (though
sometimes ambitious) target for a pilot is around 10% of users.
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When deciding how to schedule, sync, monitor and migrate mailboxes you have
several options.

e If you gualify for FastTrack migration services (500 or more licences) you can
provide your migration batches to Microsoft, and based on their conditions,
choose when they will import the migration batches into your tenant, monitor
their progress and complete them.

e You can use third-party tools to automate the migration process, which is
useful if you are also moving other data, i.e. migrating legacy archives or
importing PST files.

e Use the Migration Batch wizard we used earlier in this article and import your
migration batches as CSV files.

e For most migrations of less than a few thousand mailboxes, this is the easiest
option.

PST Flight Deck (&)

PST Flight Deck is the industry’s most advanced solution for identifying, migrating

and eliminating PSTs in large organizations. Advanced Extraction Technology (AET)
ensures that all PSTs are located, repaired, processed, and ingested to your chosen
platform, while filtering and deleting irrelevant and duplicate files.

If you migrate using migration batches, then you might find that you need

to migrate one or two VIP users in each batch separately as you may want to
schedule white-glove support at a predictable time. To allow you to pick selected
users out of batches, you can use the approach detailed in my Moving Mailboxes
between Migration Batches for simpler Exchange to Office 365 Moves article on
Practical365.

With a successful pilot behind you, plan to ramp up migration velocity quickly.

To enable you to ramp up quickly, plan to pre-sync batches as early as practically
possible, though only one to two weeks before planned migration switchover dates.
This will allow you to ramp up by completing multiple batches within the same
migration window.

As an example, smaller organizations (less than 500 users) have completed all
their migrations over one or two evenings. Even some larger organizations (less
than 5000) have completed the entire migration over one or two batches. You will
find that large organizations (10,000+ seats) will ramp up to over 1000 per night -
for some very large companies this is the only practical way.

However, you must go at a pace that your organization can support. A successful
pilot should mean that less than 1% of users require any sort of support.

Summary

In this guide, we've walked through the steps to set up pre-requisites, implement
Exchange Hybrid and migrated mailboxes to Office 365.

Wondering what you should do next? You can find out more about what you can
decommission after a Hybrid mailbox migration is complete over on Practical365.
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https://docs.microsoft.com/en-us/fasttrack/o365-fasttrack-benefit-for-office-365
https://www.quadrotech-it.com/solutions/migration/email-and-archive-migration/archive-shuttle/
https://www.quadrotech-it.com/solutions/migration/pst-file-discovery-consolidation-and-migration/pst-flight-deck/
https://www.quadrotech-it.com/solutions/migration/pst-file-discovery-consolidation-and-migration/pst-flight-deck/
https://practical365.com/migration/moving-mailboxes-between-migration-batches-for-simpler-exchange-to-office-365-moves/
https://practical365.com/migration/moving-mailboxes-between-migration-batches-for-simpler-exchange-to-office-365-moves/
https://practical365.com/exchange-server/how-to-decommission-an-exchange-server-after-office-365-migration/

This guide has outlined the process for Exchange to Office 365 migrations,
providing step-by-step advice to help your journey to the cloud.

However, if you're looking for an experienced partner to manage your move to
Office 365, Quadrotech offer a range of fast, reliable migration services for both

archive data and live mailboxes.

For more information, please complete our contact form and one of our data
migration team will be in touch to discuss your project and offer a quote.

Quadrotech
Achieve smarter migration and management with Quadrotech. Find out more

about our Office 365 solutions here.
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