m NordLayer® Cybersecurity for business

About NordLayer

NordLayer provides flexible and easy-to-implement cybersecurity tools for businesses
of any size or work model developed by the standard of NordVPN.

We help organizations secure networks in a stress-free way. NordLayer enhances
internet security and modernizes network and resource access with technical
improvements aligning with the best regulatory compliance standards. Helping
organizations to adopt FWaaS, ZTNA, and SWG principles, NordLayer is focused on
the Security Service Edge of cybersecurity services.

NordLayer by numbers

8,500+ 30+

Business protected Global server location

10 min

Average time to deploy

NordLayer's ISMS is certified according to ISO
27001, 1s HIPAA compliant, and successfully
validated with SOC 2 Type 2 audit report
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Business cases

Internet access
security

NordLayer helps
businesses to secure
online connections
while accessing and
browsing the internet.

Network & resources
access management

NordLayer allows IT admins
to control, secure and
customize remote workforce
access to internal company
resources.

Achieving
compliance

NordLayer supports its clients
pursuing various compliance
certifications by providing
technological solutions.

Advanced encryption
Shared gateways

Deny access to malicious
websites

Web content filtering

Follows Zero Trust (ZTNA)
principles

Access control to certain content

Elimination of attack vectors with
IP allowlisting

Flexible interconnection between
endpoints and networks in
controlled environments

Granular network segmentation

Handling client data following
best IT security management
standards

Compliance with data processing
principles of different regions



Multi-layered network
security features

USER AUTHENTICATION AND
MANAGEMENT

NETWORK SECURITY

@  Shared gateways

Virtual private gateways Multi-factor authentication

Biometric authentication

Cloud Firewall Single sign-on
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E.' Device Posture Security User provisioning

(o IP allowlisting

INTERNET ACCESS SECURITY SECURITY CONTROLS

Shared gateways @ Auto-connect
Encryption {o  Always On VPN

IP masking G\A Idle session timeout

NordLynx (*»  Custom session duration comnc soon

ThreatBlock
DNS filtering by category
Custom DNS

Deep Packet Inspection

NETWORK MONITORING

Activity monitoring
]_V'D Device Posture Monitoring

'tE'@ Server usage analytics comine soon

NETWORK CONNECTORS
I:EIEI Site-to-Site

‘X Smart Remote Access

Compatibility with Identity & Access
Management and Authentication systems

o JumpCloud

o Onelogin

o0 Google Workspace
o Azure AD

0 Okta

Operating Systems

NordLayer app is compatible with
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i0OS Android macOS Windows Linux

Protected and secure connection on the device level

Trusted by industry leaders around the world

Cybersecurity to enable all ways of working

A solution to resolve growing
complexities of work in the most
accessible and organization-friendly way

O Intuitive Control Panel
0 Hardware-free SaaS solution
o Tech-savvy 24/7 live support

o Help Center & knowledge resources

Browsers

NordLayer browser extension (NEW) is compatible with
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Google Chrome Mozilla Firefox Microsoft Edge

Protected and secure connection within browser limits

@ hordlayer.com|

f Facebook.com/nordlayel]

¥ |witter.com/nordlayer|

in linkedin.com/company/nordlayet



https://nordlayer.com/
https://www.facebook.com/NordLayer/
https://twitter.com/nordlayer
https://www.linkedin.com/company/nordlayer/

