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Whether you’re planning a migration to the cloud to save money or to introduce new capabilities to your 
business, you want to ensure you’re building a modern data platform on a solid foundation. There’s no 
question that the public cloud provides multiple business benefits, but planning a migration or even 
identifying the right solution can be fraught with a number of stumbling blocks. 

This eBook will explore how Maven Wave helps clients overcome the common barriers to building a 
modern data platform at any stage.

Barrier 1: Security
Let’s jump right in to the top concern for many enterprises: security. It’s a common misconception that 
moving to a public cloud increases risk. In fact, the adoption of solutions such as Google Cloud Platform 
(GCP) can help to augment and strengthen system security, while delivering lower costs, increased 
flexibility, and expanded services, along with other benefits.

The security features and products that are prevalent in public cloud providers are intrinsically more 
comprehensive and robust than those available in an on-premise data center. They offer a foundation for 
upgrading the security of the enterprise. 

However, it’s not enough to select a platform that checks the right boxes. Companies also need to ensure 
they are implementing their systems onto the platform in a secure and compliant way. To truly secure 
your data, you need to develop and follow security best practices that are tailored to your business. 
All in all, threats and vulnerabilities need to be addressed by both your cloud provider and method of 
implementation.

Security Best Practices

So, what’s the best way to think about cloud security? In the cloud model, it is essential that each and 
every element of the technology environment, from software all the way down to data, be approached 
with a “zero trust” mentality. In short, assume everyone and everything is a threat. 

Maven Wave has achieved success on projects where we have transitioned toward an identity-based, 
context-aware security model for everything from the network to the data store. A traditional on-prem 
view of perimeter-based security models does not adequately provide the visibility, control, and 
protection of user and application traffic that is necessary in the cloud. On the other hand, adding a zero 
trust design principle to cloud infrastructure and applications ensures that only the right actors have 
access to the right data at the right time. Now that we’ve established the zero trust mentality, here are 
three main challenges with cloud security, and a few tips on how to address them:
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REGULATORY REQUIREMENTS AND SENSITIVE DATA
Securing data in the cloud begins with conversations surrounding compliance. Our 
clients include financial and healthcare organizations that are subjected to a high 
level of regulatory standards, including HIPAA, PII, PCI, GDPR and others. Therefore, 
it’s critical to select a cloud provider that has certifications to support your 
compliance needs. For example, GCP has 22 certifications, including ISOs, SOCs, 
WORM, Privacy Shield, and many others. These certifications help ensure that GCP is 
a suitable place for your sensitive data. 

There are a couple of main ways to tackle this challenge, in addition to adopting 
that zero trust mentality. First, you should document clear requirements for data 
security and validate the related cloud capabilities. It is also recommended to use 
script automation controls to manage environment builds and access controls. 
Automation is key.

COMPLEXITY OF IMPLEMENTATION 
Start by categorizing your data and questioning who needs access to sensitive 
information. Does every user actually need access to every analytics solution? Also, 
the implementation should start simple with non-sensitive data taking priority. And 
don’t forget to be pragmatic – a one-size-fits-all solution for each type of data or 
application is not advisable. 

LACK OF SKILLS AND MODERN PLATFORMS
Training is incredibly important for establishing solid cloud security standards. 
Implement training programs, including shadowing experts. Don’t replicate legacy 
processes in the cloud; there’s truly no need to, since GCP offers new capabilities 
that outshine any traditional practices. And finally, implement modern DevSecOps 
capabilities, creating policies that are then examined as part of your deployment. 
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For a more comprehensive overview of all the best practices related to cloud security, check out our white 
paper, “Securing PII Data in the Cloud for Financial Services.”

Barrier 2: Understanding and Controlling Cloud Costs
Many on-premises data centers are overprovisioned because there is no significant budgetary penalty for 
doing so. Simply mapping on-prem resources to cloud instances will likely lead to overrun cloud budgets. 
It’s critical to properly right-size your cloud instances based on actual usage and then model what your 
cloud costs will be.

To understand cloud costs, it’s first necessary to understand the architecture and cost inputs by 
discussing with your cloud provider and consultants. Work with experts to evaluate what your specific, 
unique costs will be based on your estimated usage. You can then create a detailed estimate using a 
proven calculator based on delivered projects and reference architectures.

To control costs, it’s best to implement fairly rigorous monitoring, alerting and quotas, where possible. 
Also, make sure you understand upfront how you’re going to use components within GCP such as 
BigQuery and DataFlow - whether it’s based on the number of queries, users or processes - so you can 
design your data architectures with cost considerations in mind. Finally, implement approval processes to 
control usage, quantity of data and more.

https://www.mavenwave.com/secureyourdata/
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Maven Wave has built a GCP cost calculator that helps to predict cost and TCO upfront. By inputting 
the number of queries being executed, the number of tables within the GCP environment and more, 
the calculator will determine an approximate cost, broken down by low, medium and high estimates. 
In addition to the cost calculator, we also employ several tools and best practices throughout our data 
migration initiatives, including holistic methodology, a predefined future state platform, a GCP cost 
calculator and a data migration accelerator that optimizes migration from on-prem environments to the 
cloud, reducing development time by at least half. 

Additionally, our “fixed price, fixed time” data migration offering moves traditional on-prem data 
warehouses and data lake environments to a fully operational GCP data platform with a predetermined 
cost and timeline. This solution includes a predefined GCP platform architecture, a comprehensive 
migration plan, and a production GCP data platform with multiple data sources and dashboards. 

Barrier 3: Transforming Your Team’s Technology Skills
Maven Wave places a great deal of emphasis on developing strategic change management programs 
for our clients in order to successfully adopt new technologies. Strong change management tactics and 
direct support from the c-suite will help to mitigate resistance to change within organizations. 
Here’s a look at our change management methodology:

1. Sponsorship & Engagement: Get the right team in place to ensure success and engage employees 
in the initiative so they feel a sense of ownership. 
 
No change initiative will be successful without the continued support of an executive sponsor 
who understands the value of the tool. We then identify a diverse sample of employees to serve as 
influencers, forming a change agent network. They become on-the-floor ambassadors, counselors, 
educators, and general go-to people who will help to minimize employee resistance. 

2. Transformation & Organization Analysis: Understand the impact of change and identify 
opportunities for transformation. 
 
It’s important to understand how the change will impact each user group within the company. There 
will be special cases, average users, and early adopters, all of whom will be impacted differently. We 
then conduct working sessions with users to capture use cases, which can then be used in the next 
step. 

3. Training: Give users the skills to be successful with the new tool. 
 
Maven Wave offers various training formats around go-live time that cater to different learning 
styles. We also host “tips and tricks” sessions after go-live for ongoing learning and to focus on user 
adoption, as well as the long-term success of the project. 

4. Communication: Ensure users understand the benefits and reasons for the change. 
 
It’s important to create a positive internal perception of the initiative and to build excitement. 
Communication should be targeted and strategically timed. We recommend a variety of 
communication and marketing channels such as email, company intranet, posters, digital signage, 
videos, blogs, custom Google Sites, giveaways, events, and more. This step should be fun and 
tailored toward what works for various user types.

Because this plan addresses all the major reasons for resistance to change, following these four phases 
facilitates successful change events for our clients and lays the foundation for transforming their teams’ 
technological skill set.
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Barrier 4: Complexity of the Existing Data 
Environment
If you’re working with an on-prem data warehouse that’s five or ten years old, it goes without saying that a 
lot has changed. People have moved on or taken on new roles, business priorities have changed and the 
team is (hopefully) much more mature when it comes to data use strategies. Unfortunately, though, many 
teams don’t have a solid grasp of which data warehouse assets are being used today. 

In this situation, it’s best to start with new high impact use cases and net new data. A couple of good first 
projects in the cloud include ones that you’ve been wanting to tackle but your on-prem infrastructure 
does not support the data volumes, as well as any projects to develop sophisticated, high-performing 
machine learning applications. You can then validate what to “lift and shift” and understand the details of 
how to do it. In the event that your data environment involves a large number of technical components 
such as ETL, reports, or dashboards, developed over a number of years by many people, it’s advisable 
to spend time on migration planning and prioritization based on business value. You can then chip away 
at the legacy migration with a phased deployment plan, with opportunities to secure wins early and 
often. This will build excitement and trust within the organization, and importantly, among business 
stakeholders. 

If the legacy platforms are not well documented, we can leverage Maven Wave’s migration analyzer to 
gain a greater understanding of the “who, what, when, and where.” We developed another tool, our data 
migration accelerator, to optimize migration from on-prem environments to GCP, reducing development 
time by half or more. Maven Wave has deployed many successful data migrations for clients, and we’ve 
built and optimized a migration methodology, providing tangible deliverables as well as a systematic, 
step-by-step approach for the entire project.

Barrier 5: Lack of Mature Cloud Data Operations
We see data operations as a significant opportunity for organizations to improve project delivery velocity 
and overall data management. However, it’s still a relatively immature practice, and organizations are 
struggling with where to start. To overcome this, we recommend that companies first embrace Agile. 
If your organization has a DevOps process, you can also borrow some of those techniques for data 
operations.  

The key is to start small to gain a better understanding of which data operations processes are most 
impactful to your company, whether it’s C2C, archival, or data security frameworks. Once you determine 
the best course of action, roll out those frameworks to the entire organization.
 
Another best practice is to transfer some control over to power users or data scientists. Many on-prem 
environments are heavily controlled from a code and data standpoint, but when you move to the public 
cloud, the dynamic needs to shift a bit. The barriers of controlled environments, code, and data can be 
overcome by creating standards and automating as much as possible, all while treating data as code. 
Don’t be afraid to duplicate your data on GCP. In order to facilitate enterprise collaboration and change 
management, get business stakeholders involved early on to better understand the importance and 
benefits of data operations. Keep them involved throughout the lifecycle of the project, since they’ll be 
your data operations team moving forward.
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And lastly, the reality of modern data operations is that datasets can grow out of control very quickly. Your 
team will probably need additional processes and pipelines to handle new data types, such as streaming 
video and unstructured data. New monitoring, logging, archival and application access strategies should 
be established to effectively manage costs and overall application performance.

MAVENWAVE.COM

At Maven Wave, we can help you establish a 
modern data platform that will set you up for 
success in the cloud, enabling you to build up 
your technology stack and deploy applications 
with ease.
 
Contact us to get started!

http://www.mavenwave.com
https://www.mavenwave.com/contact/

