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For companies with traditional on-premises IT architectures, today’s cloud solutions provide many potential benefits. A managed cloud 

infrastructure allows companies to focus on what they do best, often with reduced TCO. Whatever stage of cloud development your 

company finds itself in today, chances are that you’re considering an eventual cloud-first strategy—or you’re already there.

AWS provides a secure, durable cloud foundation that your company can use to store and process data. From there, you can choose 

services to protect your cloud data and plan for backup and recovery, much the same way you would in an on-premises environment. You 

should take care to evaluate and choose a backup and recovery solution for your AWS workloads that meets the unique needs of your 

business.

In this guide, you’ll learn best practices for evaluating backup and recovery solutions for your AWS workloads, questions you should ask, 

and methods for making sure your chosen solution meets your organization’s needs, so that you can rest assured your data is safe and 

recoverable at all times.

HERE’S WHAT WE’LL COVER:

1. Efficiency and Control

2. Security and Visibility

3. Recovery Time Objective

4. Recovery Orchestration

5. Data Lifecycle Management

Workloads in the cloud need a backup  
solution in the cloud.

A backup and recovery tool is essential 
for the management and protection of 
cloud workloads. Learn to choose the 
best one for you in this guide.
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EVALUATING BACKUP SOLUTIONS:

Efficiency and Control

Companies with AWS workloads can benefit from a backup solution that creates 

efficient, regular backups and offer flexibility in setting the Recovery Point Objective 

(RPO) for the organization. Being locked in to a specific backup schedule (such as 

one backup per day) may be sufficient for some work groups, but others may need 

far shorter recovery points. Determining the flexibility and control of a potential 

backup solution is key when choosing among various solution providers.

Cost and efficiency are related considerations. A solution that creates full backups, 

rewriting all data with each iteration, is far less efficient than one that takes advantage 

of AWS-native snapshots to replicate only the data that has changed since the most 

recent backup. An understanding of the mechanism used to create backups will go a 

long way towards determining whether the intended solution meets economic as well 

as security needs.

Finally, consider the question of scripting. A packaged solution with automated, 

standardized backups scales far more quickly than one requiring custom scripts. An 

organization expecting to scale up operations rapidly may benefit from a solution that 

does not require scripts for backup operations.

Does the solution create efficient, 
reliable, regular backups that I 
can schedule according to my 
organization’s needs?



4 © 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

EVALUATING BACKUP SOLUTIONS:

Security and Visibility

Your cloud backup solution should not only provide regular backups that give you 

access to your data at any moment, but the ability to look “under the hood” to 

monitor how your backup solution is working at any given moment as well. 

Monitoring your backup and recovery processes in real time requires an  

enterprise-level solution with a fully-featured dashboard reporting all backup metrics: 

alerts, daily summaries, and information about how, when, and by whom data can 

be accessed. Dashboards, comprehensive reports, and push notifications are critical 

for monitoring how your backup solution is performing in real time. An effective 

solution should be simple to use, with an interface designed to provide all key status 

information for your environment at a moment’s notice.

To help ensure that your security requirements are being met, consider solutions 

that run entirely inside your AWS environment. A solution that does not require 

you to move data out of your AWS accounts is more auditable, making it easier to 

demonstrate compliance. Such a solution is also more customizable, simpler to align 

with security policies, and easier to integrate with existing compliance and audit 

tooling and frameworks. Finally, a solution that runs entirely within AWS does not 

require any external networking flows to monitor and document.

Does the solution give us full 
visibility into the status of our 
system at any moment and 
security that we can count on?
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EVALUATING BACKUP SOLUTIONS:

Recovery Time Objective

Today’s companies are increasingly 24/7 service organizations that simply cannot 

afford downtime or data loss. That puts companies at increased risk, should  

disaster strike. 

When evaluating a backup and recovery solution, it’s crucial to ask as many 

questions about the “recovery” side of the equation as the “backup” side of the 

equation. How long will it take your organization to recover and to be fully up and 

running again after a system failure, a cyberattack, or another disaster? A complex 

organization with many locations and large amounts of data stored in the cloud needs 

the assurance of a backup and recovery solution that allows a full recovery within 

moments of a failure.

Consider, too, the possibility that you may need to simply recover a single file or 

folder without needing to restore an entire instance. Your backup and recovery 

solution should address normal operational data retrieval needs, as well  

as disaster recovery for major emergencies, with a simple way to retrieve single files 

quickly in the normal course of daily operations.

Does the solution allow us to 
recover within moments of a 
system failure or other data 
outage? 
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EVALUATING BACKUP SOLUTIONS:

Recovery Orchestration

Speed of recovery and process automation is crucial for any kind of cloud data 

protection strategy. However, you should also consider how easy it is to bring back 

entire workloads in the event of a disaster.

Consider how prepared your business is for an unplanned IT outage, EBS failure, 

natural disaster or human error. All of these scenarios are rare, but they do happen 

and it’s wise to ensure your cloud workloads can be quickly brought back to 

production in seconds.

Look for a solution that can perform bulk recoveries, configure a recovery scenario 

for many resources and lets you define the order. A solution that also allows you to 

carry out regular testing in the form of ‘dry runs’ will mean that you can be confident 

in the robustness of your disaster recovery plan.

By using a solution that includes policy-level recovery orchestration, you can better 

secure your AWS workloads and stay informed of potential configuration issues. 

More automation means less manual work required, less room for error and reduced 

risk for your organization.

Does the solution allow us to 
recover multiple resources at 
once? 
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EVALUATING BACKUP SOLUTIONS:

Data Lifecycle Management

Data management is more important than ever, especially with the large amounts of data 

that are migrated and stored in the cloud. Increasingly, organizations are under pressure 

to prove compliance and keep data for extended periods of time.

By default, most backup and recovery solutions will allow you to define retention, but 

they may not store the data in the most cost-effective storage tier. This can lead to rising 

storage costs and bad data management.

If data archiving is an essential part of your data lifecycle management strategy, you 

should consider solutions that enable you to move backups into the most appropriate 

storage tier. Solutions that have built-in data lifecycle management help businesses to 

meet any retention period, by leveraging the Amazon S3 and Amazon Glacier storage 

classes.

When evaluating a new backup and recovery solution, review your organization’s data 

compliance and retention policies. Do you need to keep data for several years? If so, a 

solution that facilitates lifecycling to colder storage will be a good fit.

Does the solution help you 
meet long term retention 
requirements? 
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LEARN MORE
https://n2ws.com/aws

FREE 30-DAY TRIAL  
https://n2ws.com/trial

N2WS Backup & Recovery:  
An Enterprise Solution for AWS Workloads
Asking questions before committing to a backup and recovery solution for AWS workloads ensures that you will have the peace of mind 

that comes with making the right choice for your organization. Organizations looking for a robust solution that creates efficient backups 

and meets aggressive recovery point and recovery time objectives with lower TCO may want to consider N2WS Backup & Recovery.

POWERFUL FEATURES, EASY-TO-USE TOOL:

• Operational backup and disaster recovery (DR) built for AWS 

• Flexible backup policies with scheduling from minutes to months

• Recovery within moments from any type of outage or failure, across AWS 

Regions and AWS accounts

• Easy to use interface with dashboards, monitoring, alerting, reporting, and 

integrations with other services

• Distributed as an Amazon Machine Image (AMI) through AWS Marketplace

https://n2ws.com/aws
https://n2ws.com/trial
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