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Backup and restore Google Workspace data

Protect your organization’s data from accidental deletion and malicious users and
enable mass restoration in the event of a cyber attack

Threat levels are rising
Cyber crime continues to rise in scale and

Malicious incidents have doubled in some sectors due complexity, affecting essential services,
to the advances in Al, enabling criminals to conduct businesses and private individuals alike.
increasingly sophisticated attacks. Cyber crime costs the UK billions of pounds,

causes untold damage, and threatens
national security.

Data protection regulations such as NIS Il and DORA
also put pressure on organizations to bolster their data

resilience and integrity strategy. — National Crime Agency

Google does not protect your data

Google Workspace is a secure platform, but cannot protect you from data loss: there are no automatic backups
beyond 30 days, no effective mass restoration mechanism and protection against accidental deletion and
malicious users is limited. Google Vault is not sufficient either. It wasn't designed as a backup tool and therefore
its exports aren't designed for large-scale or high-volume data backups.

To properly protect your data, Google recommends the use of a third-party backup and recovery solution like
CloudM Backup.

CloudM Backup is a powerful backup and recovery solution for Google Workspace that
protects against accidental deletion and malicious users. It is built on CloudM'’s proven,
secure and fast migration technology that is used by over 45,000 customers worldwide.

Backup combines everything that

CloudM does brilliantly - migration and Trusted by
automation - into a product that will help
a lot of organizations easily combat the N ETFL'X IBRINKS
consequences of data loss. R
Booking.com Uber
— Paul Young, Head of Collaboration & . .
Communications Digital Solutions, Holcim @ Spotlfy Llnked m
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Backup and restore Google Workspace data

BACKUP

Improve your organization's data
resilience and minimize data loss

CloudM Backup backs up your data in flexible

intervals of up to 20 minutes and only syncs new
and updated files, making it faster, more reliable
and less resource-intensive than other solutions.

Be in control

Take full control of your data by hosting backups in your

own infrastructure, avoiding vendor lock-in

Stay compliant

Benefit from bespoke retention policies for dynamic
groups to ensure compliance with data regulations
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Full Restore

RESTORE
Ensure business continuity in the
event of a cyber attack or data loss

En masse or granular restoration options enable
you to restore any version of your data from any
point in time, ensuring your organization is up
and running again as quickly as possible.

Be more productive

Reduce manual tasks by automating the assignment of
backup and retention policies

Expert support

24/7 support from experienced developers, solution
architects and account managers

CloudM Backup enables you to restore your
data en masse or in a granular fashion (at
item or folder level) from any point in time.

@ Angela piercE

G Angelina Thompson

Q Aniyah Rogers

Users Org Unit Smart Team All Users Shared Drives Deleted Users
Policy
< »
User Email Policy Latest Backup Initial Backup Status
Drive: Successful
Q Angela Jenkins angela.jenkins@test.cloudm.co Finance Backup Policy 30th Nov 2023 11:24 Mail:

angela.pierce@test.cloudm.co Texas Drive Policy 30th Nov 2023 07:31 Mail

angelina.thompson@test.cloudm.co !Bootcamp Policy For Research Users

aniyah.rogers@test.cloudm.co Texas Drive Policy 30th Nov 2023 07:31 Mail:

Google Cloud

+44161 250 7728 Partner

www.cloudm.io W sales@cloudm.io



http://www.cloudm.io

