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EDISCOVERY DOCUMENT REVIEW 
REVIEWING ELECTRONIC EVIDENCE, 
PROTECTING PRIVILEGE AND 
WINNING EDISCOVERY

*  INTRODUCTION

Before we get into the tactics and strategy of modern document review, it is 

important to remember the exact purpose of the review phase in discovery. 

According to Federal Rules of Civil Procedure, Rule 26, any party may obtain 

discovery regarding non-privileged information that is relevant to another 

party’s claim or defense. A document review is the process of distinguish-

ing relevant data from irrelevant data, and provides information and evidence 

about the facts and issues of the matter. 

Modern document review is governed by the practice of Electronic Discovery 

(eDiscovery). In the practice of law, eDiscovery is a relatively new practice 

area, only a couple of decades old. But at its core, eDiscovery is not a new 

invention – it is simply discovery, as it is practiced in today’s digital world. 

In order to be successful, document review teams need to be able to organize 

collections of documents and data, search for potentially relevant information, 

all while keeping confidential and privileged information from being produced 

to opposing counsel. It is a careful balancing act that will require careful plan-

ning, diligent execution, and quality control processes at every step of the way. 

In the following chapters, we will explain how to: 

• Develop a project plan and overall strategy

• Negotiate terms with opposing counsel under Federal Rules of  

Civil Procedure (FRCP) Rule 26(f)

• Identify workflow requirements

• Select your team and review platform 

• Review for Privilege

• Perform quality control and validation and production  
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* START WITH AN UNDERSTANDING OF STRATEGY

We can’t emphasize this enough: eDiscovery reviewers 

must have a document review strategy. This strategic 

plan should be formulated before the “meet and confer” 

conference between opposing attorneys. This meeting, 

which is required under Federal Rules of Civil Procedure 

(FRCP) Rule 26(f), is the point at which attorneys should 

make discovery plans with an eye toward costs and 

proportionality. 

Your team should establish project scope and deadlines, which include:

• Collection and restoration of data as necessary

• Processing, searching, and hosting of data

• Review of data (first and second pass, privilege reviews)

• Production format of the Electronically Stored Information (ESI)

Be prepared to discuss the use of technology for managing and assisting 

with the review of large amounts of data and discuss how each party plans to 

eliminate irrelevant data. If parties fail to put these understandings in writing, it 

can open up one side to spoliation charges. 

Try to limit the scope of what needs to be reviewed where possible using tar-

geted filtering and culling techniques prior to a manual review. Other advanced 

technologies can be used prior to, or in combination with, a human review to 

reduce the amount of documents the human reviewer(s) must pore over. 

Also determine if discovery is all ESI or mixture of ESI and paper. Decide what 

you intend to do with the paper component. Converting it to an electronic 

format to incorporate into the ESI data set is ideal.

Try to limit the 
scope of what needs 
to be reviewed 
where possible  
using targeted 
filtering and culling 
techniques prior to 
manual review. 
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WHO:  TEAM MEMBER SELECTION

Lead attorney responsible for the review:

• Knowledgeable about the matter

• Experienced in document review projects

• Familiar with the review software and IT in general

WHAT:  TRAINING

Training on the matter:

• Specifics of the document request

• Facts or issues in question in the matter

• Codes being used 

• Subjective – issues/relevancy

• Privilege and Confidentiality

• Key or hot documents

Team Selection:

• Choose project manager (if not the lead attorney)

• Team size will depend on data volume, timeline 

and budget

• Subject matter experts may be required

Training on the Technology:

• Searching

• Sampling

• Locating assigned document sets

• Coding/tagging interface 

• Elevating documents for further review

• Annotating docs to convey key information

• Redacting documents

• Expectations regarding review rates

*  YOUR PLAN OF ACTION

A successful document review begins with solid planning. Hiring the right staff, bringing in outside 

vendors and technical help, training your team, and even choosing a location cannot be last-minute 

decisions. Here is what you need to think about: 

WHERE:  LOCATION SELECTION 

The physical and or virtual location of your review should be secure:

• Should possess appropriate technology capabilities

• Set up and test hardware and software

• Review platform provider should provide IT support during review

HOW MUCH:  COST CONSIDERATIONS 

Controlling Costs:

• Work with eDiscovery vendors to streamline workflow, methods, and technologies 

• Select the application or software tool that meets the review needs (may not require all the bells and whistles)

• Set realistic goals to ensure quality and to reduce need to re-review

• Notify appropriate parties about any unanticipated costs

• Use available reporting tools in the application to track progress
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* BUILD OUT A SOLID REVIEW GUIDE

The review process is the most time consuming, error prone 

and costly part of eDiscovery. To navigate the challenges 

of review, create a review guide to define the process and 

help reviewers make informed decisions based on: 

• Specifics of the document request

• Facts or issues at issue in the matter

• Codes being used

• Privilege and Confidentiality

The guide should be clear, set realistic goals for reviewers and help to enforce a 

consistent management structure to oversee the review. Use reporting tools in 

the application to track the project and reviewers’ progress. 

Additionally, the data should be searched and tagged for privileged names, 

email addresses, law firm domains or legal terms before reviewers review 

those documents. Reviewers would then be on notice that a document is po-

tentially privileged, and review it to confirm that all the elements of a privileged 

communication or attorney work product are present.

The features and functions of the review application will influence the actual 

workflow. For example, when tagging and coding documents, can you use bulk 

coding? Can emails be tagged separately from their attachments? Can you 

control inconsistent coding? Can documents be easily redacted? Is a Privilege 

field available, to eliminate additional privilege review? Make sure your review 

platform is capable of fulfilling the goals outlined on your review guide.

* QUALITY CONTROL AND VALIDATION

Quality control and due diligence should be performed at every stage of the 

review process to ensure consistent and accurate document designation. The 

review platform should be able to apply quality control restrictions such as 
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propagating tagging to duplicate documents  and families of documents such 

as threaded emails and attachments.

Include a second level review of all designated production documents (or a 

sample of them) by senior attorneys and randomly review the team’s coding to 

check for inconsistencies. You should also assemble complete records of the 

discovery process including details of the collection, processing, review, and 

production for future reference. Under FRCP Rule 30, the opposing party can 

seek discovery regarding your processes and workflows. 

* THE EDISCOVERY CODE

Developing a coding or tagging screen requires analysis of 

the issues in the case, as well as an evaluation of the search 

capabilities of the review database. A review refers to the 

evaluation of documents for relevance to a discovery request. 

Coding refers to the process of reviewing documents and 

summarizing key elements in a structured format. Coding 

screens typically contain data fields for: responsive or non-

responsive, privileged, confidentiality levels, and key documents.

The complexity of the case will have a direct impact on the cost of eDiscov-

ery. Depending on the review platform in use, one of the very first steps in the 

document review process is creating review sets. If organizing the review data 

into sets, It’s important to ask certain questions when creating them. 

These questions include: 

• Whose information is it? 

• What was the search criteria used to locate the information?

• Do the documents appear to fit the criteria used?

• How is the information organized? 

• What are the lawyers’ priorities?

Your document review must be accurate, repeatable, and defensible. When 

you are reviewing the data sets you must make sure to analyze the efficiency 

and accuracy of search terms. Documents that “hit” on search terms must be 

Coding refers to  
the process of re-
viewing documents 
and summarizing 
key elements in a 
structured format.
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reviewed. If too many irrelevant documents are being returned you are experi-

encing “noise”, also commonly referred to as “false positive” search results.

Search criteria must be refined, optimized and tweaked to get the desired re-

sults and results should return relevant information that needs to be reviewed. 

Time, money and perhaps even the case can be saved with an efficient and 

effective search. 

Narrow the search if too many irrelevant documents are found, broaden the 

search if too few relevant documents are found, add or remove search terms, 

and explore and use a variety of tools to locate responsive documents with 

minimal false positive search results.

It is critical to maintain a record or a copy of the material that was not cap-

tured initially for review, so that any additional ESI to be reviewed can be taken 

exclusively from this subset of the entire data set.

TYPICAL CODING PANEL DESIGNATIONS
 
Responsiveness  
Responsive, Non-Responsive, For Further Review 
Core Issues 
Case Related Topics 

Privilege 
Privileged - Attorney Client, Work Product, Consulting Expert,  

Proprietary, Not Privileged 
Confidentiality 
Attorneys Eyes Only, Confidential, Highly Confidential 
Importance 
Hot, Warm and Cold

Admin 
Attorney Notes, Privilege Log Notes
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Meet and confer 
with opposing  
counsel to gain 
buy-in on the review 
methodology to 
avoid future  
problems in court.

 

* THE SEARCH BEGINS

The information in a data set can be organized in many different ways. Some 

of them are: chronologically, by custodian, by location, by documents contain-

ing certain search terms, alphabetically, by concept, or by email chains, also 

commonly referred to as conversation threads. Search terms can be used to 

help create a relevant review set or find particular issue responsive files in 

the review set. These terms are the basic subjective, matter specific building 

blocks of a boolean search or a weighted search. 

Remember, courts may not accept the results of certain technologies. Meet 

and confer with opposing counsel to gain buy-in on the review methodology to 

avoid problems in court. It is wise to lean on the advice and support of a skilled 

project manager with experience in the tools, processes, and technologies to 

ensure repeatable, defensible results. 

SOME SEARCH TECHNIQUES YOU SHOULD KNOW 

Wildcards:  
Typically an asterisk(*) symbol is used to represent one or more other 
characters to maximize search results. (e.g., searching for educat*  
would return educate, educated, education, educational, educator, etc.) 
Boolean Logic: 
Logical strings using connectors such as: “AND”, “OR”, and “NOT” 
Proximity Search: 
Looks for two or more separately matching terms that occur within  

a specified distance (e.g., oak within 1 word of tree)

Metadata and Coding Search: 
Will limit search to only the metadata and/or coding fields of the  

documents when returning results (e.g., Document_Date:, CC:, etc.)  
Stop Words:
Common words that are pointless to search for and are excluded 
from searching and indexing (e.g., the, and, with)
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The privilege log 
must be produced  
so that the opposi-
tion may challenge 
the assertion of  
privilege, in the 
hopes of having  
the document(s) 
produced.

* DON’T STOP FILTERING AND CULLING

Data culling involves technology such as deduplication, 

search terms, date filters, de-NISTing (deleting common, 

uninteresting system files), file paths and custodians.

When you are preparing your data for review to ask these 

important questions: 

• Did you run search terms across all of the custodians and date ranges? 

• Did you modify or omit any search terms? 

• Did you add custodians or search terms to the review? 

• Did you expand or contract date restrictions? 

• Were documents added after the initial reviews? 

Deduplication is the process in which identical copies of documents are re-

moved or suppressed from the data set. This is accomplished by creating and 

comparing hash values for each document; exact copies will have the same 

hash value. Any modification, no matter how small, will cause the hash value 

to be different.

* PROTECTING PRIVILEGE

A privilege log is a report that describes documents or other items withheld 

from production in a civil lawsuit under claims such as attorney-client privilege, 

work product doctrine, or trade secrets. The log identifies the specific files be-

ing withheld, and will contain sufficient information to describe the documents 

including author, date, type of document, distribution list, and a high level 

description of subject matter of the document. 

The privilege log will also record the type of privilege asserted for each item. 

This log must be produced so that the opposition may challenge the assertion 

of privilege, in the hopes of having the document(s) produced.
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In order to build an effective privilege log, there are a few steps you  

should follow: 

COUNSEL: 

Counsel should review the court’s requirements for a privilege log (e.g., level  

of detail needed, specific information).

REVIEW TEAM: 

Since the review team understands the facts and documents they should be 

involved with the privilege log’s creation.

TOOLS: 

Your eDiscovery tool should allow you to easily produce the privilege log if 

you’ve used its privilege description field when you reviewed the document 

population. Then counsel can simply fine-tune the privilege log.

QUALITY CONTROL: 

Quality Control and transparency (i.e., workflow, how the documents were 

identified, and collection methods), is essential to provide the needed level of 

defensibility to the privilege log.

 

* PRIVILEGE REVIEW BEST PRACTICE

The best practice for privilege review is to search the review 

data set using a list of search terms that will likely identify 

privileged documents. 

Some Potential Search Terms for Privileged Documents: 

Names and internet domains of in-house and outside  

counsel, paralegals, and other legal staff. Email address for 

in-house and outside counsel, paralegals, and other legal staff.  

Legal words such as deposition, subpoena, interrogatory, privileged  

language (i.e., “produced for settlement discussion purposes only”).

Quality control is crucial in privilege review. The potential for producing 

privileged material may be mitigated depending on when errors are identified 
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during review. Be sure to provide all reviewers with a list of people and topics 

that may involve privilege. 

Privilege review is an ongoing process during review. The eDiscovery tool 

selected for review can help by continuing to highlight privileged search terms 

and provide check-boxes or tagging features to identify the type of privilege. 

Counsel should have regular meetings and training sessions to review the defi-

nition of privilege and how it might pertain to the information being reviewed.

Privilege logs are often the subject to legal challenges. Having too many or too 

few documents can cause problems with maintaining the privilege. After the 

first level review, documents should be re-checked with a critical eye so that 

documents that are not truly privileged, and are responsive to the discovery 

request, are removed from the privileged log and appropriately designated for 

production. Any privileged documents that are not marked, but should be, 

should also be identified as privileged and included in the privilege log.

 

* PRODUCTION CONSIDERATIONS

Remember that what you see on screen as an email or a document is actu-

ally a partial representation of all of the data and information in an electronic 

document. When producing reviewed materials to opposing counsel or other 

parties, be sure to deliver the content without destroying all of the metadata 

and associated information in a file. 

When producing reviewed materials to opposing counsel, provide comprehen-

sive production logs to cross-referencing production ID numbers to document 

ID numbers. 

Build in enough time for:

• Converting to image format if requested

• Resolution of inconsistent tagging of documents

• Volume of redactions and the workflow provided to perform  

the redactions 

• Ability of the vendor to produce to requirements

• Quality control checks

• A sample production run to identify technical issues before deadline

The eDiscovery 
software selected 
for review can help 
by continuing to 
highlight privileged 
search terms and 
provide checkboxes 
or tagging features 
to identify the type 
of privilege. 
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Requesting parties often demand native production of reviewed documents. 

When negotiating the production of reviewed materials to outside parties, de-

termine if native production is the best approach or if there is a more appropri-

ate form of production. In many cases, imaged files are sufficient and natives 

are only provided for documents that do not image well such as excels and 

powerpoints. 

Important considerations include:

• Can the production maintain the integrity of header fields, metadata, 

and support sorting and searching by these data?

• Does the chosen format preserve family relationships between  

messages and attachments?

• Will it facilitate redaction of privileged and confidential content and 

identification and sequencing with Bates numbering or a similar  

endorsement system?

 

AVOIDING EDISCOVERY DISASTERS 

Failure is not an option in document review. Parties that fail to turn 

over responsive evidence or even try to hide or destroy evidence 

can be disbarred, sanctioned or worse. 

However, since December 1, 2015, Federal Rule of Civil Procedure 

Rule 37(e) has provided a uniform approach to addressing spolia-

tion of electronically stored information (“ESI”) which should have 

been preserved. If evidence is deleted or lost, parties are not neces-

sarily liable for that loss. 

Only a showing of an “intent to deprive” another party of the use 

of ESI in the litigation are harsh legal remedies available. This uni-

form approach to spoliation sanctions has made it more difficult for 

a party to obtain an adverse inference jury instruction against an-

other party. In fact, some legal experts have suggested that the rule 

has virtually ended the threat of sanction for spoliation of evidence.

CAN YOU CLAW BACK? 

One way the courts tried to 

help prevent discovery failures, 

especially accidentally produc-

ing privileged or confidential 

materials was “claw back” or 

“quick peek” arrangements. 

Under Federal Rule of Evidence 

502, a claw back or quick peek 

arrangement was a “way to 

avoid the excessive costs of  

pre-production review for 

privilege and work-product.” 

The concept is that, with the 

imprimatur of the court (usually 

on terms proposed by the par-

ties), discovery can be expedited 

by allowing the assertion of 

privilege even after a document 

exchange has occurred. 

The problem with this approach 

is that once the opponent  

has seen the privileged com-

munication, they possess and 

can exploit the information it 

contains, even though they  

must return the documents.  

For this reason, this approach 

has been rarely used.
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* THE FINAL WORD ON DOCUMENT REVIEW

As you can see, Document Review involves a lot of plan-

ning, good communication, and meticulous organization and 

record-keeping in order to succeed. Many lawyers are under 

the impression that under amended Federal Rule of Civil 

Procedure 37(e), it is harder to be sanctioned for mistakes in 

the discovery process. 

However, we have found that eDiscovery success, zealous representation, and 

winning cases takes preparation and determination. You only get one chance to 

get your eDiscovery review right. If you need help organizing or completing an 

eDiscovery review, please reach out to the experts at Nextpoint to help you 

finish on time, under budget, and with the results you need to win your matter. 

* ADDITIONAL RESOURCES

THE ART OF EDISCOVERY 
DATA FILTERING 
Defensibly reduce data volumes & review costs

          DOWNLOAD PDF

BILLING FOR  
EDISCOVERY 
Fully recover costs and meet ABA standards

          DOWNLOAD PDF

https://www.nextpoint.com/contact
https://www.nextpoint.com/ediscovery-guides/ediscovery-data-filtering/
https://www.nextpoint.com/ediscovery-guides/billing-for-ediscovery/
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Nextpoint is smart software that automates ediscovery projects for legal 

teams of every size. The highly secure, cloud-based solution lets your team 

begin document review in minutes with powerful data analytics tools, a 

user-friendly interface and collaborative access from anywhere. Innovative 

trial-prep features will exceed your expectations of what smart ediscovery 

software can do. 

Founded as a litigation support company in 2001, Nextpoint introduced the 

world’s first cloud-based litigation software a few years later. Since then, 

we’ve continued to innovate and expand to serve law firms, corporations 

and government agencies of all sizes. In 2013, Nextpoint was awarded U.S. 

Patent number 8,447,731 for our management of electronic data in the cloud, 

specific to litigation processes.

*  STOP PAYING FOR EDISCOVERY DATA 
 
Nextpoint gives users free, unlimited data uploads, processing, hosting,  

OCR, imaging and productions. As you face increasing pressure to control 

costs, Nextpoint empowers users to easily process, analyze, review, produce 

and present data, affordably and predictably.

Learn more about Nextpoint

Visit: nextpoint.com

Email: hello@nextpoint.com

Call: 1.888.929.NEXT

Twitter: @nextpoint

ABOUT NEXTPOINT

https://www.nextpoint.com/
mailto:hello@nextpoint.com
https://twitter.com/Nextpoint

