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Why do | need to back up Office 365 mailboxes
and files in OneDrive and SharePoint?

Without a doubt, Microsoft Office 365 has taken the world by storm, moving

organizations and some of their most sensitive data into the cloud. In late 2019,
Office 365 reported a staggering 200+ million actively monthly users worldwide,

and it has shown consistent growth and adoption since then.

That's no surprise as with the raw value and ease of use that Office 365 provides
at its price point, many are quick to adopt the platform, rather than having to run

their own servers for Exchange, SharePoint and file storage.

The problem is many organizations don't stop to ask themselves: "How is my data
protected?" and take it for granted that backup and data protection are part of
the package. Many are surprised to find out that Microsoft provides no clearly

defined backup strategy for Office 365.

This isn't to say Microsoft provides no data protection capabilities at all. There are
a few tools and features throughout the Office 365 suite that together create what
you would call a baseline toolkit for retaining your Office 365 data. However, if your
organization depends on having an airtight backup and recovery strategy in place,

these tools are hardly likely to be enough to cover your needs.

In this article we'll cover the key reasons why you need a proper backup strategy
for Office 365. We'll also demonstrate why and how Microsoft's built-in data

governance and retention features can fall short in some cases.
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1) Microsoft is Not Responsible for Your Data

While Microsoft is responsible for keeping the cloud infrastructure services available
(which makes sense), you are accountable for protecting your data which is hosted
by those services. This is commonly known as the Office 365 Shared Responsibility
Model, which reminds us that maintaining service and data availability is a joint effort.

The wording below from the current Microsoft Services Agreement page explains

their position on data protection for their cloud services:

Service Availability: Ve strive to keep the Services up and running; however,
all online services suffer occasional disruptions and outages, and Microsoft
is not liable for any disruption or loss you may suffer as a result. In the event
of an outage, you may not be able to retrieve Your Content or Data that you've
stored. We recommend that you regularly backup Your Content and Data that

you store on the Services or store using Third-Party Apps and Services.

=- Microsoft Services Agreement x +

@ microsoft.com/en-us/servicesagreement [, ¢ ﬁb 5] . :

.Serwce Availability

6. Service Availability.

a. The Services, Third-Party Apps and Services, or material or products offered through the Services may be unavailable from time to
time, may be offered for a limited time, or may vary depending on your region or device. If you change the location associated with
your Microsoft account, you may need to re-acquire the material or applications that were available to you and paid for in your
previous region.

b. We strive to keep the Services up and running; however, all online services suffer occasional disruptions and outages, and
Microsoft is not liable for any disruption or loss you may suffer as a result. In the event of an outage, you may not be able to retrieve
Your Content or Data that you've stored. We recommend that you regularly backup Your Content and Data that you store on the
Services or store using Third-Party Apps and Services.

1Top of page

Updates to the Services or Software, and Changes to These

Terms

7. Updates to the Services or Software, and Changes to These Terms.

a. We may change these Terms at any time, and we'll tell you when we do. Using the Services after the changes become effective
means you agree to the new terms. If you don't agree ta the new terms, you must stop using the Services, close your Microsoft
account and, if you are a parent or guardian, help your minor child close his or her Microsoft account.


https://www.microsoft.com/en-us/servicesagreement

Microsoft does offer a few tools to help you provide some protection and retention
services for 0365, however the responsibility for protection of your data still comes
down to you. Consider following industry standard protection best practices, such

as the 3-2-1 backup rule. This recommends that you always have at least 3 copies

of your data, stored on 2 different types of media, and at least 1 copy is offsite.
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2) No Point-in-Time Recovery for Exchange Online
Preventing Easy Ransomware Recovery

0365 does not provide a way for Exchange Online customers to take backups.
This means that if an employee accidentally provides a malicious user with access

to their account, ransomware can infect their O365 email. Only a recent backup

would be able to restore the content to safe state.

This is a major challenge for organizations. While Office 365 makes it possible

to recover individual messages that have been deleted from a mailbox for a length
of time, or restore an accidentally deleted mailbox back at the time of deletion,
offering recovery via a backup to a given point in time is not possible.

Here is Microsoft's official position:

Point in time restoration of mailbox items is out of scope for the Exchange
Online service. However, Exchange Online offers great retention and
recovery support for your organization's email infrastructure, and your

mailbox data is available when you need it, no matter what happens.

B¥ Backup email in Bxchange Onlir X =+

- X
€ & docsmicrosoft.com/en-us/exchange/back-up-emai e o o®
8 Filter by title @ Note Is this page helpful?
Exch: Onl 25 Yes 2 No
change Dnline Point in time restoration of mailbox items is out of scope for the Exchange Online service. However, Exchange
Exchange admin center Online offers great retention and recovery support for your arganization's email infrastructure, and your mailbox In this article
What's New in Exchange Admin Center data is available when you need it, no matter what happens. For more information about additional options, see

How does Exchange
Online protect mailbex
data?

the following topics:

* High Availability and Business Continuity What happens if users

* Exchange Online Service Description ?Ciidilﬂ'ﬁ“y d‘eI::‘E dita
rom their mailboxes?

* In-Place Hold and Litigation Hold

. How do users backup
> Migrate multiple email accounts

+ Office 365 retention policies Qutlock data?
> Collaboration ¢ Inactive mailboxes in Office 365 How your data is
> Address books protected
R . When Can | Restore
Sharing Outlook data on an Office
> Voice maik Unified Messaging How do users backup Outlook data? 365 account without a
license?
> Clients and mobile in Exchange Online ‘
In Exchange Online, the best way to provide a backup for users is with Exchange Online Archiving. Using Outlook to How do users restore
> Monitoring ) = Qutlock data?
backup data into PST files aren't recommended due to the loss of discoverability and control of the content.
Back up email Offboard a user from
: : . - Office 365
About Exchange documentation For more information about Exchange Online Archiving, see:

> Accessibility

® Enable archive mailboxes in the Office 365 Security & Compliance Center
Exchange Online Multi-Geo

& Unlimited archiving_in Office 365

For more information about the licensing requirements for Exchange Online Archiving, see the Exchange Online
Archiving Service Description.
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Microsoft again notes that they provide service availability and always ensure that
you can access your mailbox and the single copy of your current data, but they

do not back up the data itself. This has some very grave implications, especially

if ransomware encrypts a user's Exchange Online mailbox. In the video below,
security expert Kevin Mitnick uses tools available on the net today to easily encrypt

an Office 365 mailbox in a simulated ransomware attack.

@ Kevin Mitnick DemonStratésiRanso

i ”
KevinMitnick

As you can see the process is quick and seamless, with the hack looking somewhat

harmless to the novice user. The mailbox is encrypted and the only way to get
it back without paying the ransom is to restore it to a previous point in time.

This is a great example of why third-party backup solutions like Altaro Office 365

Backup (also available for managed service providers, or MSPs) are critical

for organizations of all sizes.
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Keep in mind that this applies not just to O365 mailboxes and other email-related
items, but also to files stored in OneDrive and SharePoint — core repositories that

hold precious company data.

Another scenario which O365's native tools cannot help with is deliberate deletion.
What if a bad actor gained access to your Office 365 admin portal and quickly ran
a script deleting everything? With the various tools provided by Microsoft, recovering

in this situation would be very difficult and time-consuming. A third-party backup

application which uses a centralized management console would help immensely

in this situation. This will save your data and your organization valuable hours

of recovery time.
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3) Manage 0365 Backups for Multiple organizations
from a Single Tool

Many O365 customers have to manage staff under different O365 organizations.

In the past, admins would have to log into each organization separately to configure
any type of retention services. Whether your company is merging new business units
or you have outsourced O365 management, you can now centrally manage backups

across multiple organizations using Altaro Office 365 Backup.

Altaro also provides a version for Managed Service Providers (MSPs), enabling MSPs

to run and manage backups for all their customers through one central multi-tenant
console. This includes backing up all mailboxes, emails, attachments, calendars,
contacts and files stored in OneDrive and SharePoint across all tenants.

This simplifies administration and reporting while saving time and reducing costs.

B Aitaro Office 365 Backup - Add = X =+

&« C @ eu-office365.manage.altaro.com/#/app/office-organisations/add b+ d 8] . H

Grant Access to Altaro Office 365 Backup to
your Office 365 data
another tab which will prompt you
account and grant
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4) Built-In Data Governance Tools Are Only Available
in Certain Versions of 0365

All the built-in O365 tools that we've been talking about, while effective, are only

available in the Enterprise E3+ versions of O365, and even then certain tools may

only be present in certain tiers.

If you're using a different version than what is listed there, the data protection
capabilities of Office 365 are even more restricted. Altaro Office 365 Backup works
with a wider range of Office 365 subscription types as shown from this excerpt from

the product FAQ shown below.

We support Microsoft Office 365 Business Essentials, Business, Business
Premium, E1, E3 and E5 plans. Microsoft Office Pro Plus, Exchange Online
Plan 1 /2 and F1 (Kiosk) are accepted given that there is a mix of Office

365 supported subscriptions.

If the Office 365 plan does not support a service such as SharePoint or

OneDrive, Altaro cannot protect that service.

B Attaro Office 365 Backup - Maile. X 4 = X

& C @ eu-office365.managealtaro.com/#/app/user-backups g @ :

@ Office 365 Organisations @ wailbox & OneDrive

C' Backups - < Discover New Users Sort By Display Name (Descending) Bulk Manage
Mailbox & OneDrive
Search ... = Search ... x © One or more filters are currently active. Click here to remove all filters.
& SharePo

int File:
A Ararc (v PenTest & Mailbox 5 OneDrive
D Restore v -~ @ PenTest N
@ sam roat@semperry.onmicrasaft com :
B Ma
8 OneD
Sha int File:
@ Nestor Wilke NestorW@samperry.onmicrosaft.com
B Granul
@ Miriam Graham MiriamG@samperry.onmicrosoft.com
12 Subscription Billing
@ Megan Bowen MeganB@samperry.onmicrosoft.com
lda Usage Overview
@ Lynne Robbins LynneR@samperry.onmicresoft.com
# Subscription
5 @ Lidia Holloway LidiaH@samperry.onmicrosoft.com
Invoices
P @ Lee Gu LeeGEsamperry.onmicrosoft.com
erts
- @ Joni Sherman JoniS@samperry.onmicroso fr.com Excluded from Subscription
Alert Sertings
9 4 @ Johanna Lorenz Johannal @samperry.onmicrosoft.com Excluded from Subscription
O @ lsaiah Langer IsaiahL@samperry.onmicrosoft.com cri
- — @ Henrietta Mueller HenriettaM@samperry.onmicrosoft.com om Subscri
=://eu-office365 manage altaro.com/#
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5) Point-in-Time Recovery for OneDrive for Business
and SharePoint Online is Limited to 30 Days

While not as troublesome to admins as having no point-in-time recovery for Exchange
Online, this could still be an issue for many organizations. With OneDrive for Business
and SharePoint Online you are able to do point-in-time recoveries, but only within
the last 30 days. If you need point-in-time restoration capabilities beyond 30 days,

you'll need a 3rd party backup application for Office 365. Many organizations store

critical data inside of OneDrive and SharePoint, so point-in-time capabilities being

limited to just 30 days is often a deal-breaker.

With a solution like Altaro Office 365 Backup, all of the administration is automated.
Backups are automatically taken up to four times a day and stored in the cloud.

All of the costs, including unlimited cloud storage, are included the license.

For those working in regulated industries with strict data retention policies,

you should invest in a robust O365 backup solution.

B Attaro Office 365 Backup - Grane. X =+ = X

& C @ eu-office365.manage.altaro.com/#/app/granular-restore g @ :

Office365 L85 ewenr

& Dashboard Home > Granular Restore » Altaro > PenTest
@ Office 365 Organisations B Granular Restore
C' Backups - B Mailbox v || & Sam v || & Mon, 6 Apr 2020 03:27
P
@ Mailbox & OneD
Search for Mailbox Items ... @ Advanced Search
SharePoint File:
1 Inbox @ Restore selected items
D Restor
& sam ™ Inbo;
B Ma - =
[ o BB Delered e % Office365 Message Center Message Center Major Change Update Notification © Preview
~ B Inbox . e
. o - % Office365 Message Center Message Center Major Change Update Notification © Preview
- B Sencizam:
& Microsoft Azure Azure AD Identity Protection Weekly Digest © Preview
- v| & Office365 Message Center Weekly digest: Office 365 changes Won, 30 Mar 20201500 | © Preview
Subseription Billing
- & Office365 Message Center Message Center Major Change Update Notification Fri r 20200253 © Preview
M Usage Overview
® s & Office365 Message Center Message Center Major Change Update Notification Wed, 25 Mar 202008:40 | @ Preview
Subscription
v % Office365 Message Center Message Center Major Change Update Notification Tue, 24 Mar 2020 16:17 © Preview
3 Invoices 8 8 ) Chids
.. &= Microsoft Azure Azure AD Identity Protection Weekly Digest Tue, 24 Mar 2020 02:23 © Preview
O Alerss v Y ¥ i
& Alert Settings & Office365 Message Center Weekly digest: Office 365 changes Won, 2 © Preview
A & Microsoft Azure Azure AD Identity Protection Weekly Digest Tue, 17 © Preview
o) Y y Dig:
& Office365 Message Center Message Center Major Change Update Notification Won, 16 N © Preview
8 g J ge Up
% Office365 Message Center Weekly digest: Office 365 changes Won, 16 Mar 2020 07:2 © Preview
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6) You Want to Retain Access to Office 365 Data
During an Outage

It's no secret that there have been Office 365 outages in the past. O365 provides
an impressive amount of uptime and a great SLA to go along with it, but almost
every cloud service will face some downtime. These outages could last from

seconds to several days.

=0 Microsoft 365 Status
1,090 Tweets
Microsoft 365 Status @MSFT3655tatus - Mar 16 ~
@ Home We're investigating messaging-related functionality problems within
Microsoft Teams. Please refer to TM206544 in your admin center for further
details. ~JP
H Explore
Q 82 1 23 QO 232 T
[\ Notifications Microsoft 365 Status @\SFT3655 stus - Mar 5 v
We're investigating a potential issue with SharePoint Online and OneDrive
B M for Business access in the Australia region. Admins can follow slong the
essages investigation via SP205604 and OD205505 in their admin center.
Q 27 s Q u &
[ Bookmarks
Microsoft 365 Status @MSFT3055tatus - Mar 5 N
. Qur investigation has expanded to North America as well.
|§| Lists
(SN u:2 Q 16 T
@C Profile Microsoft 365 Status @MSFI3655tatus - Mar 5 v
We've confirmed from several customer reports that service availability has

returned to normal. Should you experience continued impact for the issue,
More please contact Microseft Support.

Q2 u (VAL 0

®

H

Microsoft 365 Status @MSFT3855tatus - Mar 3 ™
We're investigating an issus in which some users may be unable to access
Skype or send and receive messages. Additional details about this issue can
be found in the admin portal under SK205333.

(S s (VARE 0

Microsoft 365 Status @MSFT3655tatus - Mar 3 e

Qur automated recovery systems responded to and have resclved this issue.

Additional details about this issue can be found in the admin portal under
Sl# SK205333 or at support.skype.com/en/status/.

Skype Status | Skype Support
Check the status of Skype services
& support.skype.com

Some organizations can get by without access to their O365 data, but to many

businesses that continual access is critical. Using Altaro Office 365 Backup,

you will get business continuity and continued access to your data in the event

of a prolonged outage.

Altaro automatically performs backups up to four times per day. To recover your data
with Altaro Office 365 Backup you can select the Exchange Online mailbox,
SharePoint documents or OneDrive documents you want to restore and the recovery
destination. If the O365 service is still unavailable, you can download a copy

of the files to run them locally on a client's laptop until the service is restored.
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7) More Recovery Options to Minimize Downtime

Most of the data protection features in Office 365 do not provide the ability to recover
that data outside of the original location. If that user account no longer exists or you want
to send that data to a different mailbox, you are out of luck. A solution like Altaro Office
365 Backup provides these additional options and gives your data recovery plan a little

extra flexibility by allowing you to restore the data to different locations.

Since backups are automatically taken more than once a day and retained indefinitely
through your subscription, there will be many different recovery points to choose from.
You can restore an entire maillbox or just search and restore an individual message using

item-level recovery (ILR). If you want to restore files or a mailbox to a local computer,

you can even download the files as a ZIP or compressed PST file.

Mailbox

'O Mailbox
v @ Step 1 @ Step 2 @ Step 3 @ Step 4
Choose Restore Source Select Mailbox Select Backup Version Choose Restore Destinatiol
PenTest » 1 Mailbox Selected » 1 Mailbox for Restore » Choose Restore Destination

| © choose a Restore Destination

s/ Restore all Emails, Calendar Items, and Contacts back to the same Mailbox

This option will restore all backed up Emails, Calendar Items, and Contacts in this Mailbox. You will be able to restore them to a new folder in the target Mailbox.

Restore all Emails, Calendar Items, and Contacts to a different Mailbox

This option will restore all backed up Emails, Calendar Items, and Contacts to an Office 365 Mailbox of your choice. This Mailbox can be part of the same Office 365 Organisation or within a different one.

Restore to PST File

The mailbox will be restored to a PST File which will be made available for download. You will receive the download link by email once the restore operation is completed.

Restore to ZIP Archive

The mailbox will be restored to a ZIP Archive of EML, ICS, and VCARD files which will then be made available for download. You will receive the download link by email once the restore operation is completed.

Previous Next

’ Back up Office 365 mailboxes, MORE INFO
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8) Eliminate Unexpected 0365 Retention Policy Charges

There is nothing worse than receiving your monthly O365 bill to discover that you

are paying for unexpected storage charges. This can happen when too much data
has been retained by Office 365 retention policy. Each O365 plan comes with a quota
of storage. When an object in SharePoint online is deleted it goes into what's called
the "Preservation Hold Library". The production data and the preservation hold library
both count towards each tenant's storage quota. When you go over and above that
number and need to purchase additional storage, you start to accrue an additional

cost per month.

1] Microsoft 365 admin center- Pur X =+ = X

& C @ adminmicrosoftcom/Adminportal/Home#/catalog Q [ ] a H

Microsoft 365 admin center

_ FanWide Technologies Inc. D Dark mode 0 The new admin center
Purchase services
{2 Home
Users ~ . .
A Office 365 Extra ©  Office 365 Extra .
£ Groups ~ File Storage File Storage
S Biling _ (Month to Month)
_ Priced per gigabyte, Office 365 Priced per gigabyte, Office 365
| Purchase services offers additional file storage offers additional file storage
Products & services options to support an options to support an
Licenses Starting at Starting at
$0.25 gigabyte/month $0.20 gigabyte/month
Bills & payments @
Billing accounts
=
Payment methods

Depending on the size of the Preservation Hold Library and your O365 retention
settings, it's likely that using a backup application will be more cost effective than
paying extra storage fees. Each O365 subscription only provides 10 GB of storage
for each user. Altaro Office 365 Backup comes with unlimited storage! Plus, you get

many other benefits from using a backup solution which is designed for O365.
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9) Don't Pay for Extra 0365 User Licenses
Just to Retain Data

The built-in Office 365 data retention features will only support active users.
If an employee leaves your organization, you need to keep paying for their O365

subscription to retain access to that data.

Using a 3rd party backup solution like Altaro O365 Backup, you to keep the users'

data accessible and recoverable from the backup solution. If you want a copy to be
automatically saved in the backup provider's cloud you will still need a backup
license, but this is less than the cost of a O365 license. If you are a managed service
provider (MSP), then you can pass these savings along to your tenants. It may not

seem like a lot for each license, but over time that cost adds up.

B attaro Office 365 Backup - Usag- X + = X

< @ @ eu-office365.manage.altaro.com/#/app/subscription-billi g view % @

@ Dashboard Ho Billing » Usage Overview
@ Office 365 Organiaations s Usage Overview
C Backups « | © You are currently backing up 17 users out of your subscription backup limit of 20 Users.

|4a SUBSCRIPTION BILLING OVERVIEW FOR THE LAST 12 MONTHS z

Total Users Backed Up
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10) 3rd Party Backup Protects Your Business
from a Catastrophic Failure of O365 Infrastructure

If you are using O365, you have embraced the cloud-first technology world.
Although we haven't seen a major data-loss event from any of the large cloud
providers, the reality is that it can happen. When this eventually happens, you want
to make sure you can recover your mailboxes and documents. By using a third-party
backup provider for your O365 data, your data gets stored in an isolated cloud

storage account, so it is extremely unlikely to be affected by other cloud failures.

B Aitaro Office 365 Backup - Mailb: X 4

&« C @ eu-office365.manage.altaro.com/#/app/restore/entire-mailbox ¥ 5 a H

@ Office 365 Organisations D Mailbox

- Step 1 Step 2 Step 3 Step 4 Step 5
Choose Restore Source Select Mailbox Select Backup Version Choose Restore Destination Restore Options

PenTest > 1 Mailbox Se

ected > 1 Mailbox for Restore » Restore to a Different Mailbox > Restore Options
| @ Choose a Mailbox to Restore To
tore
B Mailbox Select an Office 365 Organisation
_ - @ PenTest
rive

Select a Mailbox

H Pradeep Gupta - PradeepG@samperry.onmicrosoft.com

All Backed up Emails, Calendar Items, and Contacts will be restored to the following location:

@ PradeepG@samperry.onmicrosoft.com\ | AltaroRestored-2020-04-06-00-59

Restore Emails back to their original folders

Previous Restore
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11) You Need a Simple 0365 Backup Application

The backup and recovery features in O365 are scattered throughout many different
tools and services. Retention policies are used to control how long data is stored
after deletion. There are various tiers of hidden recycle bins that you can recover from,
and you may get charged if a user goes over their quota (which may include their
deleted items). You even have to use PowerShell if you have to recover an entire mailbox

from deletion. Additionally, recovery features and functions can vary by O365 plan.

A 3rd party O365 backup application like Altaro Office 365 Backup has all the

functionality you'll need in a single tool. This centralized application ensures that
nothing gets missed across all users. You can even see a full audit log of every
backup operation. It is easy to deploy and manage your backup and recovery

strategy for your Office 365 data.

There is even a version of Altaro Office 365 Backup for Managed Service Providers
(MSPs). This means that, as an MSP, you can offer your customers a value-added
solution with backup as a service (BaaS). This is easy to implement operate and bill for,

giving you great ROI on your investment with Altaro.

B Aitarc Office 365 Backup - Alert - X =+ — X
&« C @ eu-office365.manage.altaro.com/#/app/alerts/settings ¥ 5 a H

Office365 [ i Seomenr

@ Dashboard Home » Aleres  Alerts Settings
@ Office 365 Organisations L Alert Settings
C Backups «  Enaplealers @I

Enable Alerts to receive n

ations by Email as soon as an event occurs. You can choose for which events you would like to raise Alerts.

6 out of 15 Alert Types enabled. Choose Alert Types...

D R
C Operation Notifications
H Ma
MAILBOX BACKUP OPERATIONS First Mailbox Backup v Failed Bac h
8 OneD
MAILBOX RESTORE OPERATIONS Successful Re v Failed Res:
Sha
SHAREPOINT SITE BACKUP OPERATIGNS First Backup v Failed Bac h
SHAREPOINT SITE RESTORE OPERATIONS Successful Re & Failed Res:
ONEDRIVE ACCOUNT BACKUP OPERATIONS First Backup v Failed Bac h
I Ussge Overview QNEDRIVE ACCOUNT RESTORE OPERATIONS Successful Re v Failed Res:
# Subscrip
B Involces & 1 Alert Recipient | Add Alert Recipient
0 Aers -
= Email v - - (Reviews@altaro.com) v & x

b
Save Changes Discard Changes
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Wrap-Up

It's safe to say that the backup tools that come with Office 365 do not provide
a complete solution to address your backup and recovery strategy. While they have
some value, for a comprehensive and robust solution you'll need to rely on

a dedicated Office 365 backup solution like Altaro Office 365 Backup.

ALTARO ALTARO
OFFICE 365 BACKUP OFFICE 365 BACKUP
Ze)2Y MSPs |

Office 365 backup and recovery solution with Monthly subscription program enabling
centralized backup management and unlimited Managed Service Providers to provide Office

storage to Altaro's Microsoft Azure infrastructure 365 backup, recovery and backup
management services

Altaro Office 365 Backup enables you to back up and restore all your Office

365 mailboxes and files stored in OneDrive and SharePoint through an online
console, allowing you to easily manage your backups. Data is backed up to Altaro's
Microsoft Azure infrastructure as part of the package and storage is unlimited. 24/7
support is also included. A version is also available for Managed Service Providers,

Altaro Office 365 Backup for MSPs, enabling them to provide Office 365 backup and

recovery services and to manage and monitor all their customers' backups centrally

through Altaro's multi-tenant, cloud-based console.
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