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PortSwigger is 
on a mission to 
enable the 
world to secure 
the web.

17k+
Customers

100k+
community members

160+
Countries

200k+
Active users

1.4m+
Scans in 2025
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Application security is evolving
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Software 

development is 
faster than ever

Continuous deployment.
AI-generated code.

API-first architectures.

Attackers are 
evolving just 

as quickly 

Using automation & AI to 
find issues before you’re 

aware of them.

Security teams 
are struggling to 

keep pace

Workload pressure leads 
to security trade-offs
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"Time constraints"

"Time crunch"

"Finding                         to automate the basic stuff.”

"Lack of                        to go 

deep into manual testing due to 

workload pressure"

time 

“Not enough                  

to test everything well."
time 

"                    constraint 
for testing applications."

Time time 

"Dividing my                   in  
testing for specific vulnerabilities”

time 

Security 
teams are 
stretched 
thin.
We need smarter ways 
to work efficiently.
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54%
Struggle with modern 

application complexity

More apps, 
more APIs, 
more risk.
More complexity 
means more gaps.
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Prioritizing security 
testing in the SDLC

Shift-left 
alone isn’t 
enough.
Security that works in 
development but fails 
in production isn’t 
security at all.

2/3
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 Bishop Fox

Shift-left 
alone isn’t 
enough.
Security that works in 
development but fails 
in production isn’t 
security at all.

"The revival of HTTP request 

smuggling has led to 

devastating vulnerabilities

in our modern 

application deployments" 
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More 
signal, less 
noise.
Security teams need to 
prioritize real risks, not 
distractions.

63%
Of AppSec professionals 
cite false positives as a 

major frustration
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70%
Are optimistic about 
using AI for security

AI is 
reshaping 
security.
AI will supercharge 
human testers, 
sharpening focus on 
real threats.
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Zero
Believe AI can fully 

replace manual testing

AI is 
reshaping 
security.
AI will supercharge 
human testers, 
sharpening focus on 
real threats.



PortSwigger’s vision for the future
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Keeping pace 
with an 

evolving web

Full-lifecycle 
security 
testing

Automation 
fused with 

human 
insight

AI that 
enhances, 

not replaces 
humans
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Burp Suite 
DAST 
Best-in-class, enterprise-grade DAST scanning 
from the leading authority on web security.

CI scan

Scanning
5 minutes remaining

Trusted insights from Burp Suite's 
industry-leading scanner.

Limitless scalability.

Secure your apps and APIs before 
they hit production.

API scan

Scanning
2 minutes remaining



Harmonized experience across your 
manual and automated testing.

Consistent scan results and issue 
categorization.

Reuse your existing 
configuration library.

Reduce the burden on 
your manual testers.

Battle-hardened Burp Suite 
technology your team already trusts

Mature and 
scale your 
AppSec

Make better use 
of your manual 
testing 
resource
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Automate 
scans 
wherever 
and 
whenever 
you need to.PortSwigger Cloud (SaaS)

Cloud and on-premises 
(e.g. AWS, Azure)

Kubernetes

Optimized CI/CD 
integration (e.g. GitLab, 
GitHub, Jenkins)

PortSwigger Cloud

Kubernetes

CI/CD
E.g GitLab, GitHub, Jenkins

On-premises & 
private cloud
E.g. AWS, Azure, GCP
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Integrate with 
the systems 
your teams 
already rely on.

Integrate with the systems your 
security teams already rely on.

Ticketing (e.g. Jira, Trello, GitLab)

ASPMs (e.g. ArmorCode)

SIEM (e.g. Splunk)

Vulnerability management

User management (SSO, SAML, 
LDAP, SCIM)

Collaboration (e.g. Slack)



Talk about the mutually beneficial partnership and how we're working together to 
improve enterprise-level web security at scale: 
https://portswigger.net/blog/portswigger-and-sap-forge-strategic-partnership-to-en
hance-enterprise-web-security

Burp Suite DAST is trusted by global enterprises 
“By partnering with PortSwigger and adopting Burp Suite DAST, we're 
able to satisfy our security requirements at scale, with the lowest 
false positives, ensuring we're able to improve our SAP solutions, 
while providing deeper technical insights to regional regulators.”

Alijohn Ghassemlouei 
Senior Director of Engineering, Sovereign Cloud at SAP
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Enhanced
scalability

Native API 
scanning

Reporting & 
Integrations

Performance improvements 
to handle vast estates

Bulk schedule scans

Customised CI-scans

Faster vulnerability detection

Integration with Splunk

Enhanced crawl visibility

Enhanced issue 
management options

Enhanced Jira integration

Scan API targets via file 
upload or self hosted URL

Postman, OpenAPI, 
SOAP, GraphQL

Various auth methods including 
dynamic refresh tokens

Colour pallette

DAST

Pro

in Burp Suite DASTNew



Roadmap2025

Asset tagging

Fast validation

Further Jira 
customisation

API scanning

Reporting & 
Integrations

API scanning a scale

Scan freeze windows

Enhanced authentication

Full issue history Advanced issue 
management

Advanced scope control
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Scalability
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Burp Suite 
Professional 
The gold-standard toolkit of choice for web 
app and API security testing.

Helps you test deeper, faster.

Automates the tedious. 
Amplifies expertise.

Focuses your time where it 
matters most.



Rich message 
manipulation

Unmatched HTTP/1, HTTP/2, 
and WebSocket manipulation 

capabilities

Fine-grained configuration 
and full control
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The most powerful security testing toolkit 
for modern web applications and APIs

Exploitation without 
restrictions

Persistent connections

Hex editor and non-printing 
character injection

Native out-of-band testing 
with Burp Collaborator

Advanced 
automation

Best-of-breed scanner

Intruder

DOM Invader
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Unmatched 
extensibility. 
Customizable 

to the core. 
Powered by a 

thriving 
community.

Fully-featured API for deep 
integration and customization

Bambdas for lightweight automation

Custom scan checks

Access to a powerful ecosystem of 
community-created extensions

Powerful extensions created by the 
PortSwigger research team



Killer quote from Microsoft or similar

Colour pallette

DAST

Pro
“I would be surprised if all penetration testers 
are not exclusively using Burp Suite… [at 
Microsoft] it’s not even up for consideration. 
Burp Suite is what you use.”

Taylor O'Dell
Security Engineer, Microsoft



in Burp Suite Professional

Expanded 
extensibility

Powerful new scripting 
capabilities through Bambdas

Bambda Library to 
manage and share

Continued evolution 
of the Montoya API

New

Performance 
improvements

Faster load times for large 
responses and tables

Lower memory usage and 
improved stability across the 

Suite

Lag-busting upgrades 
across the UI

Modernised 
workflows & UI

Smoother, faster interactions 
across the suite

Polished UI and enhanced 
functionality across core tools

Fewer clicks. More flow. 
Better focus.
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Roadmap2025
Custom Actions in Repeater

Scan Checks

Core tooling

Extensibility Easier Extensibility authorship & team management

Strengthen core tools and workflows

Parallel Crawl & Audit
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of hands-on security testers 

feel optimistic or excited about 
AI’s growing role in AppSec.
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● Augmenting human expertise, not 
replacing it.

○ Analogy: Carpenters use power 
tools; testers use AI-powered 
tools.
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Augmenting human 
expertise, not 
replacing it



● Augmenting human expertise, not 
replacing it.

○ Analogy: Carpenters use power 
tools; testers use AI-powered 
tools.
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User control 
remains paramount
AI is an on-demand 
assistant.



● Augmenting human expertise, not 
replacing it.

○ Analogy: Carpenters use power 
tools; testers use AI-powered 
tools.
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Trust through 
transparency
Data privacy & security 
are key priorities.

○ (Consider a data 
flow diagram.)



● Augmenting human expertise, not 
replacing it.

○ Analogy: Carpenters use power 
tools; testers use AI-powered 
tools.
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Delivering real value, not 
superficial AI features
We prioritize meaningful 
AI integrations over hype.
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“I actively integrate AI into my 

work, but I’m                    

about trusting it too much.”
cautious

“AI’s usefulness in real-world security testing is still                           in my experience.”  
unproven

                    of relying on AI 
when I don’t fully understand 
the logic behind its decisions.

Scared

                            
               

in the accuracy of AI-led findings.Need more confidence

                           
 about AI 

hallucinations in security tools.
Concerned

A solution that leveraged that capability would have to prove its effectiveness to                            before it could be relied upon.gain trust
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Dec 2023

Small team form to 
investigate AI.

AI timeline

Jan 2024

Start to build 
infrastructure to handle 

AI at scale.

Q2 2024

Initial prototyping. 
Some passed, some 

lacked impact. 

Nov 2024

Burp AI trial launched 
with 30 trialists.

Dec 2024

Building infrastructure 
to scale Burp AI all 

BSP users. 

Feb 2025

AI-enhanced Montoya 
API released. 
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Explore
Issue
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Explainer
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False Positive
Reduction: 
Broken 
Access 
Control
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Recorded
Login
Sequences



AI in Burp Suite 
Professional

Reduce the tedious

Bring enhancements to your 
workflow

Even more AI-extensibility

AI in Burp Suite 
DAST
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Reducing time-to-value

AI Enhancements to Burp 
Scanner

Improving Accuracy

What’s next?



Thanks.
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