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Introduction

We know that risk managers are the heroes of their organizations. They, alongside their trusty ERM programs,
empower their businesses to uphold their reputation, anticipate what’s ahead, and improve business
performance.

We also know that the Board can have a slightly different opinion of risk management. Some members
might think that risk management takes too much time and attention away from other important business
processes, or that the cost isn’t worth the reward. It’s your job, then, as risk managers to convince Board
members that your programs are effective and worthwhile means to their ends.

Or perhaps your Board is already convinced that a robust ERM program is important; they just want more
information about how effective it is and how it’s helping them achieve their goals. As it happens, Board
members are under more regulatory pressure than ever before to prove their organizations have effective risk
management programs in place, which means they’ll be looking to you for the reports to prove it.

No matter what kind of pressure you’re under, whether it’s lobbying for support or providing necessary
reports, this eBook will give you the insight you need. We’ll outline some goals you should set for your
reports, take a look at some reports the Board will find particularly useful, and give you the steps you need to
take to once and for all prove your heroism.
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Chapter1

Increased Need for
ERM Reporting

There are many factors that contribute to what we perceive
as a drastic increase in the need for ERM reporting. We’ve
already mentioned two: risk managers might need more
support for their program, or Board members might be
clamoring for more information.

Let’s talk about some other contributing factors.

-




Measurable Value of ERM

There is now scientific evidence proving that organizations with a higher risk maturity have a stronger
financial performance.

As one study states, “Firms that have successfully integrated the ERM process into both their strategic
activities and everyday practices display superior ability in uncovering risk dependencies and correlations
across the entire enterprise and, as a consequence, enhanced value when undertaking the ERM maturity
journey.”

With this information out there, the Board needs reports and data that tell them exactly how much of this
benefit they’re receiving.

Check out this blog!

Read more about how a mature ERM program increases
your company’s market value. Read the blog to learn about
the findings of this independent study.

Increased Pressure for ERM Reporting

Originally, Boards of Directors were only responsible for CEO-level of risk activities and decisions. Now, their
accountability is extended down to the threshold of the material impact of risk, regardless of level. Risk now
needs to be identified at the business process level where this material activity takes place.

Regulations such as this, along with court cases like Stone vs. Ridder that uphold them, now hold Board
members personally responsible for risk management. Even private companies aren’t exempt, as this
accountability extends to a company’s supply chain.

Ultimately, boards are now given a choice between having effective risk management, or disclosing their
ineffectiveness to the public. If they do neither, it is considered fraud or negligence, as not knowing about a
risk is no longer a viable defense.
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Internal Audit’s New Role

Internal Audit has been tasked with fact-checking the risk
" The Institute of management information being presented to the Board

in order to ensure its integrity from the business process
activity level up.

Internal Auditors

In 2024, the Institute of Internal Auditors (IIA) announced
changes to the IPPF which will be renamed Global
Internal Audit Standards, effective Jan. 9, 2025.

Revisions to Internal Audit Standards Approved

+ Changes to take effect January

2025 These changes will help create a more simplified

+ Announced January 9, 2024 approach, increase transparency and participation with
key stakeholders, support focus on current and
emerging risks, and allow internal audits to take a risk-
based approach to increase efficiency.

Responsibilities for Risk Managers

The role of the enterprise risk manager is clear: to close the gap between strategic level risk and all the
operational risks occurring on the font lines of the organization. The risk manager is responsible for setting
the standards, practices and procedures for effective risk management and embedding them in all existing
business processes. In addition, the risk manager is now accountable for measuring the effectiveness of their
ERM programs.

The latter requires putting a mechanism in place to collect risk-related information at the activity level, where
most operational risks materialize, and aggregate this information in a format the Board cares about. While
pursuing this task, the risk manager must also preserve the links between the information collected at the
activity level and the resources associated with that information, so that the integrity trail is clear and useful
for Internal Audit.

Board of Directors Risk Managers Risk Managers
. . Activit Requi t
+ Risk Management oversight CCIW yl ; equremen °
+ Make decisions on risk ) Aomp creness # ) AT.ansparetntcy l
« Ensure achievement of strategic * Accuracy * Alignmentto goals
+ Timeliness + Forward looking

imperatives
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Chapter 2

Two Goals of Risk
Management Reporting

We believe performance is a direct result of effective risk
management. The Board needs to believe this, too. The
beauty of this belief is, with the right data collection and
reporting techniques, it can be proven. The key to proving
that risk management is instrumental to enhancing business
performance is meeting the two goals of ERM reporting;

1. Alignment of risks and activities to strategic objectives
and key concerns.

2. Demonstrable effectiveness of ERM.




Alignment of Risks and Activities to
Strategic Objectives and Key Concerns

It goes without saying that a company’s strategic goals are the utmost concern of the Board and senior
executives. Getting an accurate pulse on strategic objectives is challenging, as these goals are cross-
functional and event-based in nature, and taking action on these goals is impossible without operationalizing
them.

This is where risk management comes in. The key is to break down these objectives into actionable, silo-
specific activities within processes. When we understand which activities serve which processes, then we
understand how these activities, and the risks related to them, impact strategic imperatives.

Strategic Imperative/Key Concern

!

Activity Activity Activity Activity



Effectiveness of ERM Efforts

ERM is a strategic process to gain competitive advantage through better decision-making, efficient deploy-
ment of scarce resources, and reduced exposure to negative events. As an organization’s risk management
competency level improves, so does its ability to successfully manage various risks and achieve goals.

5 Leadership

4 Managed

3 Repeatable
2 Initial

1 Ad hoc

Remember the business value studies of ERM on page 3? This is why the board needs to know the effective-
ness of your risk management program; they need to determine and measure how much of this valuation

benefit the organization is getting.

Get Your Risk Maturity Score

The Risk Maturity Model (RMM) is a free online assessment
tool that can benchmark the maturity of your ERM
program. Take the free RMM assessment today!



https://www.rims.org/resources/ERM/Pages/RiskMaturityModel.aspx
https://www.riskmaturitymodel.org/
https://www.rims.org/resources/ERM/Pages/RiskMaturityModel.aspx

Chapter 3

Four Useful Presentations
of Risk Information

The truth is, risk management is hard stuff. We believe risk
managers are the heroes of their organizations, in part,
because they have a unique ability to not only understand
a massive amount of data collected across business areas,
but an ability to leverage this data to ensure top-of-the-line
business performance.

Not everyone, however, has this gift. That’s why it’s up to you

to present your findings in a way that is both relevant and
interesting to your Board. Let’s look at some presentations
that accomplish just that.




Dashboard 1: Metrics Progress

Displays the development of risk tolerance over time.

Your organization’s risk tolerance is an extremely valuable metric, as it can be used as a reference point that
will help you visualize how your organization is handling its risk. Standardized risk assessments will enable
you to first associate value and meaning with your risks, which will in turn help you determine your risk
tolerance indexes over time. When you can measure your risks in a way that is relative to your organization’s
tolerance level, then you can prepare for, mitigate, and control risks before they fall out of tolerance. This type
of view therefore makes it easy to show the Board which risks need to be prioritized.
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Dashboard 2: Root Cause

Offers an objective and transparent view across the organization.

Businesses are made up of many integral parts, which means it can be difficult to gain an enterprise-wide
view of a company’s risk, and therefore hard to know which risks are most pressing. This heat map shows
all of an organization’s risks in one view based on highly accurate activity-level observations. Issues that
fall on the upper right corner, for instance, are the most critical, and therefore deserve more resources. This
information also stays current, as any changes in assessments are immediately reflected.
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Example Root Cause Dashboard

Reporting by Strategic Imperative

Oftentimes, the root cause of an issue cannot be determined by looking at one area of the business. ERM
programs are designed to leverage information assessed across multiple silos and levels of the organization,
and to see the connections between risks across silos, so that the root cause of a risk can be determined and
mitigated. With this dashboard, you can also view risk by a theme, like an initiative or key concern. This can
enable organizations to move forward on an initiative because it gives them all the information concerning
the risks, opportunities, and accountability associated with the initiative. That’s how better decisions are

made.
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Example Root Cause Dashboard

Reporting by Strategic Imperative - Cash Flow Predictability

Risk managers often need to provide more detailed, underlying data for risks that affect strategic goals,

such as which business areas are involved in achieving such a goal, a goal’s individual risk profile, and what
mitigation and monitoring strategies are in place. By leveraging your risk taxonomy, you can easily pull up
that information and create more granular dashboards for strategic objectives, like “Cash Flow Predictability.”

In this example, the risk manager can clearly see that although several risks are identified for Cash Flow
Predictability, the current “failure to analyze risk and performance metrics associated with strategy” should
be her top priority. It has a higher inherent risk, as displayed by its plot position in the upper right corner, as
well as a higher residual index score, as shown in the table. With an understanding of the key risk factor, she
can determine a key mitigation activity.
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Dashboard 3: Enterprise View

Organizes information by strategic imperative

The risk manager should be able to drill down on the risks related to strategic objectives. This allows her to
present an aggregation of risks organized by the strategic imperative they relate to. As we’ve said, strategic
objectives are what matters to your Board. This dashboard allows you to put risk in a context that senior
executives truly care about.

This dashboard is also a great example of making your reports actionable. Your Board will be able to easily
identify which business areas contribute to a certain objective, what the root cause issues are, and where
resources should be allocated.
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Dashboard 4: ERM Progress

Measures the effectiveness of your ERM program

As we mentioned earlier, a risk manager’s presentation to the Board should be two-fold. Fold one:
demonstrate how risks across the organization will roll-up to impact the Board’s strategic objectives and
key concerns, which we’ve covered. Fold two: provide key measures that validate and track the progress of
the ERM program. The following are examples of measures that will quantify the value your ERM program is
providing.

ERM is cross-functional in nature, and cannot be done in silos. Process owners own the risk and risk
managers own the completeness, timeliness, and accuracy of the risk information. The more process owners
are involved in risk assessments, the more accurate and forward-looking the information collected will

be. Both attributes, accurate and forward-looking, are extremely valuable qualities of information to the
organization.
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Example ERM Progress Dashboard

Reporting by the total number of risks identified and mitigated

In the graph below, the red bar shows the number of risks identified and assessed for each business process
or business area. These bars tell the Board how many of the risks in the enterprise have been uncovered and
evaluated.

But risk management doesn’t stop at risk identification and assessment. It’s critical to show the Board how
many of those risks are also covered by mitigation activities. Notice the gap between the red bar measuring
the number of risks identified and assessed, and the green bar measuring the number covered by mitigation
activities. See how the gap is getting smaller quarter by quarter? This is the best way to show both the current
state of your ERM program, and how it has progresses over the past several quarters.
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Example ERM Progress Dashboard

Reporting by cut levels

Having a sense of your overall risk coverage is important. But what’s even more valuable is knowing if your
organization’s key risks are covered. You can use your organization’s risk tolerance to prioritize the allocation
of resources to the risks that need stronger coverage, rather than wasting resources on risks that will have
no major impact on your organization. Performing a gap analysis with a tolerance level will also help you to
identify emerging risks as they rise out of tolerance, which will signal that some mitigation activities in place
are no longer sufficient.

In this view, you can also filter out low risks, and focus on above average risk. This way, you can easily show
the board the risks and the corresponding mitigation activities that directly impact each of the organization’s
corporate objectives and business performance.
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Example ERM Progress Dashboard

Reporting by systemic risk

Overtime, you will be able to add other measures to your Board presentations, such as the alignment of
risks across business silos. This is known as systemic risk identification. The blue bar shows the detection
of upstream and downstream dependencies throughout your organization, that is, when one area of the
organization is unknowingly causing strain on other areas. A huge benefit of this view is that you will now
know which business areas would benefit from centralized controls, as opposed to controls assigned
specifically to one business area. By assigning one control that will simultaneously mitigate risk in many
business areas, you can drastically reduce the extra time and money of maintaining separate activity-level
controls.
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Chapter 4

How Do You Get Here?

The challenge is assembling information across functions and
levels, while keeping one comprehensible picture of risk for
the Board. How do you currently quantify your organization’s
risks? Are you able to link operational risks to the strategic
goals they impact?

These are the questions we most often find risk managers
struggling with when trying to provide their Board the

information they want and need.




Risk Taxonomy is the Solution

To overcome the challenge of providing a comprehensive view of the organization’s risks that accounts for all
business areas, organizations need to build a robust risk taxonomy. Risk taxonomy is the practice and science
of naming, classifying, and defining relationships between resources, risks, goals and business processes in
the enterprise.

Once information is structured and the relationships within your organization are explicit, then assessments
of this information can be carried out on the same standards and assumptions. Standardizing your risk
assessments in this way makes the information you collect comparable, which means it can be utilized cross-
functionally for more accurate and actionable risk management.
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Integrate Your Governance Areas

Check out our ebook, How to Integrate Risk and
Governance Areas. We’ll walk you through the process of
building a standardized risk governance structure.
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Step 1. Take a Root-Cause Approach

Risk managers should provide a common root cause risk indicator library to process owners so that
systemic risks as well as upstream and downstream dependencies can be easily identified and mitigated.
When every process owner is speaking the same risk language, then the answers they provide on risk
assessments are comparable across business areas.

If multiple process owners choose the same root cause risk indicator, then the risk manager will know that
this root cause is systemic, or that there is a potential dependency to be uncovered. As we’ve said, this
method also uncovers areas that would benefit from centralized controls, which eliminates the extra work of
maintaining activity-specific controls.

The most effective way to collect risk data is to identify risk by root cause. Root cause tells us why an event
occurs. Identifying the root cause of a risk tells us exactly what triggers a loss and where an organization is
vulnerable. Only after the root cause is identified can you then apply effective mitigation tactics.

Example:
Let’s look at a simple example to demonstrate this point. A risk event may be that you have a headache.

Potential Root Causes Risk Event Mitigation Activities

See a doctor
I s o coctor

—> BGEELEE e Al GO to bed early

~

— > Talk to your neighbor

In order to cure a headache, we need to know why we have one. Armed with the knowledge of the source of a
risk, we can proactively manage risk and avoid future risk events.

Mitigation activities need to be aimed at root cause, and will differ depending on the source of risk. In this
example, it is easy to see why creating mitigation activities aimed at the risk event, rather than the root cause,
can lead to very ineffective mitigation. If you take medicine to cure your headache when the true cause was
lack of sleep, then you’ll still have a headache when the medicine wears off.

What the BOD and senior management know is that they want to avoid headaches. Your responsibility as
a risk manager is to determine what the potential root-causes of these headaches are so that appropriate
mitigation activities can be employed.

A
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—
—

20



Step 2. Standardize Assessment Scale and Criteria

The key is to standardize your risk assessments. All assessments should be standardized with a common
numerical scale and criteria. When assessments are carried out on the same standards and assumptions,
they become objective, quantifiable, repeatable, and comparable. They can be utilized cross-functionally,

which enables better analysis, issue resolution, and issue escalation when necessary.
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Major transactional changes (e.g., major volume spikes, contractual changes)

Changes in key personnel or staff

Issues and Findings Log

Showail

4 Likelv A least 669 hut less than 90% nrohahilit
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Step 3. Align Risks, Activities, and Goals

The Board of Directors and senior management know the outcomes they want to achieve and avoid. Your
responsibility as a risk manager is to determine what the root causes of these outcomes are and how to best
address them.

We can’t stress this enough: you need to connect root-cause risks to corporate goals. You can find your
organization’s strategic goals from strategic plans and other places within your organization. The next step

is to identify a number of root cause risks that could threaten to derail these corporate goals. Next, work
with different business areas and process owners to understand which strategic goals their specific activities
connect to. You can then align the risks you’ve identified with the activities you now understand to be
connected with certain strategic objectives. Now you have a linear alignment of risk, activity, and goal.
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v| » Fraudulent activity is being conducted through organization

> Strategic Objectives W v Transactions

v| ® Fraudulent transactions

-



Chapter 5

The Future of ERM
Board Reporting

Now that we’ve covered the goals your presentations should
accomplish, the data your reports should contain, and how
you should be collecting this information, let’s take a look at
the direction ERM board reporting is going to take.

Ultimately, you will find that the insights we’ve given you
will place your reporting techniques ahead of the curve. Just
another reason to call yourself a hero.
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Three Key Insights to ERM Board Reporting

Executive
Management,
BOD, regulators,
shareholders,
rating agencies...

Risk Disclosures

Instead of 10K and 10Q risk disclosures being isolated
legal and compliance processes that are merely

e 6 % e Department
defensible risks lacking context, these disclosures will 9 9 9 -
actually need to make the connection to the activity

level. 8- 5 - 22 Business Process/
GE v ?g Activity Level

Connection to Activities
Regulators are going to say, “Show me your disclosures ® ® i
on risk and show me how they connect to actual ' v EE:[:;:}'”:E
procedures and activities you’ve put in place to control

2 them at the business process activity level.” What does 0N 90 % ' o
this mean? G Y/ 6 e
You will need to show how your disclosures have been " e® @ 0/
operationalized: what business area do they stem from, W Busess rocesy
who’s accountable for these risks, and what mitigation
activities are being implemented.

Top-Down and Bottom-Up

Executive
Management,

BOD, regulators,
shareholders,

rating agencies...

Taxonomy

Yes, the strategic goals your Board sets, the actions @
senior executives take, and the laws regulators enforce '
are all important. But it can’t be an entirely top-down

3 approaCh 6 ﬁ 6 Department
Level

Most risk events stem from the front lines, so you’ve got

to be picking up on things that are happening at the e - oo

activity level. The more process owners involved, the Gﬁﬁjﬁ? Actvtyavad

more accurate the information you’re collecting is, and

the more prepared you are to mitigate risk.

A
-
—
—
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LogicManager Can Help Your Business Present to the Board

Speak with one of our risk experts to learn how our enterprise risk management software
empowers organizations to uphold their reputation, anticipate what’s ahead, and
improve business performance.
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