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NIS2 Directive:
Achieve compliance with
better access security

This guide gives you a short breakdown of the NIS2
directive from an access security perspective and of-
fers concrete advice on how to live up to NIS2 require-
ments using a simple cybersecurity solution.
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The NIS2 Directive

The latest version of the Network and Information
Systems Directive (NIS2), which has been adopted by
the EU member states, imposes stricter enforcement

of cybersecurity requirements throughout the union
and ensures uniform sanctions.

The directive will come into effect in 2024, which
means that it will be mandatory for applicable
organizations in the member states to comply with
the new requirements.
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What is NIS2?

NIS2 stands for “Network and Information cybersecurity. The directive will manifest
Security Directive” and is a continuation and as national law, which means that each
expansion of the previous EU cybersecurity organization encompassed by the directive
directive, NISI. The aim of NIS2 is to will be required to live up to its requirements.
strengthen the collective cybersecurity NIS2 expands its EU-wide cybersecurity
level of EU member states by increasing requirements and sanctions to harmonize
cybersecurity enforcement requirements for and streamline the security level across all
critical infrastructure sectors. EU member states and stricter requirements

means that your organization now has to
The NIS2 directive regulates companies lay out clear plans for how they perform risk
and government agencies in the area of management, control and oversight.

What is the difference between GDPR and NIS2?

NIS2 is for European cybersecurity what GDPR was for European data protection.

Where GDPR strengthened the requirements for how EU member states manage
personal data, the aim of NIS2 is to ensure that all European companies and
organization that are considered a part of essential infrastructure maintain an
adequate level of cybersecurity.
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_ NIS2 expands the scope and strengthens security requirements
About the partnership

The partnership between Unigkey
and KMD combines Unigkey’s
expertise in password and access
management with KMD’s extensive
knowledge in serving the public
sector.

Together, they offer a solution
aimed at enhancing cybersecurity
and streamlining operations

for organizations, particularly
municipalities, facing increasing
cyber threats and regulatory
requirements like NIS2.

“Unigkeys product is
easy to understand,
solves a huge
problem, and makes it
easier for employees
in their daily work;

it's a win-win for all
organizations.”

“We have high expectations for the
collaboration with Unigkey. There
are already 10 municipalities using
their solution today, and we expect
at least a doubling by the end of the Tom Johan Jensen

year,” says Tom Johan Jensen, Vice Vice President of KMD .
President of KMD. 'KMO O unigkey 5




Which sectors does NIS2 cover?

The number of covered sectors is increasing
because the NIS2 Commission wants all
organizations who maintain a critical position
in society to be encompassed by the directive

in order to strengthen Europe’s cyber resilience.
This means that NIS2 will now also cover sectors
such as food production, waste management
and the entire supply chain.

The following sectors are covered by NIS2
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Energy Transport

Banking & Health
Financial Market

Drinking &
Waste Water

Infrastructure
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Digital Public Space

Postal Service Waste
Management
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Production Digital Providers Research

Which organizations are impacted by NIS27?

NIS2 greatly expands which organization are impacted by its requirements and is careful to

distinguish between “essential companies” and “important companies”.

Essential companies

L} Energy « Supply, distribution,
transmission & sales

% Transport « Aerial, rail, road and
sea

@ Finance « Credit, trade, market
and infrastructure

l:::',:l Health ¢« Research, production,
providers and manufacturers

@ Drinking & Waste Water

Digital Infrastructure « DNS, trust
gl—?" services, data center services,

cloud computing, communica-
tion services, managed service
providers and managed security
providers.

Ia Public Administration
Municipalities and regions

@ Space * Software and services

When does NIS2 go in effect?
The directive was passed by the European Parliament on November 10, 2022, and all
applicable organizations and companies have until 2024 to comply with the new legal

Important companies

I_V' Postal Service « Postal and parcel
> service

E Waste Management

]E Chemical Products ¢ Production
A and distribution

LIJP Foods ¢ Production and
distribution

Production « Of pharmaceutical,
m electronic and optical equipment
and machinery and vehicles

Digital Providers « Of online mar-
Cll ketplaces, search engines, social
platforms

@ Research

requirements after which they will be eligible for potential fines.
According to the directive, companies in the applicable sectors are obligated to
understand and address the new rules, requirements and guidelines.




The NIS2 Directive adds new requirements for 4 primary areas of your organization:
management, reporting to the authorities, risk management and business continuity. The purpose

What requirements does NIS2
place on your organization??

of this is to increase Europe’s ability to withstand current and future cyberthreats.
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Management

It is necessary for management to be aware of and understand the require-
ments of the directive and the risk management efforts. They have a

direct responsibility to identify and address cyber risks to comply with the
requirements.

Reporting to the authorities

Organizations need to have established processes for ensuring proper report-
ing to authorities. There are requirements, for example, that major incidents
should be reported within 24 hours.

Risk Management

To meet the new requirements, organizations must implement measures

to minimize risks and consequences. This includes incident manage-

ment, improved supply chain security, network security, access control, and
encryption.

Business Continuity

Organizations must consider how to ensure business continuity in the event of
major cyber incidents. This includes, for example, system recovery, emergency
procedures, and establishment of a crisis response team.
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Minimum measures you need to implement

It is not all the requirements of the directive
that apply to all businesses and organizations.
Depending on the size of the business,
the societal function and how exposed the
organization is, the level of requirements varies.
This is to ensure that the requirements remain
proportionate, so that smaller businesses are
not disproportionately affected, and that the
requirements for larger businesses reflect
their role in society. That said, there are a
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number of minimum measures that NIS2
requires all relevant businesses to implement.
As is the case with the 4 aforementioned
focus areas, the following minimum measures
(see next page) are general summaries of the
directive’s requirements areas and should not be
considered fully comprehensive. To ensure that
your specific business fully complies with the
NIS2 directive, you should always seek advice
from your compliance officer.




NIS2 minimum measures How Unigkey can help
you comply with NIS2

Unigkey can help cover minimum measures marked with bold.

Based on the descriptions of the directive, it's possible to cover a range
of the new NIS2 requirements and expectations by implementing Unigkey.

01 Risk assessments and security policies for information systems

Company Name

. . . . Q unigkey~
02 A plan for handling security incidents
n Unigkey v Bring employees on board ()
A plan for managing business operations during and after a security incident. pasthoard 58125 40 4 23 Gain full visibility into
. Q2 Employees J H
OBl This means that backups must be up to date. There must also be a plan for ensur- 5 o services used
ing access to IT systems and their operating functions during and after a security Dl é;if;&“";';ggef’me”t
incident. h Alsersdies Activation rate o usage ) overview and control of
[ Audit logs Updated: 2fi2f2022 007 am | L Calenda ™ OpdateE Bz | L Salend v

all employee accesses

2 Requests and services

Security around supply chains and the relationship between the company and

04 direct supplier. Companies must choose security measures that fit the vulnerabil- \ - ;
ities of each direct supplier. And then companies must assess the overall security s N — ‘ P~
level for all suppliers. i

3} settings

Microsoft Store and manage
— T passwords safely

920381 (P Copy 2FA

<] Logout

The Password Manager
remembers and stores

Average security score (9 Data breach report (3
‘ 2 hup:/microsoft.com

Policies and procedures for evaluating the effectiveness of security measures. 0 - ® ol — private and work
( 17% ) passwords safely

Password

Additional notes

Security around the procurement of systems and the development and operation
of systems. This means having policies for handling and reporting vulnerabilities.

07 Cybersecurity training and a practice for basic computer hygiene.

Inigkey » Product

Shared with groups

Policies and procedures for the use of cryptography and, when relevant,
encryption.
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Security procedures for employees with access to sensitive or important data,

including policies for data access. The company must also have an overview of all About U N |q key

relevant assets and ensure that they are properly utilized and handled. ) _ _ ' ' '
Unigkey is Danish provider of a user-friendly business password & access

The use of multi-factor authentication, continuous authentication solutions, voice, management solution that helps businesses secure the use of passwords
video, and text encryption, and encrypted internal emergency communication, and streamline access management in a simple and easy way.
when appropriate.

o1

G A G G
Easiest High Best Fastad Best
Admin Performer Support Implementation Est. ROI
Mid-Market EMEA WINTER Mid-Market Mid-Market

e 2025
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Unigkey can help cover
these minimum measures

Based on the descriptions of the directive, it's possible to cover a range
of the new NIS2 requirements and expectations by implementing Unigkey.

NIS2 Minimum measures

Pt. 3  Securing access to IT systems.

Security around the

Pt. 6 procurement of systems and
the development and operation
of systems. This means having
policies for handling and
reporting vulnerabilities.

Cybersecurity training and a
Pt. 7  practice for basic computer
hygiene.

Q unigkey™

Unigkey covers this by:

Managing, storing and saving all
user logins securely, and can be
used without internet access.

Securing access to IT systems and
company services during operation
with strong, unique passwords and
two-factor authentication

Enabling admins to access a detailed
audit log in case of an incident

Offering data-driven security scores
for individual employees, service and
work groups.

Including a feature to easily produce
incident reports.

Increasing the user’s security
awareness by informing about weak,
reused or compromised passwords.

Facilitating a practice for basic
computer hygiene by supporting
secure access to systems, replacing
unsafe password storage habits, and
minimizing incidents of unauthorized
software use (Shadow IT)

Giving admins overview of and
insight into how secure each
employee, service and work group
really is.

Offering direct security training via
control panel with guides for 2FA
setup and updating compromised
passwords. 12
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NIS2 Minimum measures

Pt. 8

Pt. 9

Pt. 10

Policies and procedures for the
use of cryptography and, when
relevant, encryption.

Security procedures for
employees with access to
sensitive or important data,
including policies for data
access. The company must also
have an overview of all relevant
assets and ensure that they are
properly utilized and handled.

The use of multi-factor
authentication, continuous
authentication solutions, voice,
video, and text encryption, and
encrypted internal emergency
communication, when
appropriate.
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Unigkey covers this by:

Encrypting the individual user’s
password data offline and locally on
their own device.

Securely storing all company-
relevant logins

Giving automatic overview of
all IT assets, employee accesses
and supporting easy and secure
employee onboarding and
offboarding.

Supporting setup of extra security
layers and restrictions on business-
critical systems and services.

Offering TOTP and continuous
authentication via biometric access
security

Ensuring that all communication
and data is encrypted using TLS and
public / private keys

13



What happens if you don't
comply with NIS27?

Fines

Companies who don’t comply with NIS2 once the directive has been put into effect in 2024,
will be subject to significant fines based on whether they’re categorized as essential or
important companies.

Essential companies Important companies

Companies categorized as important risk

Companies categorized as essential risk
fines for up to €7 million euro or 1.4% of
their global annual revenue.

fines for up to €10 million euro or 2% of
their global annual revenue.

Legal ramifications

The consequences of not being able to achieve NIS2 compliance now includes more than
simply being eligible for fines. In addition, company management teams are now able to be
held accountable for any failure to live up to the new requirements. In other words, the new
directive now emphasizes management can face legal ramifications if they fail to adhere to the
new rules.

Additionally, management need to take courses to improve their ability to assess cybersecurity
risks and encourage their organization to offer similar courses for all employees on a
regular basis.
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Discover how Unigkey protects
critical infrastructure

See how companies maintaining critical infrastructure
use Unigkey to increase their cyber resilience.

. BORNHOLMS
L ENERGI&FORSYNING

How Beof changed their security
: BORNHOLMS
practices, ENERGI & FORSYA

“The reason why we ended up with Unigkey, was
because of the high level of security on their
platforms.”

@ Kristoffer Munch

"////// VERBOND VAN VERZEKERAARS

How Verzekeraars Strengthened
its Cybersecurity
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“Unigkey was the first solution that actually worked
seamlessly across both mobile and browser. That
was a key deciding factor for us.”

g‘i\. Rico Spaans

Unigkey protects European critical infrastructure
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Let Unigkey help you
comply with NIS2

Is NIS2 on your plate? Then let our product experts
walk you through how Unigkey covers essential NIS2
requirements, while facilitating instant measurable
security for European companies who maintain critical
infrastructure. Take action on NIS2 and contact us.

Email
55 nis2@unigkey.eu
Phone

+45 7196 99 67




