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 Five Essential Steps to Ensure Background Check Compliance. 

A thorough background check isn't just a nice-to-have – it's your first line of defense against  
hiring disasters. Sure, it helps verify that impressive resume (which might be embellished), 
identifies red flags before they become problems, and lets you make smarter hiring decisions.  
Here's where things get tricky: the Fair Credit Reporting Act (FCRA) is watching your every move.  
 
The FCRA isn't just another acronym to ignore. It's federal law that dictates exactly how you  
collect, use, and share consumer information – including those background checks you're  
running on potential hires. Ignore it at your peril. 
 
Failure to comply? Let's just say the consequences aren't pretty: 

 Civil liability that'll make your CFO break out in hives – we're talking  
damages and attorneys' fees that could fund a small vacation home. 
 

 Criminal penalties for obtaining background reports under false pretenses.  
Yes, criminal – as in "might need to update your LinkedIn from your cell." 
 

 Regulatory enforcement actions from the FTC and state agencies who aren't  
known for their forgiving nature or sense of humor about non-compliance. 

Given these stakes (and your desire to stay out of court), understanding proper procedures  
isn't just important – it's essential. Navigating the FCRA doesn’t have to be a nightmare.  
Here are five essential steps that'll keep you compliant and your legal team happy. 

 

Five Essential Steps to Ensure 
Background Check Compliance. 

https://www.ftc.gov/legal-library/browse/statutes/fair-credit-reporting-act
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 Step 1: Develop a Written Background Check Policy. 

Winging your background checks is about as smart as skydiving without a parachute. The first  
step in FCRA compliance isn't just developing a background check policy; it's documenting all of it. 
 
Why? Because "we usually do it this way" won't save you in court. A written policy ensures everyone 
from your newest HR associate to your most seasoned hiring manager follows the same playbook. 
No exceptions, no "creative interpretations." 
 
Your background check policy should spell out: 

 What you're checking (criminal records, employment history, that questionable  
gap year)—and why it matters for each role 
 

 When in the hiring process you're pulling the trigger on background checks  
(pro tip: post-offer is usually safest) 
 

 Which positions require deep-dive screening versus a basic once-over 
 

 Exactly how you'll get proper authorization (hint: buried in paragraph 17  
of your application doesn't cut it) 
 

 Your step-by-step process for pre-adverse and adverse action notices (the  
FCRA doesn't care if you "forgot" this step) 
 

 How you're storing and destroying candidate information (because  
data breaches are expensive and embarrassing) 

 
 

 

 

 

 

https://www.cichecked.com/criminal-record-inquiries
https://www.cichecked.com/blog/the-legal-requirement-that-hiring-managers-often-overlook
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By putting everything in black and white, you create a standard that's non-negotiable. This isn't 
just about avoiding legal headaches—though that's a nice perk. It's about creating consistency 
that protects both your company and your candidates. 
 
Don't set it and forget it, either. Schedule regular reviews of your policy (we recommend  
quarterly in this ever-changing regulatory landscape), especially as hiring practices evolve  
and states continue passing their own background check laws that make the federal  
requirements look like child's play. 
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 Step 2: Tailor Background Checks to the Role. 

One-size-fits-all might work for cheap ponchos, but it's a disaster for background checks. Not 
every position carries the same risks, and running identical screenings for your janitor and 
your CFO isn't just inefficient—it's potentially illegal. 
 
The FCRA demands that your background checks be "job-related and consistent with business 
necessity." Translation: if you can't explain why you're checking something, you shouldn't be 
checking it. Period. 
 
When determining your screening approach, consider: 

 What your candidate will actually be doing (not what they might do in some  
hypothetical future promotion) 
 

 Who they'll be working with (vulnerable populations like children or seniors?  
That changes everything) 
 

 Whether they'll be operating equipment that could turn deadly in the wrong hands 
 

 The level of financial temptation they'll face (hint: your payroll manager should  
have a squeaky-clean financial history) 

For example, that entry-level retail associate? A basic criminal check is probably sufficient.  
But your senior financial analyst with access to company bank accounts? You'd better verify 
education, employment history, and yes, run that credit check (where legally permitted). 
 
By aligning your background checks with legitimate business needs called out in your  
job descriptions, you're not just satisfying the FCRA—you're building a defensible  
screening program that can withstand scrutiny. 
 
Document your reasoning for each position's screening requirements. When the plaintiff's 
attorney asks, "Why did you run a credit check on this position?" (and they will ask), "Because we 
always do it that way" won't cut it. Something more like, "Because the position has unsupervised 
access to financial accounts exceeding $10,000 daily, as documented in our screening matrix dated 
January 2023" might just save your bacon.  

https://www.maternlawgroup.com/blog/improper-background-checks-and-the-fcra-an-overview/#:%7E:text=Employers%20should%20not%20use%20a,Employment%20Law%20Blog
https://www.maternlawgroup.com/blog/improper-background-checks-and-the-fcra-an-overview/#:%7E:text=Employers%20should%20not%20use%20a,Employment%20Law%20Blog
https://www.cichecked.com/blog/with-background-checks-one-size-does-not-fit-all
https://www.cichecked.com/industry-specific-inquiries-financial
https://www.cichecked.com/employment-verification
https://www.cichecked.com/blog/decisions-decisions-a-tool-to-ensure-compliance-with-state-and-federal-hiring-guidelines
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Step 3: Get Written Authorization from Applicants. 

Listen up, because this is where companies crash and burn most spectacularly: you absolutely 
cannot—we repeat, CANNOT—run a background check without proper authorization. The 
FCRA isn't making a polite suggestion here; it's laying down the law. 
 
That authorization must be in writing, and here's the kicker that trips up even seasoned HR 
teams: it needs to be a standalone document. Not buried in your 12-page application. Not 
squeezed into the fine print of your onboarding packet. Not casually mentioned during the 
interview. STANDALONE. 
 
The courts have been crystal clear on this point, with companies like Frito-Lay ($2.4M), Petco 
($1.2M), and Wells Fargo ($12M) all writing big checks for getting this wrong. The language 
matters, too—that generic template you downloaded from 2009 isn't cutting it anymore. 
 
Your authorization form needs to include: 

 Clear language stating a consumer report will be obtained (in plain English, not legalese 
that requires a law degree to decipher) 
 

 The name of the consumer reporting agency doing your dirty work (that's us, CIChecked) 
 

 Information about the applicant's right to dispute inaccurate information (because yes, 
background check companies sometimes get it wrong) 
 

 Nothing else. Seriously, nothing else. No liability waivers, no acknowledgments of 
company policies, no kitchen sink disclaimers 

"But we got verbal permission!" isn't a defense that will save you when the lawyers come knocking. 
Neither is "the candidate seemed fine with it." Written authorization isn't just a box to check—it's 
your legal shield in a litigious world. 

 

 

 

https://www.cichecked.com/
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And for those of you operating in "ban-the-box" jurisdictions (that's 37 states and over 150 
municipalities at last count), remember that timing matters. Many of these laws prohibit 
background check authorization until after a conditional offer. Get ahead of yourself, and 
you're looking at a different set of penalties entirely. 
 
Store these signed authorizations securely—they're your get-out-of-legal-trouble card when you 
need to prove compliance. No signature? No background check. It's that simple. 

 

 

 

 

 

 

https://www.cichecked.com/blog/whats-in-a-name
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Step 4: Follow Adverse Action Procedures. 

So your background check turned up something concerning, and you're ready to show that 
candidate the door? Not so fast. The FCRA has a very specific dance you need to follow  
before rejecting anyone based on their background check—and skipping steps isn't an option 
unless you enjoy writing settlement checks. 
 
"Adverse action" isn't just legal jargon—it's what happens when you deny employment (or 
rescind an offer) based on information in a background check. And the FCRA doesn't  
care if you found a felony or just a fib about education—the same rules apply. 
 
Here's your non-negotiable adverse action choreography: 
 
Step One: The Pre-Adverse Action Notice 
 
Before making any final decisions, you must: 

 Send the candidate a pre-adverse action notice that doesn't beat around the bush 
 

 Include a copy of the background check report (yes, the whole thing—not just  
the "bad parts") 
 

 Provide a Summary of Rights under the FCRA (use the CFPB's official form, not your 
creative interpretation) 
 

 Include contact information for the background check company (that's us again!) 
 

 Make it crystal clear they have the right to dispute anything inaccurate 

County courts aren't exactly known for their meticulous record-keeping or speedy updates.  
That's why giving candidates this opportunity to dispute isn't just legally required—it's the  
right thing to do. 

 

 

 

https://www.cichecked.com/blog/the-legal-requirement-that-hiring-managers-often-overlook
https://files.consumerfinance.gov/f/201504_cfpb_summary_your-rights-under-fcra.pdf
https://www.cichecked.com/blog/whats-in-a-name
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Step Two: The Waiting Game 
 
This is where impatient employers stumble. You must give candidates reasonable time to 
respond—typically 5-10 business days, though some jurisdictions require longer. "We needed  
to fill the position immediately" won't impress a judge. 
 
During this time: 

 Actually check your email/mail for disputes 
 

 Pause all hiring actions for the position 
 

 Document that you're in the waiting period 
 

Step Three: The Final Adverse Action Notice 

If you've waited the appropriate time and still want to reject the candidate, now you send the  
final notice, which must include: 

 The specific reasons for your decision (vague explanations like "failed background check" 
are lawsuit bait) 
 

 The name and contact information of CIChecked (last time) 
 

 A statement that we didn't make the decision (just provided the information) 
 

 A reminder of their right to dispute and request a free copy of their report 

This isn't just busywork—it's your legal protection. And heads up for employers operating in 
multiple states: New York, California, Philadelphia, and several other jurisdictions have their own 
additional adverse action requirements. In NYC, for example, you must provide a tailored analysis 
of why the criminal history makes the candidate unsuitable for the specific position. Your one-size-
fits-all approach won't cut it there. 

 

 

https://www.cichecked.com/blog/the-legal-requirement-that-hiring-managers-often-overlook
https://www.cichecked.com/
https://www.nyc.gov/site/cchr/law/fair-chance-law.page


 

 

        
info@cichecked.com        www.cichecked.com  
(518) 271-7546    Innovating Screening Standards 

The State-by-State Spread of Clean Slate Legislation. 

 Step 5: Maintain Secure Records and Disposal Practices. 

Congratulations—you've collected sensitive personal information on candidates throughout  
your hiring process. Now comes the part where sloppy practices can land you in hot water  
faster than you can say "data breach." 
 
The FCRA isn't just concerned with how you obtain background information—it's equally invested 
in what happens to that data afterward. Think of background check reports like radioactive 
material: powerful when used properly, but requiring careful handling and proper disposal. 
 
To keep your company off regulatory radar: 

 Restrict access to background check information like it's the secret recipe for  
Coca-Cola—strictly need-to-know basis only 
 

 Implement ironclad physical and electronic security measures (password protection  
isn't enough in 2023, folks) 
 

 Establish clear retention timelines based on applicable laws (heads up: these vary  
by state and industry) 
 

 When it's time to say goodbye to those records, don't just hit delete—ensure  
complete destruction 

The FTC's Disposal Rule doesn't mess around. It requires you to "take reasonable measures to 
protect against unauthorized access to or use of information in connection with its disposal."  
In plain English: shred physical documents until they're confetti and use secure data destruction 
methods for digital records. 
 
Companies that play fast and loose with consumer data disposal face penalties up to $46,517 per 
violation under current FTC guidelines. And that's before factoring in the state-level penalties in 
places like California (CPRA), Colorado (CPA), and Virginia (VCDPA), where improper data handling 
can trigger investigations faster than free donuts disappear from the break room. 

 

 

https://www.cichecked.com/blog/decisions-decisions-a-tool-to-ensure-compliance-with-state-and-federal-hiring-guidelines
https://www.ftc.gov/news-events/news/press-releases/2022/01/ftc-publishes-inflation-adjusted-civil-penalty-amounts-2022
https://www.ftc.gov/news-events/news/press-releases/2022/01/ftc-publishes-inflation-adjusted-civil-penalty-amounts-2022
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Your legal and compliance teams aren't just being paranoid when they insist on formal disposal 
protocols—they're trying to keep your company's name out of headlines like "Company X Dumps 
Candidate Files in Dumpster, Fined Millions." 
 
Regular audits of your record-keeping practices aren't just busy work—they're your early warning 
system for compliance gaps. Document these audits thoroughly; they're your proof of good-faith 
compliance efforts if regulators come knocking. 
 
Bottom line: Treating candidate data with the security it deserves isn't just about avoiding  
fines—it's about demonstrating your commitment to privacy in an age where that actually  
matters to talent. 
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Stop Gambling with Compliance—Your Business Can't Afford It. 

Background checks aren't optional in today's hiring landscape, but neither is FCRA compliance. 
Following these five steps isn't just about checking boxes; it's about building a bulletproof 
screening program that keeps you out of courtrooms and focused on growing your business. 
 
The math is simple: The average FCRA settlement now exceeds $2.2 million, while partnering  
with a compliance-focused screening provider like CIChecked costs a fraction of that. Seems  
like an easy decision, doesn't it? 
 
When you work with CIChecked, you're not just buying background checks. You're investing in: 

 Screening protocols that are actually relevant to the positions you're filling 
 

 State-of-the-art authorization forms that would make even the pickiest employment 
attorney nod in approval 
 

 Adverse action procedures that follow the letter AND spirit of the law 
 

 Access to constantly updated compliance resources from actual experts  
 

 Peace of mind that doesn't come with DIY background checks 

 
Sure, conducting your own background checks might seem cheaper on paper. So does 
representing yourself in court—until you lose. The real cost of non-compliance isn't  
just financial; it's the operational nightmare, reputation damage, and lost opportunities  
while you're busy putting out legal fires. 
 
The choice is yours: Roll the dice with FCRA compliance and hope for the best, or partner  
with CIChecked and know that your screening program stands on solid legal ground. Your 
candidates deserve better than "good enough" background checks. Your company deserves  
better than "fingers crossed" compliance. 
 
Ready to stop gambling with your screening program? Contact CIChecked today—because 
background checks are too important to get wrong. 

 

https://www.preemploymentscreen.com/the-amount-of-money-paid-by-employers-to-settle-fcra-lawsuits-is/
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About CIChecked.        
  

CIChecked™, the evolution of Commercial Investigations, delivers thorough, human-driven 
background checks that go way beyond surface-level searches. Our licensed investigators dive 
deep, cross-checking information to unearth discrepancies that can make or break compliance.  

We’ve earned the trust of our clients and the industry, landing a top spot in HRO Today’s Baker’s 
Dozen for background screening. What makes us stand out? Our commitment to innovation and 
results that are complete, current, and compliant—all at a cost that cuts expenses, not corners.  

We’ve got you covered with:  

• Identity Verifications  

• Criminal, State, and Municipal Background Checks  

• Drug Screening  

• Cyber Investigations  

• Continuous Monitoring  

• And more.  

When compliance is on the line, CIChecked’s meticulous investigative process means you can 
move forward with confidence—and speed. Don't let confusing regulations and impersonal 
services hold up your hiring. CIChecked works with you to provide clarity and confidence, 
empowering you to make the right call so you can move forward with that prospective hire. 

 

 


