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CYBER INCIDENT TRENDS: 2024-2025

The chart below compares year-over-year cyber incidents affecting the financial sector in 2024 and 2025. As
shown, the sector experienced a significant increase in incident activity, with total reported cases rising sharply
from 864 in 2024 to 1,858 in 2025. This more than two-fold increase reflects the growing pressure on financial
institutions as threat actors intensify efforts to compromise critical services, customer data, and operational
infrastructure.

For organizations operating in the financial domain, where trust, availability, and regulatory compliance are
paramount, this upward trend is especially concerning. The data highlights not only a surge in overall incident
volume but also significant shifts in the types of attacks most commonly observed. These changes offer
valuable insights into the evolving behaviors of adversaries and emerging threats targeting banks, payment
systems, and financial service providers.

The following key observations break down these trends and outline the most notable developments influencing
the sector’s threat landscape.

Cyber Incident Trends: 2024 vs 2025
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Figure 1: Comparison of the number of different attack vectors observed in 2024 versus 2025
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Key Observations

The financial sector experienced a substantial rise in cyber activity between 2024 and 2025, with every major
incident category showing a clear upward trend. DDoS attacks remained the most significant contributor to
overall volume, increasing from 329 incidents in 2024 to 674 in 2025. This doubling reflects threat actors’
continued focus on disrupting the availability of online banking services, payment gateways, and financial
platforms. For financial institutions—where uptime, reliability, and customer access are critical—the sustained
rise in DDoS attacks underscores the need for stronger resilience, enhanced traffic scrubbing capabilities, and
layered mitigation strategies.

Although not the fastest-growing category, ransomware incidents continued their steady rise, climbing from
269 in 2024 to 451 in 2025. This growth highlights attackers” ongoing focus on financial organizations as
high-value targets with low tolerance for downtime. Beyond traditional encryption, modern ransomware
campaigns increasingly involve data theft and extortion, putting additional pressure on affected institutions that
must maintain confidentiality, integrity, and availability across critical systems while navigating regulatory and
reputational fallout.
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Breach & Leak incidents also rose sharply, increasing from 256 in 2024 to 443 in 2025. This upward trend
reflects persistent challenges in securing financial data, often stemming from misconfigurations, weak access
controls, and vulnerabilities in third-party integrations. As financial institutions handle highly sensitive PII, PCI,
and transactional data, the exposure or compromise of such information carries significant regulatory,
operational, and reputational consequences.

At the same time, the continued frequency of these incidents indicates that adversaries are still successfully
leveraging credential compromise, social engineering, and lateral movement to gain unauthorized access to
financial systems. Although the growth in this category is less dramatic than in others, its persistence
highlights the ongoing need for strong identity governance, privileged access monitoring, and rapid detection of
abnormal activity across financial networks.
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ATTACK VECTORS OBSERVED IN 2025
DATA BREACHES & LEAKS:
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Top 10 threat actors in data breach & leak attacks
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DDOS:

We analyzed DDoS attacks targeting global entities throughout 2025, drawing on intelligence collected from
open, deep, and dark web sources. The analysis focuses on temporal patterns, geographic exposure by country,
and the threat actors that shaped the worldwide DDoS landscape.

When interpreting overall DDoS activity, it is important to note that many events were executed as part of
coordinated campaigns, where attackers launched dozens or even hundreds of short, successive hits against
multiple targets during a single operation. This campaign style can inflate raw event counts while still reflecting
the real operational pressure experienced by defenders.

DDoS Attacks Per Country

Globally, Data Breach & Leak incidents show a strong concentration in regions with high digital footprints and
valuable data ecosystems.

The dataset records 443 incidents in this category. The United States dominates with 177 incidents, accounting
for 40 percent of all cases, reflecting its extensive enterprise infrastructure and attractiveness to financially
motivated actors. India follows with 31 incidents, while Indonesia ranks third with 24 incidents, highlighting the
growing exposure of emerging markets. Russia and France appear next with 16 and 15 incidents, respectively,
and Israel registers 12 incidents, indicating persistent targeting of organizations with sensitive data.

Other countries with notable activity include Spain, Mexico, Canada, and Thailand. A small portion of incidents
are marked as Unknown, typically linked to multinational platforms or incomplete attribution. This distribution
emphasizes the global nature of data compromise, with attackers prioritizing regions that offer both scale and
strategic value.

Top 10 targeted countries by DDoS attacks
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Figure 4: Most targeted countries by DDo$ attacks
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DDOS ATTACKS PER THREAT ACTOR

Attribution in DDoS remains dominated by a small set of prolific hacktivist clusters that announce rapid,
campaign-driven operations.

Keymous + is the most active group in the dataset with 121 claimed attacks (about 18.0 percent of all DDoS
events), frequently conducting high-volume runs against multiple countries within short windows.
NoName057(16) follows with 98 incidents (14.5 percent), reflecting its routine, politically timed disruption of
government, media, and financial services targets in countries aligned with opposing geopolitical blocs. Dark
Storm Team and Hezi Rash contribute 55 and 49 incidents respectively (8.2 and 7.3 percent), while SYLHET
GANG and Mr Hamza add 33 and 28 incidents. Additional actors such as RABBIT CYBER TEAM, Hider Nex, Red
Wolf Team, and DieNet appear consistently across the year.

Taken together, the top 10 actors account for roughly 68.8 percent of recorded DDoS incidents, underscoring the
concentration of capability and brand activity in a relatively small number of groups. Most of these operators
rely on readily available infrastructure and coordination channels to scale impact quickly, which helps explain
the bursty, campaign like patterns visible in the data.

Top 10 threat actors in DDoS attacks

& & A A&

Keymous + NoName057(16) Dark Storm Team Hezi Rash SYLHET GANG

121 98 95 49 33

& & & &

Mr Hamza Red Wolf Team Hider Nex RABBIT CYBER TEAM DieNet

28 20 20 20 18

Figure 5: Top threat actors in DDoS attacks

From a behavioral perspective, the majority of DDoS threat actors observed are ideologically and politically
motivated, operating primarily within a hacktivist framework, for direct financial gain. These groups often align
themselves with geopolitical narratives, national causes, or opposition to specific governments and institutions,
selecting targets based on symbolic value and public visibility, rather than technical complexity.

Operations are typically designed to generate disruption and attention rather than long-term access, with
actors prioritizing rapid execution, public claims of responsibility, and amplification through social media or
messaging platforms. This ideological motivation, combined with low barriers to entry and shared tooling,
enables recurring participation by the same groups across multiple campaigns, reinforcing the highly
concentrated and cyclical nature of DDoS activity observed throughout the year.
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RANSOMWARE:
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Top 10 threat actors in ransomware attacks

Akira clop Incransom Safepay

37 19 17 15

& &

LockBit Killsec SilentRansomGroup Play Lynx

14 14 13 11 10







DEFACEMENT:

Throughout 2025, website defacement emerged as a persistent threat to financial organizations, aiming to
disrupt trust and brand integrity through unauthorized alterations of public-facing content. These attacks
typically exploit vulnerabilities in web applications or content management systems, allowing adversaries to
replace legitimate pages with malicious messages, propaganda, or misleading information.

While the immediate impact may appear cosmetic, defacement incidents often signal deeper security
weaknesses that could expose organizations to further compromise. In 2025, threat actors refined their tactics
by automating large-scale campaigns, targeting financial institutions across multiple regions, and leveraging
ideological or hacktivist motives to amplify visibility. The public nature of these attacks magnifies reputational
damage, erodes user confidence, and underscores the critical need for robust web security and continuous
monitoring of digital assets.

DEFACEMENT ATTACKS PER COUNTRY

Based on our records, 278 finance-sector defacement incidents in total were observed in 2025. Most targeted
country is United States: 79 incidents (28.4% of all events), after that, India: 36 (12.9%); and United Kingdom: 23
(8.3%).

Additional notable activity spans Brazil (15), Indonesia (8], Islamic Republic of Iran (5), France (5], Canada (4],
Nigeria (4], Netherlands (4], Israel (3], with a smaller tail of “Unknown” geography where the victim’s country
could not be confidently derived.

This distribution indicates sustained focus on North American targets, alongside East Asian and European
exposure - consistent with opportunistic campaigns against banks, insurance intermediaries, asset managers,
and related financial services.

Top 10 targeted countries by defacement attacks
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Figure 8: Most targeted countries by defacement attacks
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DEFACEMENT ATTACKS PER THREAT ACTOR

Attribution in defacement remains dominated by a mix of hacktivist and opportunistic clusters executing
campaign-driven operations.

chinafans is the most active defacement actor in the dataset with 40 incidents (=14.4% of all recorded
defacement events), running opportunistic campaigns across multiple geographies. Pharaoh's team follows
with 24 incidents (=8.6%), maintaining steady pressure on financial and professional services. Mr. BDKR28
registers 24 cases (=8.6%), while XYZ and x7root contribute 15 (=5.4%) each. TROjanX and Simsimi each account
for 13 incidents (=4.7% apiece). ThelnternetJanitor appears in 7 cases (=2.5%), and ChatLak and setupp.es add
7 (=2.5%) and 6 (=2.2%) incidents.

Taken together, the top 10 actors represent ~59.0% of recorded defacement incidents in your dataset, indicating
a concentrated but diverse operator landscape. The leading actors largely rely on shared tooling and
opportunistic exploitation, enabling quick scaling and bursty, campaign like activity across sectors and
countries.

Top 10 Top threat actors in defacement attacks
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Figure 9: Top threat actors in defacement attacks
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Defacement activity is primarily driven by visibility-seeking and symbolic motives rather than direct financial
gain. Many of the actors involved operate within hacktivist or semi-opportunistic frameworks, using defacement
as a low-barrier method to project ideological messages, gain notoriety within underground communities, or
signal technical capability. In some cases, campaigns are loosely coordinated around geopolitical events or
trending narratives, while others appear motivated by reputation-building and competitive posturing among
peers.

Tactically, these actors tend to favor exposed web services, misconfigured content management systems, and
recycled exploits, allowing rapid compromise with minimal investment. This combination of low operational
cost, high public visibility, and short-lived impact explains the recurring, campaign-driven patterns observed in
defacement activity and the sustained participation of a relatively small set of repeat actors.
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TRENDS AND CAMPAIGNS

Al-POWERED TRUMAN SHOW SCAM:
A NEW FINANCIAL THREAT



THE RISE OF PHISHING KITS IN 2025:
THE SPIDERMAN PLATFORM AS A CASE IN POINT

THE 2025 BANKING TROJAN LANDSCAPE:
HERODOTUS AND BEYOND



EMV CLONING CAMPAIGN
TARGETING LATAM FINANCE INSTITUTIONS



Al-DRIVEN FRAUD:
HOW DEEPFAKES ARE RESHAPING FINANCIAL CRIME



OVERVIEW OF THE EUROPEAN REGION

In 2025, Europe experienced a total of 345 recorded cyber incidents, reflecting a broad and geographically
diverse threat landscape across the region. The United Kingdom accounted for the highest number of incidents
(61), followed by France (47), Germany (42), and Ukraine (37), underscoring their continued attractiveness as
targets due to the size of their financial sectors and the maturity of their digital infrastructure. Spain also saw
elevated activity with 30 incidents, while Belgium (22], Finland (20], and Poland (20) reported moderate but
notable levels of malicious activity. Additional incidents were observed in the Netherlands (18), Italy (14], Cyprus
(13), Switzerland (11), and Lithuania (11). Lower yet persistent activity was recorded in the Czech Republic (8)
and Greece (5), illustrating that cyber threats were not limited to a small number of countries but remained

widespread across the European continent.

Incidents Per Country
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Figure 13: Top targeted countries in the EU region
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Monthly distribution of incidents shows relatively consistent pressure with distinct peaks in April (44), May (49),
and December (44), months often associated with increased financial activity, operational strain, or seasonal
targeting patterns by threat actors. The quieter periods occurred in February (15), March (18], and October (14),
though none of the months saw a complete downturn, reflecting Europe’s constant exposure to multi-vector
cyber campaigns.

Incidents per Month - Europe
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Figure 14: Breakdown of incidents per month in 2025

Across incident types, DDoS attacks were the dominant threat category, accounting for 179 of the 345 incidents.
This continued emphasis on service disruption reflects adversaries” ongoing attempts to overwhelm online
banking portals, payment processing systems, and digital financial services. Ransomware remained a
significant concern, with 74 incidents, underlining the region’s sustained vulnerability to extortion-driven
campaigns targeting high-value financial assets and operational continuity. Defacement incidents (47) indicate
persistent hacktivist or politically motivated activity, particularly targeting public-facing financial and
governmental platforms. Meanwhile, Breach & Leak incidents (43) highlight ongoing risks associated with
exposed systems, misconfigurations, credential compromises, and third-party weaknesses, issues that remain
critical as financial institutions increase their reliance on cross-border digital services.

Overall, Europe’s 2025 threat landscape remained highly active and diverse, driven largely by disruptive DDoS
campaigns and financially motivated ransomware activity, with meaningful levels of data exposure and
defacement. The broad geographic spread underscores the need for coordinated defenses, enhanced
monitoring, and sustained investment in resilience across financial institutions throughout the region.

Incidents in the Europe Region
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Figure 15: Breakdown of types of incidents in the EU region
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OVERVIEW OF THE AMERICAS REGION

The Americas region recorded 628 cyber incidents in 2025, with activity distributed across North America,
Central America, South America, and the Caribbean. The United States accounted for the overwhelming
majority of observed incidents, reporting 493 cases, far surpassing those of any other country in the region.
Canada followed at a distance with 32 incidents, while Brazil (29) and Mexico (15) were the most affected
countries in Latin America. Other nations experienced comparatively lower volumes, with Argentina (12), Peru
(9], Venezuela (7], Colombia (5], and several others reporting isolated events ranging from one to four incidents.
This uneven distribution underscores the concentration of both threat activity and digital exposure in the
region’s largest financial and economic hubs.
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Figure 13: Top targeted countries in the Americas region
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From a temporal perspective, incident activity fluctuated throughout the year, with a clear upward trend in Q4.
December recorded the highest number of incidents (92), followed by November (68) and March (62). Lower
activity months included September (33) and July (40). This pattern reflects both seasonal threat cycles and
increased end-of-year targeting, commonly observed in financial ecosystems due to heightened transaction
volumes, holiday-driven fraud attempts, and opportunistic exploitation by threat actors during operational
slowdowns.

Incidents per Month - Americas
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Figure 14: Breakdown of incidents per month in 2025

Across incident types, Ransomware remained the most dominant threat category, with 248 incidents, reflecting
the financial sector's ongoing attractiveness to extortion-driven actors. Breach & Leak incidents followed
closely at 218, highlighting persistent challenges around data exposure, access control weaknesses, and
third-party vulnerabilities. Defacement incidents accounted for 111 cases, indicating continued hacktivist
activity and opportunistic targeting of public-facing digital assets. Meanwhile, DDoS attacks (45) remained a
smaller but strategically impactful portion of overall activity, often disrupting customer access to financial
services and online platforms.

Overall, the 2025 threat landscape in the Americas reveals a region heavily impacted by high-volume
ransomware, widespread data compromise, and geographically concentrated activity, with the United States
driving the majority of incidents. Latin American countries, particularly Brazil, Mexico, Argentina, Peru, and
Venezuela, also remain key targets, reflecting expanding digital infrastructures and persistent regional
vulnerabilities. These trends emphasize the need for continued investment in resilience, monitoring, and
coordinated defense across the financial sector throughout the Americas.

Incidents in the Americas Region
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Figure 15: Breakdown of types of incidents in the Americas region

Ld
@ check PoINT

EXPOSURE MANAGEMENT 2025 Finance Sector Landscape Report 27



OVERVIEW OF THE APAC REGION

The APAC region experienced a significant volume of cyber incidents across all major attack vectors in 2025,
reflecting its rapidly expanding digital financial ecosystem and the growing maturity of threat actors targeting
banks, fintech platforms, payment processors, and mobile first financial services. Across the four primary
incident categories:

- DDoS
- Ransomware
- Breach & Leak

- Defacement

APAC countries appeared consistently among the top 10 most targeted globally, underscoring the region’s
heightened exposure. India, Indonesia, South Korea, Japan, Malaysia, and Thailand represent the most
frequently impacted economies, each showing persistent levels of attack activity driven by a combination of high
population density, mobile centric financial activity, and diverse regulatory and infrastructure maturity across
the region.

Ransomware and Breach & Leak incidents were particularly prominent across APAC. South Korea recorded 31
ransomware cases, making it the second most impacted country globally after the U.S., while India and
Malaysia each registered 10 ransomware attacks, and Japan followed closely with 9 incidents.

Breach & Leak activity similarly showed strong regional concentration, with India (31) and Indonesia (24)
ranking as the second and third most targeted countries worldwide for data compromise events. Thailand also
appeared on the list with 13 incidents. These figures reveal persistent vulnerabilities tied to cloud
misconfigurations, identity compromise, and the high-value customer datasets held by APAC financial
Institutions.

Disruptive attacks also played a major role in shaping the region’s threat landscape. India appeared again
among the top targets for DDoS, recording 31 incidents, placing it in the upper tier of globally targeted
countries, particularly within prolonged hacktivist campaigns.

Defacement activity showed similar trends: Indonesia registered 8 defacement incidents, while India recorded
36, the second-highest number globally after the U.S. This pattern highlights APAC’s dual exposure to both
financial motivated threat actors and ideologically driven hacktivist groups.

Overall, the APAC region’s 2025 cyber landscape demonstrates a mix of high volume data compromise,
substantial ransomware pressure, and sustained disruptive activity, emphasizing the need for enhanced
resilience, mobile first fraud defenses, and proactive intelligence capabilities across its financial sector.

L
& check POINT

EXPOSURE MANAGEMENT 2025 Finance Sector Landscape Report 28



PREDICTIONS FOR 2026

The financial sector is expected to face an even more challenging cyber landscape in 2026, shaped by the strong
escalation of threat activity seen throughout 2025. The sharp rise in DDoS, breach and leak incidents,
ransomware, and web defacement suggests that adversaries are becoming more capable and better equipped
to exploit weaknesses across global financial ecosystems. These developments indicate that 2026 will bring
continued growth in both volume and sophistication of attacks targeting banks, payment systems, and digital
financial services.

DDoS attacks are likely to expand further as hacktivist groups continue using fast deployment models and
accessible botnet infrastructure. The dramatic doubling of DDoS activity in 2025 signals that campaign-driven
attacks tied to geopolitical events and public disruption efforts will remain common. Financial institutions
should expect more high-frequency bursts aimed at online banking portals, payment platforms, and
customer-facing systems.

Ransomware operations are also expected to evolve with more aggressive extortion tactics. Building on the
steady growth observed in 2025, ransomware actors will likely strengthen their affiliate networks and improve
their ability to target financial organizations through supply chain weaknesses. Data theft, service disruption,
and pressure campaigns that target executives and customers will become increasingly common as groups like
Qilin, Akira, and Clop refine their methods.
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Breach and leak incidents will likely continue rising as attackers exploit cloud misconfigurations, weak access
controls, and third-party integrations. The high number of attacks attributed to unknown actors in 2025
indicates that stealthier intrusion strategies will expand in 2026. Financial institutions should expect persistent
identity-based attacks and quiet, long-term compromises of sensitive data environments.

Al-driven fraud will escalate significantly. Following the emergence of Al-powered investment scams and
deepfake identity bypass in 2025, attackers will increasingly automate social engineering, KYC manipulation,
and financial impersonation. Deepfake videos, synthetic voices, and fabricated documents will make identity
fraud more scalable and harder to detect, challenging traditional onboarding and authentication systems.
Mobile threats are projected to grow as well. The evolution of Android trojans like Herodotus shows that
attackers are moving toward more human-Llike interaction emulation and advanced device control. These
techniques are expected to spread across more malware families, increasing risks for mobile-first financial
interactions and authentication flows.

Payment fraud will also intensify, particularly in regions with outdated EMV implementations. The EMV cloning
activity observed in LATAM during 2025 demonstrates that attackers are still exploiting magstripe fallback and
permissive terminal configurations. These techniques are expected to expand into additional regions with
similar structural weaknesses, putting pressure on financial institutions to enforce stricter payment controls.
Overall, 2026 is expected to bring increasing operational risk as adversaries become more automated, more
coordinated, and more effective at exploiting digital and human vulnerabilities. Financial institutions that invest
in adaptive, intelligence-led security programs will be better positioned to manage the rapidly evolving threat
landscape.
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