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PhishingBox provides security awareness training 
courses through a learning management system 
(LMS). The LMS can be our integrated LearningBox 
LMS or it may be another third-party LMS. Training 
courses can include PhishingBox developed 
courses, courses from our content providers, or an 
organization’s developed or purchased courses.  

KillPhish is an email plugin to help users evaluate 
emails and report such emails to an organization’s 
security operations. Any reported simulated 
phishing emails improves an organization’s Net 
Reporter Score or NRS. As noted above, the NRS is 
a primary gauge to monitor an organization’s 
security awareness posture.   

As noted above, PhishingBox integrates natively 
with LearningBox LMS. This easy-to-use LMS 
provides access to PhishingBox training courses 
along with training from our content providers. 
Though integrations, including custom API calls, 
the PhishingBox products can work with a 
third-party LMS.

Phishing Inbox is a tool for administrators to 
manage emails reported by users.  This tool 
provides automated responses and backend 
information for administrator to evaluate 
suspicious emails.  

Phishing simulation provides realistic emails to users to see if they react properly to such emails. When a user reports a 
simulated phishing email it improves the organization’s net reporter score (NRS), which is a primary gauge of an organization’s 
security awareness posture. Upon failure of a simulated phishing email, the organization can automatically enroll the user into 
remedial training.   

Security Awareness is a continuous process of training, testing, and remediation. 
PhishingBox provides a suite of tools and services to implement and maintain a 
comprehensive security awareness training program. Key components of this 
security awareness ecosystem are described below. 
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Security Inbox integrates seamlessly into 
your email solution and our KillPhish add-in 
for Microsoft 365 and G Suite.

Automatically clone active phishing threats 
into simulated phishing campaigns. This 
gives your users a better idea of what to look 
for in their inbox.

Respond to the most pressing phishing 
threats quickly. Easily search for and destroy 
email threats in real-time.

Security Inbox has been built to solve the 
problem of bridging the gap between security 
training and daily threat operation management. 
Our endpoint software allows you to deploy and 
use Phishing Inbox quickly with any dedicated 
IMAP email account.

Lightweight
THREAT IDENTIFICATION
AND MITIGATION

With Security Inbox, you can identify patterns of email threats faster than ever. Deploy resources where your 
enterprise needs them and stop wasting valuable time tracking down false positives. Security Inbox gives you 

a place to centralize all email threats being reported and allows you to manage your own layer of blocklists 
combined with PhishingBox Advance Threat Graph (ATG) of email address, domain names, URLs, IP Addresses, 

and many other points of interest.

Identify and Eliminate EMAIL THREATS

SECURITY
INBOX
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KEY FEATURES

KillPhish™ pushes your
endpoint protection even

further and helps users better 
determine a real threat vs

legitimate emails.

KillPhish™ gathers IP
addresses, domains, email

addresses, words and other 
likely known threat types 

from different sources.

KillPhish™ helps users learn 
what to look for using each 

email as a learning
opportunity, combined with 
security awareness training.

Pushing the ENDPOINT’S EDGE
KillPhish™ is an advanced email threat protection add-in for Microsoft 365 and Gmail. It enables 

reporting phishing and other types of threats. Each inbox's risk profile is unique, and KillPhish can 
help expose telltale signs of threats to your security.

KILLPHISH™

SCAN & REPORT
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KEY FEATURES

• Easy enrollment
• Course tracking & reporting
• School library
• SCORM support
• Partner courses
• Customizable courses
•• Dedicated portal
• Course reminders

Robust
LMS

• Pre-built phishing templates
• Intuitive WYSIWYG editor
• Language localization
• Templates tiered by difficulty
• Micro-learning compatible
• Effective landing pages
• Fully customizable• Fully customizable
• Custom phishing domains

Template
LIBRARY

• Simple target management
• Test scheduling
• Real-time notifications
• API & webhooks
• No software to install
• Multi-client support
• Easy-to-use interface• Easy-to-use interface
• Advanced reporting

Campaign
WIZARD

MSPs, ask about our multi-client and whiteboard options.

In today’s environment, social engineering attacks are prevalent and increasing. The human element is often 
the weakest component in an orgnization’s security. Attackers know this and exploit it. 47% of cyber security 

attacks such as social engineering, spear phishing and ransomware attacks are financially motivated. With 
PhishingBox, you can easily conduct simulated phishing attacks to test employees' security awareness as part 

of a comprehensive security awareness training program. 

Fortifying the HUMAN ELEMENT

PHISHING
SIMULATOR
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KEY FEATURES

Create full courses by
uploading SCORM zip files 
and track the progress of 

your users' security 
training education.

SCORM
Each account comes with 

free courses to easily assign 
training to employees

on security awareness and 
related topics.

Content
LIBRARY

You can easily filter employees 
and assign training. With the 

auto-enroll on failure enabled, 
remedial training is assigned 

automatically.

Phishing Failure
AUTO-ENROLL

*We also work with other Learning Management System, such as SmarterU and Moodle.

Educating your team to detect SECURITY THREATS

With PhisingBox’s Learning Management System (LMS), our team of experts will go to work creating and 
executing phishing simulation tests, along with security awareness training. When time is of the essence, we 
can get your company up and rolling in a matter of days. We use best practices to change the templates and 
techniques to provide optimal testing. It is critical to test employees with numerous techniques in order to 

expose any security vulnerabilities.

LEARNING
MANAGEMENT
SYSTEM (LMS)
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