Security Awareness is a continuous process of training, testing, and remediation.
PhishingBox provides a suite of tools and services to implement and maintain a
comprehensive security awareness training program. Key components of this
security awareness ecosystem are described below.
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EMAIL THREATS

Respond to the most pressing phishing
threats quickly. Easily search for and destroy
email threats in real-time.

THREAT IDENTIFICATION
AND MITIGATION
Automatically clone active phishing threats

Security Inbox has been built to solve the into simulated phishing campaigns. This
problem of bridging the gap between security gives your users a better idea of what to look
training and daily threat operation management. forin their inbox.

Our endpoint software allows you to deploy and

use Phishing Inbox quickly with any dedicated

IMAP email account. 4 4 _
Security Inbox integrates seamlessly into

your email solution and our KillPhish add-in
for Microsoft 365 and G Suite.
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KillPhish™ helps users learn
what to look for using each
email as a learning
opportunity, combined with

security awareness training.

ENDPOINT'S EDGE

KEY FEATURES

KillPhish™ gathers IP
addresses, domains, email
addresses, words and other

likely known threat types
from different sources.
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KillPhish™ pushes your
endpoint protection even
further and helps users better
determine a real threat vs
legitimate emails.
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HUMAN ELEMENT

KEY FEATURES

Campaign Template Robust
WIZARD LIBRARY LMS

* Simple target management _ ¢ Pre-built phishing templates . ¢ Easy enrollment

* Test scheduling * Intuitive WYSIWYG editor ¢ Course tracking & reporting

* Real-time notifications © + Language localization © +School library

* APl & webhooks » Templates tiered by difficulty * SCORM support

* No software to install * Micro-learning compatible ¢ Partner courses

* Multi-client support s Effective landing pages * Customizable courses

* Easy-to-use interface ¢ Fully customizable * Dedicated portal

* Advanced reporting ¢ Custom phishing domains * Course reminders

MSPs, ask about our multi-client and whiteboard options.
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SECURITY THREATS

KEY FEATURES

Phishing Failure Content
AUTO-ENROLL LIBRARY § SCORM
You can easily filter employees Each account comes with Create full courses by
and assign training. With the free courses to easily assign uploading SCORM zip files
auto-enroll on failure enabled, training to employees and track the progress of
remedial training is assigned on security awareness and your users' security
automatically. related topics. training education.

*We also work with other Learning Management System, such as SmarterU and Moodle.
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