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Whitepaper: FDA Software Validation- Answers to the Top 5 Validation Questions 

The FDA (Food and Drug Administration) and IEC (International Electrotechnical Commission) 

requirements for validation of your manufacturing and quality system software can conjure up a 

lot of questions. Understanding the actual guidelines and best practices for meeting these 

requirements isn't always clear. This whitepaper provides answers the top five most common 

software validation and documentation questions asked by others in FDA regulated industries 

and demonstrates best practices for meeting the guidelines. 

 

1.) What systems are considered Quality Systems? 

The FDA mandates that software used for the design, manufacture, packaging, labeling, storage, 

installation, and servicing of all finished devices intended for human use shall be validated.  While 

ISO (International Organization for Standardization) and SOX (Sarbanes-Oxley) regulations are 

not as clear about the validation process, they do require that software development lifecycle 

processes be followed in areas where they apply because software validation demonstrates 

evidence which provides a high degree of assurance that a specific process will consistently 

produce the expected result.  

  

Your initial system assessment should provide you with the list of your systems which require 

validation. Below are eight of the most common systems. All of these systems fall under FDA 

regulation, but you can see from the connecting lines that ISO and SOX controls, also apply.  The 

systems in red typically affect multiple business units within the organization, most of which are 

Configurable-off -the-Shelf (COTS) software systems.  These systems allow you to configure the 

software to meet your business needs.   
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Figure 1: Most Common Systems that Require Validation 

 
 

2.) What documentation is required for Regulatory Validation? 

The following documents are what auditors like to see in a Quality System Validation:  

Software Validation Protocol; Network Diagram; Software Requirements Specification; Risk 

Analysis (the GAMP standard template is recommended); Part 11 Compliance Analysis; Design 

Specification (only for systems or areas of the system which contain custom code such as 

integrations between your Product Lifecycle Management (PLM) and Enterprise Resource 

Planning (ERP) systems) ; Test Plan; Test Specifications/Test Cases; and a Final Validation 

Report. These documents may be combined so long as you capture all of the information.  
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Figure 2: Standard Validation Documentation 
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-Software Validation Protocol (Validation Plan) 

This document outlines the project deliverables and responsibilities.  

-System /Software Requirements Specification  

This document details system requirements.  However, this is more than just a list of 

functional requirements it also should capture a good description of the various 

components that make up the system so that everyone has a clear understanding of what 

this system involves.  The Requirements Specification also needs to include information 

around physical hardware requirements, physical software requirements, client user 

requirements, training requirements and detail about any customizations or integration 

with other systems. 

-Network Diagram  

This required document provides a visual layout of how the system is configured on the 

network.  It serves to demonstrate that you understand how your system is configured for 

your implementation.  Note: this diagram may be included as an attachment to the 

(Software Requirements Specification) 

-Risk Analysis  

This document evaluates application safety and identifies potential hazards, the causes 

and the effect that each hazard has on the application safety and use. Because this is a 

business system the risk assessment should focus on the business processes being 

managed by the system vs. a more traditional FMEA risk assessment for software 

programs which are part of a device and pose direct patient risk.  Not all risks will be 

solely mitigated by the software, some risks are mitigated procedurally.     
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-Part 11 Compliance Analysis  

This document evaluates system applicability/requirements for the use of electronic 

signature as required by the FDA in 21 CFR, Part 11. 

-Design Specification  

Typically a design specification is not required for a purchased configurable business 

quality system.  In the event that major integration or customization is to be performed as 

part of the project this document may be added as deemed appropriate by the project 

team and quality reviewer.  

-Verification Protocol (Test Plan)  

This document defines the type of testing to be completed along with the procedures and 

schedules for those tests. 

-Test Specifications (Test Cases)  

This document contains the system level test cases, based on the functional 

requirements set forth in the Requirements Specification.  If these are separate or 

maintained as an attachment to the Verification Protocol it makes it easier to add 

modules or new phases to the validation package while limiting revision time.  Plus they 

are easier to format and work with testing wise. 

-Requirements Traceability Matrix  

This matrix details all system requirements including Requirements ID, and links them to 

the Test Case IDs.  This is a required document that can be helpful going forward when a 

change occurs, as it makes it easier to assess and identify where there is impact. 

-Final Validation Report 

The validation report should provide a summary of all documentation associated with the 

validation of the software and test case results. This report should include both a 

summary of all the validation activities and define how the system will be managed in 

production.  Information such as what work instructions are used to train users to use the 

system, what system support is available, how the system will be backed up, and how 

change control will be managed are extremely important elements captured in this 

document.  In essence it puts a bow on the validation package.  

 

3.) Why can’t I just purchase Validation Documentation? 

The FDA requires that verification and validation activities cover how a system is configured in 

the customer’s environment so there is no “one size fits all” validation. Many times software 

vendors will try to sell prepackaged validation documentation. Because a vendor selling a 
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prepackaged validation does not know your requirements they try and list every functionality that 

the system has and let you whittle down the list of requirements based on your use of the system. 

Since they do not know exactly which requirements you are going to keep and which 

requirements you are going to throw out they can’t group the test cases to contain multiple 

requirements.  Again, it looks like a great deal because they can show you all of these test cases 

that you are going to get with their packaged validation.  What they aren’t telling you is that 

sorting out which ones you want and don’t want takes a lot of time (possibly weeks) that your 

team might not have. 

 

Everyone’s business is a little different so software manufacturers such as Omnify Software have 

developed highly configurable systems that can be set up to manage your business processes 

electronically. Even if you don’t need to validate your system from a regulatory standpoint, 

methodical documentation and testing of your configuration is a good business function. It’s risky 

not to be sure (with documentation) that important activities are being handled electronically the 

way you think they are.    

 

4.) What is 21 CFR (Code of Federal Regulations) Part 11?  

Any software used to automate any part of the device production process or any part of the 

quality system, such as Product Lifecycle Management (PLM), must be validated for its intended 

use (21 CFR Part 820). This requirement applies to any software used to automate device 

design, testing, component acceptance, manufacturing, labeling, packaging, distribution, 

complaint handling, or to automate any other aspect of the quality system.  In addition, computer 

systems used to create, modify and maintain electronic records and to manage electronic 

signatures are also subject to the additional documentation requirements of 21 CFR Part 11. 

Such computer systems must be validated to ensure accuracy, reliability, consistent intended 

performance, and the ability to discern invalid or altered records. 21 CFR Part 11 establishes the 

controls and requirements to ensure electronic signatures and records are secure and reliable. 

 

5.) How do I upgrade or add modules to a Validated System? 

If you designed your validation documentation well it should be a fairly straight forward change 

control process to upgrade to new software versions or add new modules/functionality to your 

system. If it has been less than one year since the original validation, you should be able to rev. 

the documents by adding requirements for the new functionality into the Software Requirements 

Specification under the functional requirements section and updating other validation documents 

accordingly.  Then  either append the original test case document or add new module test cases 

as an attachment.  Keep in mind you should always retest some of the security elements to make 
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sure there was no impact as well as verify that history files are maintained for new functionality 

that has a quality impact.   

 

If it has been more than one year since the original validation, follow your change control 

procedure and include an assessment of other changes which may warrant full revalidation. 

Typically the software manufacturer has a major new software release that you will want to 

include or you may need/want to upgrade your infrastructure.  In this case you need review the 

previous validation, add new functionality, update the test cases to match current business 

processes, update work instructions and re-test.  Again, this is when those process-based test 

cases pay off.  

 

Conclusion 

The FDA requires that software systems used for quality purposes in place of paper records be 

validated for their intended use [Title 21 CFR Part 820(i)]. This means that when using COTS 

systems, companies must verify that the software is configured correctly to meet their business 

needs. Even if you are intending to do a relatively “vanilla” implementation you need to have 

documented evidence verifying that the system was correctly installed and configured correctly 

for your intended use. Performing software validation right the first time will save medical 

manufacturers both time and money now and in the future.  

 

Author: 

For the last 15 years Penny Goss has worked as a consultant and focused her business on 

verification and validation of technology controls and procedures to ensure compliance for 

businesses operating in regulated environments, primarily medical device, pharmaceutical and 

biotech companies regulated by the FDA, ISO & Sarbanes Oxley. Penny has helped numerous 

Omnify Software customers with their validation procedures with outstanding audit results. 
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Omnify Software is a leading provider of business-ready Product Lifecycle Management solutions 

for Aerospace and Defense, High Tech and Electronics, Medical Device, and 
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