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Good marketers pitching legitimate products and services are often the victims of overzealous spam 
filters and anti-spam ISPs (Internet service providers). Although these ISPs are constantly tweaking 
their methods of catching spam and spammers, no system is perfect, and legitimate email marketers are 
sometimes caught in the crossfire. Just a few years ago, ISPs measured just two things: hard bounces and 
spam complaints. If your hard bounces were under 5 percent and spam complaints within a 0.10 percent 
threshold - that’s one complaint per thousand emails - you were considered reputable. Today’s ISPs 
assemble a number of metrics, including user click-through rates, open statistics and hard bounce rates, 
to define your overall score. To make matters even more complex, the formula they use is constantly 
changing.

Things are definitely getting more complicated in the ISP email wars. The good news is that you don’t 
have to be an innocent casualty if you take the right steps now to protect yourself.

Why Email Deliverability Is Critical to Marketers
Picture this: You’re about to flip the switch on what you hope will be a blockbuster product launch. You 
and your team have been working nights and weekends to make this happen. You’ve approved the ads. 
Your landing page is ready. Your marketing email is written, designed and ready to go live. You are ready 
to hit ‘send’.... but wait...

What about your email deliverability rate? How does it rank? Heck, do you even know if your emails are 
being delivered? 

Here’s the bottom line: If email deliverability is just an afterthought, you are already at a serious 
disadvantage before your campaign has even launched. To protect yourself in the ISP email wars, the 
sooner you address the factors that impact deliverability, the better.

Email: The Single Most Effective Weapon in Your Marketing Arsenal
Econsultancy’s Email Marketing Census of over a thousand 
marketers found that email surpassed SEO as the digital channel 
with the highest ROI. On average, respondents attributed 23 
percent of their total sales to the email marketing channel, 
compared to 18 percent of respondents the previous year - 
equivalent to an increase of 28 percent in one year. ExactTarget’s 
State of Marketing Report (which surveyed more than 2500 
marketers worldwide) found that nearly seven out of ten 
respondents believe email is “core to their business.” Email clearly 
offers results. But to succeed with it, you must address several 
factors, from design to deliverability. After all, you can’t expect your 
customers to act on messages they are not receiving!

7 out of 10 
respondents 

believe email is 
“core to their 

business.”
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What Is Deliverability? Is It the Same as Open Rate?
As a marketer, you’ve probably heard of the term “open rate.” Open rate reflects the percentage of 
people who end up clicking on your marketing email in their inbox, rather than marking it as spam, 
ignoring it, or deleting it without reading it. Deliverability rate is not the same thing as open rate. It’s 
even more fundamental. The open rate only accounts for emails that have actually made it into the inbox, 
while the deliverability rate takes into account the number of emails that, for whatever reason, didn’t end 
up making it to the inbox.

Marketers often make the mistake of measuring the success of their email marketing campaigns based 
on the open rate, but let’s face it - nobody is going to open an email that they haven’t even recieved. So 
while good subject lines and strategic sending times matter for open rates, without a consistently high 
rate of deliverability, their impact won’t make much of a difference.

Let’s say that the open rate for your email marketing campaign is 20 percent, meaning one out of five 
recipients took the time and trouble to open your email. Sounds pretty good. But what if you have a 
deliverability rate of only 50 percent? You’re missing out on talking to half of your prospects!

The Truth About Deliverability
It’s critically important to distinguish between intended recipients and actual recipients. In the example 
above, among actual recipients your open rate stands at 20 percent. But among intended recipients, 
your open rate in this case in reduced by half, to just 10 percent. That’s half as many potential opens, 
half as many potential sales conversions, and half as much potential revenue generation from your email 
campaign.

Deliverability refers to an email campaign’s ability to reach intended recipients and the correct inboxes 
(avoiding spam folders for one!). Your deliverability depends on several factors, so there are multiple 
ways in which you can work to improve it. Some of these include learning the expectations of Internet 
Service Providers, closely monitoring reports and statistics, building and maintaining a strong, clean 
database, and providing a contingency plan for when a list goes bad. When your deliverability fails, so 
does your marketing campaign. You can find yourself being added to blacklist upon blacklist, getting 
reported for spam, and sending out emails to peoplewho will never receive them. ISPs are constantly 
finding new ways to block your emails and limit their reach, so you need to stay on top of things if you 
expect to reach the top of the inbox.

Not good.
If your subject lines are compelling enough 
to grab the attention of 20 percent of your 
recipients, then all the more reason to 
maximize your deliverability. You’ll not only 
have a more accurate picture of how effective 
your campaigns actually are, but your open 
rates will automatically get a natural boost.
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Scaling Your Email Campaign: Succeeding Without Spamming
As a result of the unparalleled effectiveness and ROI of 
email marketing, marketers are sending out more emails to 
more recipients than ever before. With email growth comes 
opportunity - but also risk.

Clearly, email campaigns are growing in size. Econsultancy’s 
Email Marketing Census found that the percentage of companies 
sending more than one million emails per month doubled 
between 2007 and 2014.

Email lists are growing too. The MarketingSherpa Email 
Marketing Benchmark Survey found that 67 percent of 
respondents said their email lists were growing either 
“somewhat” or “very” rapidly. Scaling an email campaign from a few thousand to a few million emails 
presents ample possibilities - but also potential problems. That’s because the higher your email volume, 
the more likely it is that ISPs will deem you a spammer (known for their notoriously high send rates). 

Everybody hates spam. The recipients whose inboxes get clogged with it. The ISPs who do everything 
they can to filter it out. And last but not least, legitimate email marketers like you.

So while billions of legitimate marketing emails are sent every day, the sobering fact is that nearly seven 
out of every ten emails sent are spam - unsolicited, untargeted emails sent blindly to huge numbers of 
email addresses, often pitching shady products or services. It’s therefore important for legitimate email 
marketers to understand the key factor setting them apart from spammers - and that’s sender reputation. 

Being reported as a spammer
“some countries have legal 

implications for this”

Getting blacklisted Getting permanently

blocked by ISPs

67 percent of 
companies

say their email

lists are growing

either “somewhat”

or “very” rapidly.”

Dead Deliverability Means….
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The Importance of a Good Reputation
When it comes to email marketing, reputation is everything.

If you have a good sender reputation, a higher percentage of your 
intended recipients will receive your marketing emails. In fact, a 
study by respected scoring vendor ReturnPath found that sender 
reputation is responsible for 83 percent of all spam-filter hits. 
Different ISPs use different criteria for filtering spam, but they 
all relate closely to reputation. If you have a bad reputation, that 
email you worked so hard to write and produce is more

likely to end up trapped by spam filters, no matter how good it is. 
Research shows that more than one out of five marketing emails 
fail to make it to the inboxes of intended recipients and that the 
bad reputation of the sender is often to blame.

So while billions of legitimate marketing emails are sent every 
day, the sobering fact is that nearly seven out of every ten emails sent are spam - unsolicited, untargeted 
emails sent blindly to huge numbers of email addresses, often pitching shady products or services. It’s 
therefore important for legitimate email marketers to understand the key factor setting them apart from 
spammers - and that’s sender reputation.

According to ReturnPath, sender reputation is responsible for 83 percent of all spam-filter hits. To make 
matters worse, it’s hard to come back from a bad sender reputation. Once the reputation of your IP 
address is at risk, your deliverability rate can decline quickly, and the root of the problem - along with the 
associated penalties - can be very difficult to remedy.

How ISPs Identify the Bad Guys
Since spam is so incredibly annoying to just about everybody, it’s no surprise that ISPs are waging open 
war against spammers. The first step in any war is identifying the enemy. ISPs use the following tools, 
signs and signals to distinguish the bad guys from the good guys:

Spam traps - Spam traps are old inboxes that ISPs reactivate in order to identify 
illegitimate email. These addresses have never opted in for your emails, so whatever hits 
their inboxes is identified as spam.

Hard bounce rates - A hard bounce means that the email address no longer exists or that 
it is not recognized by the ISP. Both are indicators of spam. A soft bounce can come from 
a temporary problem with the recipient’s inbox, but hard bounces are a clear and present 
warning to the ISP that there is a possible spammer in the works.

Sender reputation 
is responsible for

83 percent of all 
spamfilter hits.
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Complaint rates - Chances are you’ve hit the “mark as spam” button on annoying or 
sleazy marketing emails that pushed you over the edge. Too many of these complaints will 
mark a sender as a potential spammer.

Email volume - If you are sending a million emails or more per month, realize that you 
are under the ISPs’ Klieg lights. They will be watching you extra closely for suspicious 
activities. If you are a high volume sender, you can’t afford not to be on your best 
behavior.

A Good Reputation Depends On Good Hygiene
Your sender reputation depends heavily on the quality of your mailing lists, and the quality of your lists 
depends on the care you take in keeping them clean. 

Try these tips for maintaining good list health (and a better sender reputation):

Use only opt-in lists, and don’t use lists of end users who have opted in to receive emails 
from someone other than yourself. Purchasing an opt-in list from a third party - who may 
be in a different industry - is very risky and should be on the Marketer’s Never-To-Do list!

Make it as easy as possible for end users to unsubscribe. Offer multiple opt-out paths, 
generate regular re-permission campaigns, and clean lists of inactive subscribers 
frequently. These are the best ways to avoid spam complaints and hard bounces, which 
can seriously damage your reputation.

Be vigilant about “from” addresses, subject lines and email content. ISPs like to see a 
“from” line that identifies you, rather than a third party, as the sender. Check frequently 
which trigger words set off spam filters (“free”, “save”, “order now”, etc.), and use best-
practice content creation. 

Be cautious about email send frequency. Sending too many emails in too short a time 
could end up making frustrated recipients classify the email as spam, even if they opted 
in with you. Too much of a good thing can definitely hurt your reputation.

All of these steps are intended to help you earn a high sender score, which is key to earning and keeping 
the trust of ISPs.
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The 3 Most Common Email Blacklists
However, even if your sender score is high and your list is clean, you might still end up on one of the 
many anti-spam blacklists operated by anti-spam advocates across the world. 

Some ISPs will not inform you if you’ve been blacklisted, so it helps to know which are the most 
commonly used email blacklists in order to be able to check them yourself.

• Spamhaus refers to the combination of four different email blacklists that list both IP addresses and 
domains.

• Typical offenders usually stay on the Spamhaus list for only one to two days before getting 
themselves off. Usually the maximum amount of time you can expect to be on the list is about six 
days.

• While Gmail does not explicitly state which email blacklists they rely on the most to identify spam, 
studies imply that they most likely rely on Spamhaus 82 percent of the time and CBL 4 percent of 
the time.

• Unlike other email blacklists, most IPs and domains end up on Spamhaus’ email blacklist during the 
July period instead of the November to December period. However, it should be noted that July is a 
holiday period where marketers adopt more aggressive sales tactics.

• SpamCop tends to have a stable listing rate, consistently hitting 16 percent - 18 percent from 
Monday to Sunday, and it only lists IPs.

• While being one of the most consistent listors of spammers, IPs generally only remain on this list for 
one day or less.

• This email blacklist sees the most activity during the Christmas holiday period, with its peak of 
around 2000 IPs listed over November.

• SpamCop has been operating since 1998 and has improved its service based on feedback from users’ 
spam reports.

• AbuseNet is an IP-based email blacklist.

• This email blacklist has the most listings over October, just before the holiday season.

• 60 percent of IPs listed get removed from the email blacklist between one and two days, but 30 
percent only get off seven days after first being listed.

If you ever find yourself on one of these lists and you want to get emailing again, all is not lost, as you 
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can work directly with the owner of the blacklist website to remove your IP address from their database.

Obviously, improving your deliverability is only the first step towards lightlistment, away from the 
darkside of blacklistment - but it is an important one. Here are some tips to get you started.

Remove Hard Bounces by Cleaning Your Lists

You can do this the hard way by manually going through your reports, finding hard bounces and removing 
them - or you can do it the easy way and use a list cleanup service.

Subscribe to Feedback Loops

Subscribers who complain about your emails aren’t subscribers, they’re prisoners to your constant 
nagging. A lot of ISPs provide a system known as a feedback loop, which lets you know which 
subscribers are complaining about your mail via a report - but they can’t send you this reportif you don’t 
subscribe to their list.

Don’t be a pest! Subscribe now to feedback loops so you can remove unwilling participants from your 
mailing list - before you get swatted onto an email blacklist.

Never Buy a Mailing List

If it’s too good to be true, it probably is; and if you still believe that bought lists can add some

value to your email marketing campaign, you’re in for a rude awakening. Bought lists are full of old email 
addresses, hard bounces, and personal details of people who didn’t intend for them to become public. 
Not to mention that buying a list is illegal in most countries!

Now you can start turning your blacklist additions into whitelist applications. We recommend 
Certification.EQ from ReturnPath, as this covers a wide range of whitelists.

The Difference Between an ESP and a True Deliverability Expert
Email Service Providers (ESPs) are typically well-suited for smaller businesses that want to send a few 
thousand marketing emails or less per month.

The larger and more active your email marketing campaigns, however, the greater your exposure to 
issues that can derail your marketing success. With mailings of 50,000 and more, a minor problem can 
quickly become a major catastrophe, costing you time, money and reputation.

But don’t look to ESPs for help! They aren’t designed to handle either high-volume email campaigns or 
the potential problems that may ensue. In fact, the typical ESP uses automated actions based on pre-set 
thresholds to terminate the accounts of error-prone clients. That’s right — instead of taking the time to 
help their struggling clients succeed, they usually just cut them off and say, “see ya!”

In marked contrast, a true deliverability expert actively collaborates with clients on a day-today basis, 
applying their analytical expertise to resolve issues and help clients regain their good reputations.

A true deliverability provider continuously analyzes clients’ sender statistics to pinpoint the reasons 
behind a soft bounce. They also work with clients to analyze user engagement - which is increasingly 
important to ISP scoring - and to do content variation testing. They may also offer their own, high-
reputation IP addresses as a means of helping clients improve their sending experiences and reputations.
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Drilling Down Deliverability
Perfecting deliverability can be a tough and long road, but a necessary one if you want to improve your 
email marketing ROI.

Lucky for you, there are various tools and options available to help you achieve a great deliverability 
rating.

Reports Feature - This will show how your email is faring by highlighting your hard 
bounce rate (undelivered emails), your open rate, and your engagement rate with your 
subscribers.

List Cleanup - Mailing lists can decay and email addresses can become abandoned, 
and sending to these addresses can hurt your deliverability. Cleaning your list involves 
searching for these addresses and removing them from your mailing lists.

A/B Testing - This will test which email formats, mediums and more are best received by 
your readers.

Maintaining Your Deliverability
You need to maintain your deliverability if you expect it to last. Here are some tips on dodging some of 
the possible problems that lie on the road ahead.

Double Opt-In - Make sure you send a verification email after someone subscribes.

Keep Your Mail Relevant - Stick to the content that made your subscribers subscribe in 
the first place.

Offer Value - Always give people a reason to read through your mail.

Eliminate Bounces Immediately - They’re not going to get any better.

Include an Unsubscribe Option - And honor requests to be removed.

Re-Opt-In - Send a mail every now and then to verify if your subscriber would still like to 
receive mail. If you get no response, delete them off your list.

NEVER buy lists - Always earn them.
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If you’re a marketer, you need email deliverability.
Email has always been a fact of digital life, but for today’s marketers it’s anything but ordinary. Email is 
the most effective sales channel because it takes your case - or your product or service - directly to the 
customer.

The higher your email volume, the greater the potential reward. But volume isn’t everything. Neither are 
fancy graphics or clever subject lines. To be effective, your email needs to be delivered.

Remember: On average, 22 percent of emails go undelivered, so it’s not just a simple matter of hitting a 
switch, or hiring a less-than-complete email service provider to improve on that statistic. 

Strengthen your sender reputation using the tips we’ve discussed, and you’ll likely reap significant 
rewards in deliverability, prospect engagement, interest, action, and results.

If you’re a high volume sender, you don’t have to be a casualty in the ISP email wars. A qualified 
deliverability expert will help guide you out of the r ough terrain and toward the peace and prosperity 
that you and your email campaigns deserve. It’s definitely a battle worth winning.

Delivery Terminology Glossary
Knowledge is power - and knowledge in deliverability is money.

If you are looking to achieve success in your email marketing campaign, it is helpful to have an 
understanding of the vocabulary surrounding deliverability.

Abuse Complaints / Spam Reports

When a recipient says no - they mean it!

If a consumer clicks the report spam button on your mail, it notifies the ISP in question. If the ISP 
is using feedback loops, you can find the complaint and remove the offended address from your 
mailing list. It’s important to remove these, as failure to do so will result in your address being added 
to a blacklist.

B2B and B2C Email

B2B refers to email sent from your business to another business, while B2C refers to email sent 
from your business directly to a consumer or private email address.

Blacklist

These are lists kept by companies and ISPs listing IP addresses or domains that constantly send out 
unsolicited emails, engage in bad email practices, or even associate with a website that engages 
in bad email practices. Being added to a blacklist hurts your sender reputation and kills your 
deliverability - because it blocks your mail from being sent.

Bulking

When an email is sent to the spam folder instead of the inbox. This could be due to content 
resembling spam, blacklisting, improper authentication, or bad sender history.
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Engagement

An engaged reader is actively opening your mail, clicking on the links in it, and reading through the 
content. If your recipients are engaging with your mail, your sender reputation will go up and your 
deliverability will improve. If they are not engaging, unsubscribing or complaining, then the opposite 
will happen and your deliverability will suffer.

Internet Service Provider (ISP)

Refers to any entity or corporation that can receive mail. Entities other than the major and well 
known ISPs may still have the ability to filter mail and provide FBL reports.

MTA

An application that can transfer email.

Personalization

This refers to a process that details the mail you send out with information about the recipient to 
make it more reader-friendly, such as their name, birthday, product they clicked on, etc.

Sender Reputation

A grade assigned to your IP or domain that is generated based on engagement, spam complaints, 
bounces, how many emails you send, etc. Each ISP has a different grade for each IP or domain. The 
better your sender reputation, the less likely it is that your mail will be blocked.

Seed List

A list of test email addresses used to determine if email is delivered and where it is delivered  
to in the inbox.

Spam Trap

Abandoned email addresses which ISPs have turned into a trap for catching senders who send mail 
without permission. Generally you see spam traps in old lists and bought lists.

Subscriber

Your bread and butter. These are people who have given you permission to send them mail on a 
regular basis. The more subscribers you have, the better your reputation and deliverability.

Transactional Email

A one-to-one email sent to individuals or small groups. Usually indicates receipts, confirmations, 
reminders, or any extremely personalized email. Transactional emails should be sent separately from 
your marketing emails to protect your deliverability.

Unsubscribe

When a subscriber requests to be removed from your mailing list. You must remove all who request 
this, as failure to do so will result in legal implications (CAN-SPAM act, for example).

Whitelist

A list or registry of senders who are confirmed as using good email practice. Switching over to bad 
email practice will get you removed from the whitelist.
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Need Help?
If you’re looking for a true deliverability expert, consider SMTP. We work with clients who send 10,000 
to 100 million emails a month to help them maintain great sender reputations and achieve optimal 
deliverability rates. We back our services with a robust, fully redundant cloud infrastructure that employs 
the high performance, highly-scalable Momentum Message-Transfer engine from Message Systems.

Although we’re in the cloud, our customer services are very down to earth. We work to help our clients 
resolve whatever issues they encounter in their email marketing efforts. And we offer live, human 
support 24/7/365 via phone, live chat and email.

LEARN MORE

Tech Tips
• Authenticate your deliveries with ISPs via Internet standards such as DKIM (DomainKeys Identified 

Mail) and SPF (Sender Policy Framework).

• DKIM (DomainKeys Identified Mail) uses a cryptographic signature to show the ISP where the source 
of the message is. It prevents spammers from forging a source address, a practice that helps them 
hide from spam filters. The SPF (Sender Policy Framework) also validates the sender’s address, but in 
a different way. It lets the sender provide a list of valid IP addresses to the ISP, so the ISP can tell if a 
mail purports to come from that sender, but is not from one of the approved IP addresses.

• Another standard, Domain-based Message Authentication, Reporting and Conformance, coordinates, 
and adds to, the actions of DKIM and SPF, DEMARC authenticates the sender’s address, but also 
gives the receiver a means of reporting back to the sender. This can help the sender guard against a 
future attack.

LEARN MORE

http://www.smtp.com

