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Digital Rights Management (DRM): A Guide for Business
Everything you must know when it comes to using digital 
photos, text and videos

Protect your business against expensive claim damages. This 
white paper provides you with:  

 ■ A basic understanding of copyright issues 

 ■ A practical overview of typical at-risk situations 

 ■ Six simple ways to avoid risks and identify problems early
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Executive Summary

Copyrights must be taken seriously by businesses in today’s digital age. Careless management can quickly lead to 
considerable financial damages.

Raising employee awareness, carefully defining processes and leveraging a digital asset management solution can 
help you avoid copyright problems and minimize risk.

Businesses can familiarize themselves with digital rights management using these six approaches:

 ■ Keep it simple! Security is the number one priority, but too much complexity can undermine efforts.

 ■ Raise user awareness: Even the best solutions don’t help if your staff doesn’t employ them.

 ■ Use metadata: Capture and assign metadata and integrate important information into your workflows.

 ■ Elaborate information: Make usage copyrights clear and understandable.

 ■ Automate when possible: A digital asset management (DAM) system can take important tasks off your 
hands and execute them without errors.

 ■ Map user roles: Not everyone in your company uses content in the same way. With customized user roles, 
everyone can concentrate on their tasks better.
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DRM: Take it Seriously 

Do you know when, where 
and how you can use your 
digital content?

Organizations underestimate 
copyright problems as a source 
of risk. Often, digital rights 
management is only taken seriously 
when there is a claim for damages.

$1.6 Million in Damages

A jury determined that nutrition 
supplement company, Stemtech 
Health Services, had to pay $1.6 
million in damages to specialty 
microscopic photographer 
Andrew Paul Leonard for copyright 
infringement. This came after 
Stemtech used his bone marrow 
images without consent in videos, 

publications and on its website. A 
costly decision.1

$40K in Damages

Or consider the $40K+ a jury awarded 
to photographer Peter Wodarczyk 
because the Philly Pretzel Factory 
used his photos without consent in 
a media campaign across more than 
50 billboards, a website, buses and in 
stores.2

Website Takedowns

Under the Digital Millennial 
Copyright Act (DMCA)3, a 
photographer can petition for your 
website or web page to be taken 
down if you’re using unauthorized or 
unlicensed works.

This white paper details the 
responsibility, risk and what you 
can do to keep track of your licenses 
as well as protect yourself against 
copyright claims. This is based on our 
experience on numerous customer 
projects with leading brands.

We’ll focus on sustainable 
management and relevant IT 
solutions. We would like to 
emphasize that this is not legal 
advice. You should seek legal 
counsel for specific legal issues. 
The approaches presented here 
are operational best practices for 
informational purposes.

Intellectual Property Is the ‘Oil of the 21st Century’

Do you use photos on your 
website that you didn’t 
take yourself?

Do you use videos or music in your 
social media marketing? Do you rely 
on photos to illustrate brochures or 
in the company blog?

If you are like most businesses, you 
do. Organizations today must use 
visual content and multimedia to 
communicate effectively.

Mark Getty, the founder of the stock 
photo agency Getty Images, once 
described intellectual property as 
the ‘Oil of the 21st century’. Today, 
more content is produced and reused 
worldwide than ever before.

What’s Behind Copyright Laws?

Per US law, so-called intellectual 
products like pictures, photos, 

videos or artistic, literary and 
academic texts are the intellectual 
property of the creator, that is, the 
author, photographer or filmmaker. 
Copyright law states that only the 
respective creators may decide 
whether their works may be 
reproduced or used.

The idea behind copyright law is 
simple: Intellectual property has 
value that can be utilized, even if they 
do not function like other physical 
items. To promote innovation, 
copyrights ensure creators 
adequately profit from the use of 
their work.

Digitization has made it possible to 
easily duplicate content with a few 
simple clicks.

But this can pose a problem. Just as 
easily as staff can copy data, they are 
now able to inadvertently infringe 

upon the copyrights of creators and 
cause serious damage in the process. 
Rights violations are often caused by 
ignorance or failure to communicate.

This is compounded by the fact that 
companies often operate multi-
nationally and must also adhere to 
international law.

Copyright infringements aren’t just 
a problem for Internet users who 
download music illegally or stream 
unlicensed movies – they affect 
day-to-day business.

Licensing Gone Wrong

Let’s assume you want to purchase 
pictures for your new product 
brochure. You buy a photo from 
an agency and print it on the front 
page. Your product is a bestseller 
with demand from all over the globe. 
The brochure gets translated and 
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What are my DRM options? 

Do Nothing

Organizations that fail 
to educate their web 
and social teams are 

putting the financial security of the 
organization at risk. Unfortunately, 
many organizations haven’t set up 
processes or systems to safeguard 
against the wrongful use of creative 
works  – images, videos, documents. 
And this often stems from a lack of 
understanding, previous ‘luck’ or 
overreliance on intuition to guide 
decision-making.

Creative Commons as an Alternative

An alternative to using copyright-
protected material is utilizing 
free Creative Commons licenses.4 
Creative Commons is a license 
that allows usage – in some cases 
commercial usage – subject to certain 
conditions. Flickr5, for example, lets 
you perform targeted searches for 
creative commons photos and videos 
that many be used commercially.

Digital Rights Management

For most companies, total reliance 
on Creative Commons and your own 
photographs aren’t enough to meet 
the digital demands of today’s media-
hungry consumers. The preferred 
choice is to educate your team and set 
up a formal DRM policy, process and 
system to manage digital licensing 
usage rights for all your visual 
content used publicly. Digital rights 
management has a very clear goal: 
To provide security for the business’ 
own creative works and avoid damage 
claims from outside parties.

 “Carefully documenting the licensing 
information is not sufficient by itself. 
A solution needs to be combined with 
workflow, otherwise it won’t be used.”   

 
— Andreas Mockenhaupt,  

Director Professional Services, EMEA  
Canto

Common reasons why DRM fails

 ■ Information not recorded: Maybe 
there was a gentleman’s agreement or 
there wasn’t a proper place to input the 
data.

 ■ Separate database: If a business hosts 
an external database to lookup licensing 
requirements every time a photo is 
used, then employees will not make the 
effort to ensure proper copyrights are 
respected. In general, complicated or 
impractical workflows will be skirted.

 ■ It takes too long: Sometimes, 
employees understand and can view 
licensing information, but due to severe 
time constraints might condense their 
workflow and simply skip it. This is 
difficult to avoid, especially in the 
modern communication environment 
where deadlines are tight and everything 
must be fast. The newsletter needs to be 
sent. The Twitter feed needs to be fed.

 ■ Copyright problems are quickly 
forgotten: It’s easy to forget that your 
organization may very well end up with a 
hefty fine or problematic legal suit.

 ■ Technical shortcomings: Do you 
always know where a specific image is 
used? When a license expires, it may be 
challenging to track all usages across 
subpages, social channels, brochures 
and ads.

you distribute it worldwide. You‘re 
delighted with your success until a 
lawyer‘s letter lands on your table 
accusing you of violating copyright 
laws. What follows is a lengthy court 
trial costing time and money. So what 
happened?

When you purchase usage rights, 
these licenses are usually restricted 
both by time and place. In this case, 

the usage license for the picture 
applied to the USA, but not to other 
parts of the world. The employees in 
your marketing department were not 
aware of the licensing regulations 
when they commissioned the Adobe 
InDesign file for localization in 
European markets.

To avoid such licensing disputes, 
it’s essential to save the license 

information together with the 
corresponding file. Only when the 
parameters stipulating when and 
how the picture is to be used are 
readily available is it possible to 
ensure that your employees adhere to 
these restrictions.
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DRM Protects Yourself and Your Organization 

Once negligence of copyright 
and licensing confront a 
company, decisions must 
be made. Most businesses 

do not have the resources to train all 
its employees on copyrighting – and 
it‘s not necessary either. As with 
other compliance issues, intelligent 
workflows and innovative IT 
solutions help reduce complexity.

So how do you secure good digital 
rights management? We have put 
together some best practices for 
you to safeguard the handling of 
copyright-protected material.

1. Keep It Simple!

Complex processes and 
impracticality rarely work.

Try to keep work processes as simple 
as possible. After risk mitigation, 
reducing complexity has the next 
highest priority.

What does simplicity mean? 
Naturally, it depends on your specific 
work environment.

If one of your daily tasks is to 
distribute content using a content 
management system or via social 
media, simplicity can mean that you 
are able to hide content for which a 
license has expired so that it doesn‘t 
get shown as an option for use by 
employees.

If you are managing content and 
licenses for your colleagues, 
simplicity can mean that all you need 
to do is click to see the files whose 
licenses are about to expire soon or 
replace a default image in place of 
one that has expired.

However, it is precisely this 
simplicity that requires a lot of 
planning and includes employees in 
the process.

A good rule of thumb here is Albert 
Einstein‘s famous quote: “Everything 
must be made as simple as possible. 
But not simpler.”

“It is not enough to assume that the 
license information is going to be 

checked at each step. For optimum 
safety, DRM must become an integral 

part of the process.”    
 

— Andreas Mockenhaupt

2. Raise Awareness

If you want to change how your 
company deals with copyright-
relevant material, the first step is to 
continually communicate with your 
employees. Be sure to explain the 
reasoning behind your changes.

Explain the potential consequences 
if unlicensed material is handled 
carelessly. Your employees will 
adhere to new safety measures only 
if they can comprehend them – 
this is especially true in stressful 
situations. Empowering employees 
with knowledge about handling 
copyrighted material will allow them 
to help you prevent leaks.

3. Use Metadata

There are several automated control 
mechanisms that can be used to 
prevent problems with copyrights. 
However, for the mechanisms to take 
effect, you will need a system that 
can process this information. As we 
already discussed, it isn’t advisable to 
save license information externally – 
i.e. in a separate database or even in 
an Excel file. The preferred method 
is to store the data together with the 
pictures in a central digital asset 
management (DAM) system.

The advantage of using a digital asset 
management system is that you don‘t 
have to enter all the information 
manually. Most stock images or 
even photos you purchase directly 
from photographers already provide 
information in their metadata. Take 
advantage of this and configure your 
DAM system in such a way so that 
when adding photos, the license 
information is imported at the same 
time. Automating such processes not 
only saves time, it also avoids typos 
and other human errors that can 
happen when entering data.
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You will find a lot of other data in 
the metadata of your digital asset 
management solution that you can 
integrate into your work processes. 
With Canto’s DAM Cumulus, for 
example, we can trace which 
brochure or PowerPoint slide a 
picture was inserted. Being able to 
recall information like this with just 
a few clicks not only helps you with 
licensing questions, it simplifies 
working with digital content in 
teams and improves communication.

4. Make License Info Visible

Once you’ve saved the corresponding 
license information in your digital 
asset management system, you 
should make it available to your 
employees. A tried-and-true method 
of doing this is to make licensing 
information visible.

Visualization provides the user 
with an overview of the current 
photo inventory and lets them know 
straight away which photos can be 
used and for what purpose.

Let‘s assume you divide your content 
into three distinct categories: 
Content you have produced yourself, 
licensed content and expired 
content. Depending on the category, 
you can color-code the pictures with 
an icon: green for your own content, 
yellow

for content with a license and red for 
expired content.

This increases transparency because 
they don‘t have to click on each 
picture individually in order to view 
the licensing information. It helps in 
the decision-making process as they 
have all the relevant data at a glance. 
Above all, it saves time and helps 
your employees respond faster.

5. Use Automatic Reminders

We recommend integrating license 
management into your workflow. 
Consider using a system that queries 
the information and issues a warning 
automatically when used improperly. 
Let routine administrative tasks 
be executed by a digital asset 
management program. For example, 
when working with pre-defined 
reminders: before a license for an 
image expires, the system sends 
an email to one of your employees 
with the relevant information. 
The recipients can then decide for 
themselves if the picture is being 
used now and, if necessary, acquire a 
new license.

The integration of your systems 
also provides additional benefits 
for intelligent digital rights 
management. For example, if your 
web content management system 
is integrated with your digital 
asset management system, and the 

pictures on your website are served 
up directly from your DAM, the 
system can react in the case of an 
expired license. If your staff does 
not renew a license despite warning 
emails, the software may pull the 
emergency brake and take the picture 
offline, replacing it with a predefined 
default image. In this case, it is no 
longer sent to the website via the 
interface and you can avoid possible 
legal action.

Digital asset management can 
provide the technical basis for 
effective administration of your 
media files. However, the protective 
mechanisms of your digital rights 
management are just as infallible as 
the integration of the system into 
your workflows.

6. Define User Roles

To protect your content, carefully 
considered user roles are important. 
Your employees have a wide range 
of responsibilities. Some might 
be responsible for inserting new 
content, while others use or manage 
files. In a digital asset management 
system, these roles can be pre-
defined as user roles, which means 
that the users will have precisely the 
rights they need.

You can assign user roles for work 
with external staff. Freelance graphic 
designers, for example, can upload 
new InDesign files as drafts into 
your system without having access 
to your content. You may grant 
externals access to low resolution 
or watermarked images only, which 
get replaced with source files when 
finalized. This keeps full-resolution 
licensed files safely in-house during 
the creative process.

At the same time, all employees with 
the same permissions have access to 
the same data pool, which simplifies 
teamwork and prevents copies of 
unlicensed pictures from being used.
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User-Generated Content

User-generated content is digital 
content created by users outside 
professional publishing routes. The 
handling of user-generated content is 
unique in digital rights management.  
Much of the ‘publishing’ happening 
on social media platforms such as 
YouTube, Facebook or Instagram 
is user-generated. Ever since the 
Time named the ‘Internet user’ as its 
2006 Person of the Year, interactive 
brand communication via new social 
media platforms has been rising 
steadily. Engaging campaigns such as 
user reviews of products and photo 
contests have subsequently become 
staples of marketing departments.

The problem with user-generated 
content often stems from copy-
right issues, which as we’ve already 
learned should not be underesti-
mated. If you’re doing a stock photo 
buy for business photos, then you 

usually get a clear license. From that 
license, you’ll find out exactly where, 
when and for what purpose you’re 
allowed to use the images. However, 
it isn’t easy to convey these legal 
provisions to users when they put 
content on the company website. If 
you want to include your customers’ 
material in your brand communica-
tion you should get legal advice and 
make sure that the users grant you 
the copyright. This isn’t just true for 
campaigns running on your website 
but also for social media initiatives.

In many companies, a lack of copy-
right sensitivity is a risk. This is 
especially prevalent with private 
users. Viral phenomena such as 
photos containing ‘memes’ are often 
on shaky copyrighting grounds. This 
is usually because users found the 
photos somewhere on the Internet 
before first ascertaining whether 

they can reuse and publish them. You 
need to make clear that photos on the 
company site are not allowed to harm 
third parties.

The same standards for professio-
nally created content also apply to 
user-generated content. Successful 
digital rights management can only 
be effective if the necessary infor-
mation is documented. Digital rights 
management systems are effective at 
recording information automatically 
generated from social media chan-
nels as well as other data such the 
name of the author, type of license, 
date of publication, etc. Syste-
matic recording of this information 
provides the legal underpinning for 
correct behavior in dealing with user-
generated content in the company.
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About Canto
Canto is committed to innovation, with a focus on delivering digital asset
management (DAM) and asset collaboration and engagement (ACE) software and 
services that solve customers‘ ongoing brand asset challenges and help promote
brand awareness. Founded in 1990, Canto is an industry pioneer and leader with 
more than 2,500 customers worldwide. Canto‘s o erings include its  agship enterprise 
DAM technology, Cumulus, which allows customers to e ciently secure, repurpose and 
distribute brand assets, and the marketing solution Flight to facilitate asset collaboration 
and engagement. Supported by a global partner network, Canto is based in San 
Francisco (USA), Berlin and Giessen (Germany). For more information visit canto.com.

About Cumulus
Cumulus allows companies to easily create, organize,  nd and repurpose digital content 
— on any platform. It helps customers protect their brand assets, ensure e ciency
and improve their bottom line. Cumulus can be integrated with popular applications, 
and customized to support and streamline digital work ows.
Cumulus X represents version 10 and introduces the neXt level of enterprise digital asset 
management, building on its long history of DAM customer success.

The Canto and Cumulus logos are registered trademarks of Canto. Other company and product names might be trademarks of their respective
Copyright ©2017 Canto GmbH. All rights reserved. | info@canto.com | canto.com

Conclusion

Raising employee awareness, 
carefully defining processes 
and leveraging a digital asset 
management solution can help 
you avoid copyright problems and 
minimize risk.

Next steps 

Please contact Canto if you have 
any questions about the individual 
implementation of the best practices 
presented here. We’ll be happy to 
advise you on how to optimize your 
digital rights management by using 
a digital asset management solution. 
Also, have a look at our additional 
webinars and white papers on this 
topic.
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