
MPLS, SD-WANs, and the  
Promise of N+SaaS



MPLS, SD-WANs, and the Promise of N+SaaS 2

It wasn’t so long ago that managing 
and securing enterprise networks 
was, well, simpler. The wide area 
network (WAN) of choice was MPLS. 
The only users were those in fixed 
locations and the only corporate 
applications were those housed on 
company premises. Security meant 
anti-virus software on endpoints and 
a firewall protecting the company 
from the dangerous and wily world 
beyond. 

But as business has evolved so too 
the network perimeter has dissolved. 
Fixed locations have given way to 
mobile users, corporate applications 
to cloud services, and servers to 
cloud instances. Security threats have 
skyrocketed and so have our security 
appliances. No longer is there a safe 
corporate network and dangerous 
Internet, there is only the network, or 
at least there should be.

Legacy WAN architectures based on MPLS services 
do a solid job providing predictable performance 
between offices, but they’re not implemented in a way 
that easily accommodates the new realities facing IT. 
Mobile users connect to the Internet through VPNs 
and firewalls not the MPLS service. Access to cloud 
services is across the unpredictable, unsecure Internet 
not MPLS. And users are consuming ever more  
bandwidth, an expensive resource for MPLS networks. 

Many have embraced software-defined WANs (SD-
WANs) as the solution to the WAN problem. And 
while SD-WANs move the WAN in the right direction, 
they focus more on fixing the problems with MPLS 
services than addressing all of the consequences of 
the dissolved perimeter. 

To put that another way, once companies deploy 
SD-WANs there still let connecting and protecting 
mobile users, and providing secure access to cloud 
resources. They also need to figure out the problems 
created by SD-WAN because everyone knows that 
new technologies always create new problems. How 
will they secure all of the Internet access points 
created by SD-WANs? What will they do about those 
sensitive applications that requires the management 
and service level agreements (SLAs) of an MPLS 
services? 
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Legacy WAN Challenges
If we only needed to replace yesterday’s WAN with a more cost-effective, more agile WAN then, yes, SD-
WANs helps. But if running separate WAN, cloud, and mobility infrastructure seems like a waste, if having to 
create separate policies for the same entities and locking away potentially useful information behind separate 
networking and security tools sound less than ideal then we need to ask ourselves - what’s beyond the SD-WAN?

To answer that 
question, we need to 
understand what’s 
broken with legacy 
WANs, the parts that 
can be fixed with 
SD-WANs, and the 
outstanding challenges 
left for IT leaders. 

Many enterprises configured their WAN in a classic hub-and-spoke, 
where users in sites (the end of the spokes) accessed resources 
in headquarters or datacenter (the hub). Internet-bound traffic was 
backhauled across the WAN, a private data service that for the past 
decade has been largely MPLS services, to a secured Internet portal 
at this hub location. All corporate Internet traffic would be sent to 
and received from the Internet through this portal. 

Some of the discrepancies between today’s mobile, cloud-centric 
enterprise and the legacy network architecture are obvious. Mobile 
users were ignored. There’s no way to extend MPLS to cloud 
resources. And while MPLS services might have been thought as 
secure, data was sent unencrypted. Other challenges are less clear.
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Inflated Bandwidth Costs

Degraded Cloud Performance 

Limited Agility

Restricted Traffic Visibility 

Anyone who’s purchased MPLS bandwidth for their business and Internet DSL for 
their home has endured the surreal experience of paying 3-times or even 10-times 
more per megabit for MPLS bandwidth. When corporate applications could survive 
on 64 Kbps and MPLS was the only solution, enterprises might have been willing to 
absorb high bandwidth costs. 

But as Internet performance has improved and bandwidth-intensive Internet-and 
cloud-bound data flows has become the norm, IT leaders are questioning why 
should keep on spending significant budget on WAN bandwidth. What’s more 
spending precious MPLS bandwidth to backhaul Internet traffic makes no fiscal 
sense when inexpensive, direct Internet access (DIA) is available to any office.

Backhauling Internet traffic can also result in the “trombone effect”: when Internet 
traffic is pulled back to the centralized portal only to be sent onto the Internet for 
a destination near the sending user. When Internet sites or cloud resources sit 
near or within the path to the Internet destinations, the performance impact of 
“tromboning” is usually nominal. However, when a portal is out-of-path or far away 
from the destination, latency increases significantly. 

Less pronounced, but perhaps equally important, is the rigidity of MPLS services 
and conventional IP routing. The WAN is fragmented, treated as individual locations 
and resources. There is typically no centralized control for configuring locations or 
deploying new applications. In addition, MPLS services can take months for new 
installations, weeks for bandwidth upgrades. Changing the legacy WAN does not 
match the speed of today’s modern enterprise. 

The dissolved perimeter interferes with visibility into user traffic. Internet-bound 
traffic may go undetected because of SSL implemented at the end-point or the 
fact the deployed tools are not in the line of sight (for example, when a mobile 
user directly access a cloud service). Forcing users to VPN into network security 
appliances can provide IT visibility, but at the expense of high latency and the user 
experience.

Legacy WAN Challenges
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SD-WAN: An Essential Step
Fixing the WAN is critical for network engineers and architects, but fixing the WAN in a way that addresses all of 
IT’s challenges is critical for CIOs and IT leaders. SD-WANs bring SDN principles to the WAN, addressing many of 
the tactical challenges in modernizing the WAN. 

Rather than treating the 
network as individual 
routers and locations, 
a central SD-WAN 
controller handles policy 
configuration and route 
calculation. Instead of 
private MPLS services, 
SD-WANs connect 
offices via any type of 
data services including 
DIA services, such as 
xDSL, cable, and 4G/
LTE, as well as MPLS 
services.  

The SD-WAN nodes typically use zero-touch provisioning (ZTP) 
to simplify deployment, connecting back to the controller upon 
installation, and configuring themselves based on retrieved custom 
policies. Implementations will differ, but generally those policies will 
describe port configuration, business policies (application priority, 
thresholds for failover etc.), and application requirements.

The nodes use this information, along with latency and packet loss 
statistics gathered about the attached connections, to steer traffic 
onto the optimal network connection. Email replication, file transfers, 
and other bandwidth-intensive, latency-tolerant applications, for 
example, may be sent across an Internet path, while VoIP sessions, 
which are sensitive to jitter and packet loss, would be sent across 
MPLS (or an Internet path with low jitter and packet loss).

Email replication, file transfers, and other bandwidth-intensive, 
latency-tolerant applications, for example, may be sent across an Internet 
path, while VoIP sessions, which are sensitive to jitter and packet loss, 
would be sent across MPLS.
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SD-WANs address the availability limitations of the WAN by combining multiple 
Internet services. By dual-homing locations with fully diverse technologies, such 
as xDSL and 4G from different providers, site availability can match that of MPLS.  
Enterprises have long improved site availability by pairing MPLS with backup 
Internet connections, but typically those backup connections are only used in the 
event of an outage. With SD-WANs, active-active configurations allow customers 
to balance traffic across connections. In the event of a brownout or blackout, 
additional policy details prioritize access to the backup link.

Availability is also a security issue and with DIA connections, security teams must 
be consulted to see if redundancy is needed in branch security design. None of 
that, of course, is offered by SD-WAN providers. IT teams will want to explain what 
happens when a failure occurs at a branch security appliance. Will security still be 
implemented? From a mobility perspective, teams need to assess the importance 
of ensuring regional or global VPN access to WAN resources.

SD-WANs address the availability limitations of the WAN by combining multiple 
Internet services. By dual-homing locations with fully diverse technologies, such 
as xDSL and 4G from different providers, site availability can match that of MPLS.  
Enterprises have long improved site availability by pairing MPLS with backup 
Internet connections, but typically those backup connections are only used in the 
event of an outage. With SD-WANs, active-active configurations allow customers 
to balance traffic across connections. In the event of a brownout or blackout, 
additional policy details prioritize access to the backup link.

Availability is also a security issue and with DIA connections, security teams must 
be consulted to see if redundancy is needed in branch security design. None of 
that, of course, is offered by SD-WAN providers. IT teams will want to explain what 
happens when a failure occurs at a branch security appliance. Will security still be 
implemented? From a mobility perspective, teams need to assess the importance 
of ensuring regional or global VPN access to WAN resources.

SD-WAN: An Essential Step

Matching MPLS Availability with Direct Internet Access (DIA)

Lower Bandwidth Costs, Higher Security and Provider 
Management Costs
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SD-WANs try to compensate for Internet unpredictable performance with using 
application-based routing to select the best path across any one of several Internet 
providers. Connecting to multiple services certainly increases the likelihood of 
finding a well-performing path, but companies still cannot abandon their MPLS 
services. Internet performance simply fluctuates too much moment-to-moment 
and day-to-day, particularly when connections cross between backbones or Internet 
regions. One reason for that is while MPLS providers minimize end-to-end latency 
by optimizing their routing (or by negotiating premium connections with other 
MPLS providers), Internet providers lack that luxury. They must exchange traffic 
with other providers, losing end-to-end control of the underlying network. Business 
requirements will also push ISPs to dump traffic on peers earlier (or carry traffic 
longer) even if a faster route is available across their own networks.

SD-WANs improve agility of the WAN in several ways. With DIA, SD-WANs avoid 
the installation and provisioning delays of MPLS. By separating the underlay 
(the data services) from the application, SD-WANs allow networking teams to 
respond quickly to changing business requirements. New offices can be brought 
up instantly with 4G connections and switched over to business Internet services 
as necessary. Giving applications more bandwidth or adding more users at site 
becomes much easier. 

But agility is more than just a networking issue; it’s also a security requirement. 
Organizations will want to be sure security teams can meet those same agility 
objectives. Can they secure DIA in equally short time? New users and applications 
require changes to traffic and security policies. How quickly and easily can those 
be instantiated and delivered to the branch? What about ongoing management of 
security appliances and services, will those impede the business in anyway? These 
and other questions need to be considered carefully before opening the branch 
office to the Internet.

SD-WAN: An Essential Step

Performance Limited by the Internet

Improved Networking Agility, But Security Agility 
Remains a Problem
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Agility is more than just a 
networking issue; it’s also a 
security requirement. 
Organizations will want to be 
sure security teams can meet 
those same agility objectives.
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Finally, while SD-WAN vendors do a very good job connecting offices, they’re less 
successful extending their overlays to the new members of today’s WAN: mobile 
users and the cloud. Mobile users are not supported by SD-WANs. forcing IT to 
install additional infrastructure and control mechanisms to provide mobile users 
with secured, well-performing access to cloud applications and WAN resources. 
Nearly half of all organizations still force their mobile users to connect to an 
appliance in a specific location to gain access to public cloud applications.

Some SD-WAN vendors claim to deliver cloud instances for private cloud 
implementations, such as AWS. But these implementations come with inordinate 
complexity -- whether from the nuances of how cloud providers implement cloud 
networking, cloud machine limitations that can only be resolved with greater cloud 
investments, bandwidth limitation, and more. And in all cases, companies remain 
subject to the variabilities of the Internet connecting to the cloud provider. 

SD-WAN: An Essential Step

Extensibility: SD-WAN’s Missing Link

Internet
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Converging Networking and Security

Rather than trying to 
deploy and then retrofit 
SD-WANs to meet 
the full range of IT 
requirements, CIOs and 
their team can use the 
opportunity to upgrade 
the WAN to fix the root 
cause, the dissolved 
perimeter. 

As a basic design philosophy, the WAN should be as simple as 
possible. Complexity is always the enemy of network engineering. 
With more components comes more equipment to purchase, 
maintain, and the increased likelihood that something will break. 
By creating one network with one set of policies for all locations, all 
users (mobile and fixed), and all destinations (virtual or physical), 
CIOs and their teams can improve all of IT.  

The network should have the performance and predictability of 
MPLS and the agility, control and cost savings of SD-WANs. Policies 
should align network usage with application requirements and 
business priorities. Applications more critical to the business should 
take priority over those less critical; VoIP and real-time applications 
should take precedence over backup. Finally, the network must be 
inherently secure, protecting mobile and fixed users with a robust set 
of security services.
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Product or Service?

The algorithms

needed to make this vision a 
reality can run on the customer 
premises as physical or virtual 
appliance or in the cloud.  
Deploying appliances at each 
branch introduces scaling 
challenges, management 
complexity and overhead implicit 
in physical appliances . What’s 
more no physical appliance can 
effectively address the needs 
of mobile users or the cloud.  
And expecting any appliance to 
serve as the secure “chokepoint” 
for mobile users compromises 
on quality of experience and 
productivity, leading users to look 
for other means of connecting 
to the Internet resulting in 
compliance violations.

Virtual appliances,

such as network functions 
virtualization (NFV) instances, 
sound like the right approach. 
They introduce a degree of 
flexibility at the edge and are 
certainly of help to a service 
provider looking to modernize 
their box-based ecosystem. 
But like hardware appliances, 
software appliances must still 
be maintained and upgraded. 
As traffic volumes increase, 
scaling is a problem. Leveraging 
new capabilities also means 
upgrading to new software 
with all the risks of downtime 
implicit in those changes. And, 
a full range of high availability 
and failover scenarios must be 
defined.

Cloud capabilities,

if managed and deployed 
correctly, represents a promising 
choice. The Internet’s reach 
can be leveraged to reach 
customer premises while a 
private backbone can provide 
the consistent performance 
missing in the Internet.  By 
moving security and networking 
functions into the cloud, we can 
provide robust security that can 
scale as necessary, anywhere, 
without the adverse impact of 
location-bound appliances. All 
new features, enhancements 
and counter-measures can be 
made available to every resource 
(branch, datacenter, cloud 
instance or a user) connecting to 
the cloud-based solution. This is 
what Networking + Security as a 
Service (N+SaaS) is all about. 

001011000111
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Network+Security as a Service 

Network+Security as 
a Service (N+SaaS) 
moves all security, 
traffic steering and 
policy enforcement into 
a multi-tenant cloud 
service built on a global, 
privately-managed 
network backbone.

Network security at the remote site as all Internet traffic is sent to 
and received from the N+SaaS service. Users access the N+SaaS 
backbone by tunneling across any Internet service to the nearest 
Point of Presence (PoP). IPsec-enabled firewalls and routers can be 
configured for these purposes as can simple virtual or physical edge 
nodes. 

As traffic leaves the site, the N+SaaS provider can use end-to-
end, policy-based routing to steer customer traffic based on 
application-specific policies. Traffic is inspected and protected with 
a full network security stack built into the cloud network fabric. IT 
is freed from unplanned hardware upgrades, resource-intensive 
software patches, and the rest of the overhead of managing security 
appliances, leaving that to the cloud provider. New locations and 
mobile users can be quickly deployed and are seamlessly protected.

Integrated network and security in the cloud.
No more appliance sprawl and managing
multiple point solutions.

Enterprise-grade security within your reach.
No need to settle for dumbed down, capacity 
constrained, UTM appliances.

SLA-backed network at an affordable cost.
Get MPLS-like performance at Internet prices.

Cloud-wide threat visibility.
Identify emerging threats at any given 
customer and proactively deploy
countermeasures to protect all customers.

Your IT team, augmented.
Provide crucial network management and 
network security skills to ensure your business 
is connected and secured 24/7/365.

Always up-to-date agile cloud software.
N+SaaS cloud software is constantly and 
seamlessly updated to incorporate the most 
up-to-date defense against emerging threats.
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N+SaaS Alternatives
This approach is fundamentally different from the partnerships between SD-WAN vendors and security 
providers, cloud managed SD-WANs, or hosted security providers. 

Some SD-WAN vendors use service chaining to divert packet flows to security 
appliances or a cloud security service for inspection. At a tactical level, the use of 
appliances persists the scaling, patch management, and upgrade problems that 
have plagued security teams. Cloud security services avoid those issues, but they 
bring functional challenges. They only inspect Internet-bound traffic and not WAN 
traffic between sites. They focus on HTTP/HTTPS traffic, ignoring other protocol, 
which will necessitate additional equipment and services. 

More strategically, though, the use of SD-WANs with security appliance or services 
perpetuates the divide between networking and security, complicating deep 
integration between the two. Policy definition, where policy governs security 
permissions, actions, and network configuration, is a basic example of how 
networking and security integration can reduce overhead. More sophisticated 
would be the correlation of networking and security information to reduce security 
alert volume, identify alerts that truly matter, and to take automatic action once 
identifying a threat, such as automatically terminating a session in case of an 
exfiltration attempt. 

These efforts become major “road map items” and “innovations” for SD-WAN 
vendors partnering with cloud security services precisely because of the challenges 
in exchanging and correlating information siloed behind security and networking 
walls. With N+SaaS, such capabilities are table stakes as all necessary information 
is already available to the N+SaaS provider. 

SD-WANs and Security Appliances and Services

WAN traffic not secured Complicated integration Multiple policies
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N+SaaS is also very different from “cloud-managed” or “cloud-hosted” SD-WAN 
services. Cloud-managed SD-WAN services simply host their management and 
control application in the cloud. SD-WAN nodes are still needed for path selection 
and other SD-WAN calculations. Cloud-hosted SD-WAN services also rely on the 
unpredictable Internet for transport while N+SaaS services are built on privately-run 
backbones backed by service level agreements (SLAs). The consistent, day-to-day 
performance of the N+SaaS backbone rivals MPLS, exceeding the unpredictable 
public Internet. 

Delivering security and networking services off hosted appliances is also 
fundamentally different than N+SaaS services. It’s more than an issue of 
supporting multi-tenancy. Simply shifting appliances into the cloud burdens the 
service provider with the same management and maintenance costs as the 
enterprise, costs that must be pushed onto their customers. Delivering services 
“everywhere” also becomes more difficult as customer resources are bound to 
specific instances within a region, putting complex management of distributed 
appliances right back on the table.

By converging security and networking into the cloud, N+SaaS eliminates the silent 
enemy of uptime, efficiency, security, and IT operations in general – complexity. An 
IT infrastructure with fewer “moving parts” is one that’s easier to deploy, manage, 
and maintain.

N+SaaS Alternatives

Cloud-managed SD-WAN

Hosting Security Providers 
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The Way Forward

About Cato Networks 
Cato Networks provides organizations with a software-defined and cloud-based secure enterprise network. Cato 
delivers an integrated networking and security platform that securely connects all enterprise locations, people 
and data. The Cato Cloud reduces MPLS connectivity costs, eliminates branch appliances, provides direct, 
secure Internet access everywhere, and seamlessly integrates mobile users and cloud infrastructures to the 
enterprise network.

Based in Tel Aviv, Israel, Cato Networks was founded in 2015 by cybersecurity luminary Shlomo Kramer, 
who previously cofounded Check Point Software Technologies and Imperva, and Gur Shatz, who previously 
cofounded Incapsula.

Network+Security is Simple Again

For more information:

  
www.CatoNetworks.com

  @CatoNetworks

Businesses today are expanding globally, relying 
on data and applications in the cloud and driven by 
a mobile workforce. IT needs to adapt to this new 
reality, and simplifying the infrastructure is a big step 
in the right direction. One network with one security 
framework for all users and all applications will make 
IT leaner, more agile. 

Converging networking and security is essential to this 
vision. And while SD-WANs are a valuable evolution of 
today’s WAN, N+SaaS goes a step further -- bringing 
a new vision for networking and security to today’s 
business. 


