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Introduction 

Mobile devices have become indispensable tools for enterprise workers. They increase 

employee productivity and service quality, as well as customer satisfaction. 

In fact, IDC estimates that the number of global workers bringing their own smartphones to 

work will reach 328 million in 2017, up from an estimated 175 million in 2014. 

As more executives and employees rely on their tablets, smartphones and other devices at 

work and on the move, the ability to deliver a wide range of content while maintaining 

associated levels of control is at the heart of many mobile strategies. 

These strategies formerly comprised core horizontal productivity tools, such as email, 

contacts and calendar. Today, however, enterprises require a wide range of mobile apps to 

increase productivity: 

• Horizontal apps, such as document editors, annotation, and file sharing tools. 

• Enterprise apps, such as BI, CRM and ERP. 

• Vertical, social and mission-critical apps that can be customized to specific enterprise 

 needs. 

As the number of mobile users proliferates, enterprises must reexamine how they deliver 

and maintain their mobile applications to avoid losing control of their mobility deployments. 

This white paper is designed to help decision-makers identify 

solution gaps with potential areas for improving their platforms. 
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Tools for Mobility Initiatives 

Enterprise Mobility Management (EMM) 

As mobility spreads across the enterprise, mobile platforms are shifting from individual 

device management to broad integrated end-user computing management. 

Today, EMM suites typically support a wide range of security initiatives. They deliver 

management and security functionality to endpoints beyond smartphones and tablets, 

including laptops, PCs and even IoT devices. 

This evolution from device-centric controls to apps and data 

management reflects the need for mobility strategies that support 

extended use cases -- including partners, contractors, and temporary 
workers who may require access to certain business apps and data 

without needing enterprise devices or extensive service levels.  

EMM suites help integrate mobile devices in corporate systems, technology life cycles and 

security frameworks: 

• System Provisioning: configuration of devices and applications for enterprise use. 

• Auditing, tracking, and reporting: maintenance of a mobile device and app inventory 

to track service and app usage, manage assets and costs, and monitor policy 

compliance.  

• Data protection: ability to encrypt data, control data flows and remotely revoke user 

access to apps and data when a user or device becomes untrusted (e.g. device loss, 

unauthorized reconfiguration or employee termination). 

• Support: assistance to IT departments in troubleshooting mobile device issues via 

asset inventory, analytics, and remote actions. 
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Container Offerings 

App containerization can help control corporate data and policy by isolating business from 

personal usage. This means creating a secure container or “sandbox” on a device, 

essentially dividing it into enterprise and personal workspaces. If a worker utilizes an app 

for both personal and professional use, for example, it can be configured in the EMM 

platform to keep content separate. Typically, data, email or attachments that have been 

downloaded and marked as “enterprise” cannot be forwarded, and content cannot be 

copied and pasted to applications outside the container. Containerization also allows 

granular controls of different data types, and can be applied to: 

• Preconfigured apps that are provided by EMM vendors or integrated with third-party 

apps to enhance the management of basic functions, such as email, calendaring, contact 

management, browsing, enterprise data loss prevention (DLP), and enterprise digital 

rights management (EDRM). 

• Application extensions that implement policies through the use of a Software 

Development Kit (SDK) or by wrapping apps with a management and security layer. 

Through the choice of an EMM, companies usually implement 
corporate mobile device and/or application management policies. The 

following section will describe the difference between Mobile Device 

Management and Mobile Application Management policies and help 
you choose between the two according to your needs.   
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1. Mobile Device Management (MDM): 

MDM solutions essentially take a device approach to controlling and 

securing smartphones and tablets.  

They focus on deploying, integrating, managing and securing mobile devices, such as 

smartphones, tablets and laptops in the workplace. Specifically, they allow distribution of 

applications, data and configuration settings for these devices. 

MDM solutions can deliver the following functions: 

Asset Management 

MDM technology records assets in a centralized data repository so that mobile devices can 

easily access business resources. It can identify devices as either business or user-owned, 

and automatically collects and tracks configuration and status information. 

Provisioning/de-provisioning 

As mobility spreads throughout the enterprise, MDM allows mobile devices into the 

corporate infrastructure via: 

• Centralized provisioning of end-user rights, applications and data on mobile  

 endpoints which means that IT will fully control the device. 

• Assurance that all OS and apps use the latest versions and patch levels. 

• End-user empowerment by allowing self-service provisioning via an enterprise app 

 store or web portal.   

Endpoint Configuration 

A centralized console usually allows easy app configuration and settings: 

• Remote configuration of device systems, network and email accounts with little or no 

 end-user interaction. 

• Security management via various forms of application and data containerization 
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Problem remediation 

• Identification and reporting of network and application incidents to IT operations 

systems -- including failure events, errors and incidents of performance degradation -- in 

real time.  

MDM Strengths 

MDM technology is particularly well suited for operating in these mobile app scenarios: 

• Use of company-owned devices for accessing corporate email, apps and data. 

• High-security environments that can put enterprises at risk of fraud or reputational 

damage, and require stepped-up authentication of devices, applications and users. 

• Self-service kiosk systems that provide access to information and applications for 

communication, commerce, entertainment and education, and have lock-down 

configurations that do not change frequently. 

MDM Weaknesses 

As a platform-dependent life cycle management technology, however, MDM can present 

some hurdles for IT and digital teams in some of the following scenarios:  

• Enterprise BYOD: Different device and OS makers provide different levels of MDM 

access, making implementation complex for administrators and end-users. What’s more, 

users typically don’t update their devices regularly, which can cause OS fragmentation 

with multiple versions. Managing those devices across the enterprise can be time-

consuming, and tax the resources of today’s overworked IT departments. 

• Rapid app deployments: the need to quickly deliver mobile apps with a short time 

span and a high rate of change accelerates development cycles. These cycles, however, 

can require time-consuming prototyping and beta testing on large numbers or types of 

devices at the programming, testing and operations phases. A MDM also adds several 

admin layers which delay app deployments and updates to end-users. 
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• Privacy concerns can reduce adoption rates to as low as 25%. Typically, workers 

may worry that their company will have inappropriate access to their financial and health 

data, as well as personal photographs, videos, contacts, and other information. When an 

IT administrator erases corporate data from a device using MDM controls, an employee 

may also lose his or her personal contacts, apps, and preference settings. 

• Deployments to partners:  While it is understandable that corporate-owned assets 

need to be managed, it is very unlikely that devices owned by partners or contractors 

allow the use of MDM controls. Also, as only a single MDM profile can be installed on a 

device and managed by the direct employer. 

2. Mobile Application Management (MAM) 

Enterprise mobility management capabilities must extend beyond basic 
device management. It also calls for the ability to distribute, manage, 

and analyze apps.  

Unlike MDM device-centric solutions, MAM technology focuses on distributing apps to 

authorized users, such as employees, business partners and even customers in a simple, 

self-service manner. 

Difference between MAM and MDM 
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IT administrators can apply management and policy control functionality to individual apps 

that are then delivered via enterprise app stores and managed locally on devices via an 

EMM console. 

A centralized dashboard allows the mobile administrator to manage corporate app life 

cycles: 

• Enterprise app store: typically offered as a web portal or mobile app, an app store 

facilitates self-service deployments.  

It helps monitor and control the entire application life cycle -- including app delivery, 

usage tracking, removing outdated apps and controlling which versions workers use.  

IT can also secure apps and oversee issues related to compliance, data governance, 

bulk purchasing and licensing. The store can be branded to support communications 

with customers and partners, and also provides a forum for user feedback and quality 

control. 

  

Exemple of an enterprise app store 

• Application security: IT can remotely implement and modify security policies that 

enforce compliance and data loss prevention on any device, including: 

o Deployment and updating of custom and public app store apps. 

o Management of associated app licenses, including support of volume  

 business licenses, such as Apple’s Volume Purchase Program (VPP). 

o Ability to identify or tag “managed” enterprise apps (vs. personal apps in  

 BYOD use cases). 

o Selective wiping of apps and sensitive data from mobile devices. 
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Centralized dashboard where all apps are managed 

• Enforcement of management and security policies: MAM offers granular controls to 

limit the sharing of corporate data among apps: 

o Conditional launch or access – i.e. device in approved state, no jailbreak or  

 rooting detected, no upgrade available, access rights check 

o Initiation of per-app VPN connections on app launches 

o Encryption of app data at rest, in use, or in motion.  

o Restrictions on “open in” and similar app data exchange to managed  

 (enterprise) apps only. 

o Cut/copy/paste restrictions. 

IT administrators can implement app policies by leveraging one of these common 

mechanisms: 

• Native Application Programming Interfaces (APIs) enable the automation of tasks, 

such as creating new users, groups, and more. 

• Proprietary SDKs compiled into apps during development enable the addition of 

security and update management features. 

• App wrappers allow the creation of security functionality, such as authentication, 

jailbreak/rooting detection or app wiping around an existing app without additional 

coding. 
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Delivering and maintaining corporate mobile apps clearly appears as a 

key topics for companies as of today.  

A number of best practices have emerged to answer needs from both 
companies and user expectations.  

  

Enterprise Mobility Best Practices  

As the enterprise mobility market continues to evolve, the following recommendations can 

help enable access to mobile apps and content, and enhance productivity while mitigating 

risks. 

Leverage The Cloud 

SaaS-based deployments offer valuable options for developing, implementing, and 

maintaining apps for organizations that have large or changing numbers of mobile users, 

and for IT departments with staffing or security limitations: 

• Rapid user access to key business applications – without having to invest time and 

budget on additional server tools in corporate data centers. 

• Flexible and scalable security services: when combined with an MDM on the mobile 

device, SaaS deployments can require fewer hardware resources, as well as installation 

and maintenance efforts, than on-premise solutions. 

As such, SaaS deployments can move business initiatives faster than the traditional 

implementation and maintenance cycles associated with on-premise applications. 

Tying it All Together 

Mobile apps can radically change how organizations interact with their customers, 

employees and partners. That’s why it’s important to look for vendors with a rich ecosystem 

that can meet your scale and integration needs -- including connections to databases, 

transaction, reservation, or inventory systems: 
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• Compliance with protocols, such as LDAP and SAML, that can facilitate third-party  

 extensions.  

• Compatibility with third-party mobile application development tools. 

• An easy-to-use management interface for setting up connections to external 

services, such as Active Directory, and selecting policies for devices with just a few 

clicks. 

App-specific policy controls, until newly-released Apple, Android and Windows OS versions,  

required vendor-specific SDK integration or wrappers. Today, however, the major mobile OS 

vendors provide built-in APIs for app management that simplify policy implementations. 

These APIs, however, can only be accessed/controlled through the use of an EMM solution. 

App Security Rules 

The proliferation of mobile devices and apps across the enterprise raises a variety of 

security and privacy risks. For example, the use of personal devices for accessing corporate 

data at any time and from anywhere can make networks vulnerable to unauthorized access, 

data leakage, and virus attacks. 

Cybercriminals can focus on three main vectors to conduct attacks on a mobile 

infrastructure:  

• Networks: Network attacks allow cybercriminals to concentrate on specific targets 

 and objectives. They can easily set up a fake hotspot, for example, or hijack an  

 existing one, and intercept or redirect traffic to rogue networks.  

• Devices: mobile devices can be “jail-broken” or rooted to compromise their security. 

 Mobile operating systems, as a result, are constantly impacted by exploits that  

 vendors try to patch. From the time an exploit has been discovered until the time that 

 it is patched, cybercriminals can use it to attack helpless users. 

• Apps: App-based attacks provide cybercriminals with the opportunity to compromise 

 virtually any target. Malware can be found in public app stores, such as the Apple  

 App Store and Google Play, for example. Third-party app stores provide even less  

 control over the apps they offer, and are attractive targets for malicious activity. 
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In fact, Gartner estimates that 75 percent of mobile security breaches through 2017 will be 

the result of mobile application misconfigurations. 

As developers rush to take mobile apps to market, they tend to focus on functionality rather 

than security. Development practices, as a result, often lack mature processes and best 

practices for countering mobile threats. Most companies have been relying on mobile 

hygiene policies that combine MDM or EMM solutions to control damage caused by 

compromised devices. Although these solutions address many known threats, they cannot 

detect unknown network, operating system and app vulnerabilities. 

The Case for Analytics 

As mobility spreads across the enterprise – and even to partners and customers, it’s critical 

to continuously monitor the mobile infrastructure and provide usage metrics. 

In-app behavioral and performance analytics can provide meaningful insights. For example, 

metrics can help ensure that your infrastructure is updated. They can tell you how apps are 

used, and what activity they generate.  

The result is optimized app usage, improved mobile performance, and the ability to gather 

insights that can guide future investments. 

Admin can control app usage from the dashboard 
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New Market Developments 

The ongoing emergence of new technologies can simplify mobile security and 

management.  

The Android for Work solution, in particular, focuses on providing security at the operating 

system level. It can partition professional and personal environments by delivering secure 

profiles or containers on the latest generation of Android devices. This means that it can 

enforce enterprise-level controls, while users retain control over their personal data. 

The solution also protects business apps and data from user personal activity that’s 

conducted outside their profiles -- such as side-loading web apps, ordering from unknown 

websites, or other potentially insecure activity. 

IT administrators can also apply policies to apps running in the container, such as enforced 

VPN use, or copy-and-paste restrictions. They can also prevent users from installing 

unapproved apps from the Google Play Store in the business work space. 

IT administrators can now have total corporate app-wide control, and can easily retire lost 

or stolen devices and remotely wipe all work data while leaving personal content intact on a 

device.  

Gartner predicts that by the end of the year 2017, market demand for 
mobile app development services will grow at least five times faster 

than internal IT organizations’ capacity to deliver them.  

Therefore, from what we see as an EMM solution, business units will 
become more and more involved in app development and deployment 

and work in hand with their IT department. These deployments will 
require a quick time to market to remain an effective and competitive 

asset. 
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About APPALOOSA 

Appaloosa’s Mobile Application Management solutions helps mobile and digital teams 

build, test, and deploy their apps privately.  

As a leading international mobile app management vendor, we deliver the expertise and 

experience spanning many vertical industries, and help organizations operate in an 

environment of fast-moving enterprise mobility.  

For more information, visit: www.appaloosa.io  
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