
Seven 
Unforgivable 
Sins of 
Sometime 
Security 
Providers 



The way people work has changed. This has been met — 
and ushered — by the exponential growth of cloud use. Yet, 
traditional security providers have stayed glued to the 
concept of a network perimeter, resulting in sizable gaps in 
their o�erings. When left unaddressed, enterprises find 
themselves out of compliance and at a high risk of data loss 
or threats. Some providers have recently tried to plug the 
holes in their products — unfortunately, though, they still 
lack capabilities to address critical use cases. In the 
following pages, we will discuss seven of these gaps. Of 
course, these seven just scratch the surface — we invite you 
to get in touch to learn more about how Netskope addresses 
these and the rest.

“What got you here, 
won’t get you there.” 
–Marshall Goldsmith



A disgruntled salesperson starts planning their move to a competitor. 
In the lead up to giving notice, he starts pulling accounts and contacts 
from your sanctioned Salesforce instance and uploads them to his 
personal Dropbox account. 
 
You need to prevent data exfiltration from a sanctioned to an unsanctioned 
service.

To solve this, the Netskope Active Platform: 

• Decrypts SSL at scale and decodes unpublished APIs
• Sees and controls usage in sanctioned and unsanctioned services 
• Identifies sensitive content in motion and tracks its movement across 

cloud services
• Correlates users’ identities across cloud services
• Di�erentiates between internal and external domains 
• Knows corporate vs. personal accounts 
• Recognizes and enforces di�ering policies between service instances
• Supports “allow” actions for the safe activities 

Does your security provider? Ask them.
Stop relying on sometime security.

He knows he’s uploading sales 
contacts to his personal account. 1



2 She knows that she’s pumping 
stocks on Twitter based on 
insider information.

A lot of employees at many companies are privy to information before the 
market is. Social media could be an avenue for leaking information to try 
to drive a stock price up or down. In the financial services industry, this 
can result in significant fines. But we don’t think you can shut down social 
media completely without inciting user revolt. 

You need to monitor or control users’ activities within collaboration or 
social media without blocking those services.

To solve this, the Netskope Active Platform: 

• Integrates with directory services to focus policies on specific groups
• Understands activities like “view,” “post,” and “create” 
• Sees and controls usage in both sanctioned and unsanctioned services 
• Detects data violations using advanced DLP features including regular 

expressions, custom keyword dictionaries, and Boolean operators to 
focus on specific risky activities (e.g., FINRA) or to set policies for a 
specific group

• Decrypts SSL at scale and decodes unpublished APIs

Does your security provider? Ask them.
Stop relying on sometime security.



He knows he’s sharing top 
secret info with the wrong 
people through Evernote.

Many cloud services are built to enable sharing with external collaborators. 
How often do people use services you’re not blocking with your legacy 
tools to skirt your defenses and pass along information they know they 
shouldn’t be sharing? What about a careless user that just doesn’t check or 
pay attention to how public their sharing activities really are?  

You need to monitor or control users’ activities within collaboration services 
without blocking those cloud services.

To solve this, the Netskope Active Platform: 

• Integrates with directory services to focus policies on specific groups
• Understands activities like “view,” “post,” and “create” 
• Sees and controls usage in both sanctioned and unsanctioned services 
• Detects data violations using advanced DLP features including regular 

expressions, custom keyword dictionaries, and Boolean operators to 
focus on specific risky activities or to set policies for a specific group

• Decrypts SSL at scale and decodes unpublished APIs

Does your security provider? Ask them.
Stop relying on sometime security.
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She knows she’s uploading 
data from her former 
employer to OneDrive.

We’ve been thinking about data exfiltration for years, but what about data 
infiltration? This is a surprisingly common problem, and the last thing you 
need is for your company to end up on the front page for stealing a 
competitor’s intellectual property. Legacy solutions are unable to help 
you address this problem.  

You need to prevent data infiltration from new employees.

To solve this, the Netskope Active Platform: 

• Allows you to integrate a “new employee” policy with enterprise 
directory 

• Uses a custom keyword dictionary to delineate sensitive competitor 
documents 

• Decrypts SSL and decodes the unpublished API

Does your security provider? Ask them.
Stop relying on sometime security.
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He knows he’s downloading work 
email to his daughter’s laptop.

Wow, the cloud sure makes situations like this easy, doesn’t it? How many 
of your users are just trying to get a little extra work done and go ahead 
and use an unmanaged device to do it? Well-intentioned or not, this is a 
common scenario that can’t be covered by a legacy tool.  

You need to govern access to O�ice 365 and other cloud services by 
device ownership class.

To solve this, the Netskope Active Platform: 

• Understands di�erent authentication protocols and federated identity 
across O�ice 365 and other cloud services 

• Enforces access and activity policies based on device attributes, 
including classification of “managed” and “unmanaged” 

• Decrypts SSL and decodes the unpublished APIs

Does your security provider? Ask them.
Stop relying on sometime security.
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He’s working from a co�ee 
shop, not on the corporate 
network.

The way people work has changed; in fact, you might even be reading 
this from an airport or a co�ee shop! What cloud services are you using 
on the go? What about your employees? According to our research, 50% 
of cloud usage originates from a mobile device.  And yet your legacy 
security tool isn’t aware of and cannot control that usage.  

You need to monitor or control users’ activities, even when they are 
accessing cloud services from a mobile device, native app, or sync client.

To solve this, the Netskope Active Platform: 

• Understands the context of activities like “share” or “download” 
• Inspects and controls cloud tra�ic even when it originates from a 

mobile or desktop app or sync client 
• Sees and controls usage in both sanctioned and unsanctioned services 
• Enforces policy action such as block, coach, or justify in real time 
• Decrypts SSL and decodes the unpublished API

Does your security provider? Ask them.
Stop relying on sometime security.
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Cloud service providers work hard to design and engineer their 
products to work seamlessly across devices and access methods — 
and your employees love the freedom this a�ords them. Unfortunately, 
legacy security tools haven’t caught up with this challenge.  

You need to monitor or control users’ activities even when they are 
accessing cloud services from a mobile device, native app, or sync 
client.

To solve this, the Netskope Active Platform: 

• Understands the context of activities like “share” or “download” 
• Inspects and controls cloud tra�ic even when it originates from a 

mobile or desktop app or sync client 
• Sees and controls usage in both sanctioned and unsanctioned 

services 
• Enforces policy actions such as block, coach, or justify in real time 
• Decrypts SSL and decodes the unpublished API

Does your security provider? Ask them.
Stop relying on sometime security.

She switches between her 
browser and mobile apps any time. 7



Fortunately, there’s a new class of security products built for 

the way that people work today, and they’re called cloud 

access security brokers (CASB). CASBs are designed to 

understand activities, protect data, stop threats, and 

respond to incidents — all for cloud services. 

When looking for a CASB, it’s imperative that you know 

which use cases — like those mentioned above — are most 

important to you and your enterprise. We’d love to talk with 

you about all of that — ready for a conversation? 
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