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Introduction 

Today’s best hybrid cloud backup architectures combine the fast performance of on-premises technology with an 

innovative cost model for remote protection in ways that hardly any pure-disk or pure-onsite option can. Savvy IT 

managers, aware of this reality, are combining and leveraging multiple IT topologies to help them back up their 

primary production data more effectively and establish the ideal data protection plan for their company’s needs. 

As an example of this ongoing activity, when ESG asked IT decision makers this year how they anticipate their 

organizations will be managing data backup processes over the next 24 months, 22% of the respondents reported 

that they are or will be employing the cloud as an integral part of their backup process.1 That’s a significant increase 

from the 7% rate ESG recorded when it asked IT managers for the same information in 2012, just three years ago.2 

At many organizations today, backup disk target systems serve as the first-line recovery platform. Tertiary capabilities 

frequently come from tape to support a long-term retention strategy and/or from the cloud to create a remote DR 

capability. Each medium has its strengths: 

 Disk is the most agile option for item-level restores and for supporting deduplication and compression 

optimization. It is absolutely the best first tier of recovery. According to ESG research, 67% of organizations 

indicate that their backup process include onsite disk backup.3 

 Tape isn’t ideal for first-tier recovery, but it does outshine disk for long-term retention and archiving. Tape is 

more reliable, greener, and a cheaper way to transport and store data for years or decades. According to ESG 

research, 49% of organizations leverage onsite and/or offsite tape as part of their backup process.4 

                                                           
1
 Source: ESG Research Report, 2015 Trends in Data Protection Modernization, to be published. 

2
 Source: ESG Research Report, Trends in Data Protection Modernization, August 2012. 

3
 Source: ESG Research Report, 2015 Trends in Data Protection Modernization, to be published. 

4
 ibid. 
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 The cloud offers value in long-distance recovery, and it can help decrease onsite IT hardware expenditures. As 

mentioned, ESG research shows that 22% of backup and DR solutions now include cloud components, indicating 

very rapid adoption. Cloud backup service providers often deploy both disk and tape to offer their customers a 

range of service levels and price points. 

Catches Exist, However 

In the “olden days,” when IT organizations swapped one on-premises backup solution for another, they had the 

opportunity to upgrade the backup agents and refresh the back-end storage, too. It was a chance to start fresh with 

new and better maintenance plans, licensing arrangements, and onsite hardware offering better operational 

economics. 

In today’s cloudy world, things are not as simple. Displacing an on-premises solution with a cloud-based solution can 

still set the stage for a beneficial, money-saving “start-over” project. However, one must keep in mind that: 

 Instead of fixing a backup environment’s weaker pieces to improve the situation that they have, too many people 

instead declare, “We’ll just start using a cloud solution, and everything will be great.” They forget that they’ll still 

need to maintain backup agents on their protected servers. They’ll still need on-premises backup storage in 

almost every scenario, particularly when recovery SLAs are in place. And they’ll still need to perform some 

management tasks. 

In other words, using a cloud service doesn’t equate to writing a check and getting out of the backup business 

yourself. That’s a concept as silly as thinking you can write a check to the Boy or Girl Scouts, and the troop 

leaders will take over all of your parenting duties. Those volunteers are simply providing a service—partnering 

with you in certain facets of your child’s upbringing, much as a cloud provider partners with you in meeting 

certain data protection goals. 

 Not all cloud solutions are coming from established companies with proven track records of enterprise-caliber 

capabilities and support. Some cloud backup solutions began life as consumer-scale services that were later 

“beefed up” in an effort to attract enterprise clients. And although some consumer services certainly do make 

the engineering and service transition effectively enough to support corporate environments’ higher data 

protection requirements and business objectives, not all do … regardless of what their marketing says. 

 Cloud backup providers probably won’t be willing to store your data for as long as you need them to (assuming 

your organization needs to retain data for more than the average one-to-three-year term that BaaS providers 

typically offer). Therefore, you’ll likely still need to use tape for long-term archiving, in addition to the disk that 

you’ll need for fast recoveries. For those reasons (among others), cloud-based data protection alone is almost 

always insufficient. 

Such caveats are not intended to be a knock against cloud-based backup. The cloud can help IT organizations reduce 

their protection-related capital expenditures and increase their capabilities. IT managers continue to cite improved 

cost-effectiveness versus traditional in-house backup solutions as a big reason to go to the cloud. For example, 33% of 

the IT professionals surveyed by ESG this year reported that, as a cost containment measure, they would be increasing 

their use of cloud services as an alternative to in-house infrastructure.5 

Of course, the cloud can’t completely eliminate any organization’s hardware and software needs or the associated 

costs. The organization will pay differently, but some backup software and hardware will need to remain onsite. After 

all, it would be hard to meet a mission-critical application’s “five-minutes-or-less” recovery time objective when 

                                                           
5
 Source: ESG Research Report, 2015 IT Spending Intentions Survey, February 2015. 

http://www.esg-global.com/research-reports/2015-it-spending-intentions-survey/
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you’ve moved entirely to the cloud; your restoration effort would take too long. Depending on your organization’s 

downtime tolerance and recovery SLAs, you’ll need some onsite backup agents and onsite disk to provide an adequate 

recovery experience. 

In other words, you’ll need a hybrid data protection architecture. Disk, tape, and cloud each offer advantages (see 

Figure 1 for cloud-usage examples).6 Smart IT organizations should probably be implementing all three media. 

FIGURE 1.  How Organizations Use Cloud Services 

 
Source: Enterprise Strategy Group, 2015 

It’s Time to Do Something Better 

The protection challenges facing IT teams won’t be overcome based solely on which protection methods are chosen … 

at least, not if the tools and methods used are insufficient or are perceived as being insufficient. Interestingly, only 

47% of the respondents surveyed by ESG reported that they would continue using their current backup solution if 

they were given the choice to rearchitect from scratch. The rest would change to a different backup solution (38%) or 

a cloud service (15%).7 

In some cases, dissatisfaction with today’s backup solutions is warranted considering that the most common problem 

surveyed IT pros cite regarding protecting today’s highly virtualized IT environments is data recoverability.8 That’s a 

troublesome finding: Being able to recover data is likely the major reason that it was backed up in the first place. 

                                                           
6
 ibid. 

7
 Source: ESG Research Report, 2015 Trends in Data Protection Modernization, to be published. 

8
 ibid. 
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In other cases, dissatisfaction stems from a generalized lack of assurance that things are going well. This phenomenon 

is similar to the challenges ESG observes related to protecting highly virtualized environments: Five of the top six 

challenges (other than recoverability) of protecting virtual server environments reported by ESG research respondents 

relate to inadequacies in some aspect of monitoring, verifying, or troubleshooting the protection environment.9 

Those research results were virtualization specific, but here’s the broader dilemma: With so many stakeholders 

involved (e.g., workload owners, platform administrators, end-users, assorted IT operations staff), it is as important 

for a modern data protection solution to offer comprehensive monitoring and proactive insights as it is to offer 

reliable functionality. And that mandate exists along with the need for workload-optimized data protection, better 

security for the protection infrastructure, and of course, lower TCO and higher ROI. 

So, IT professionals have to look to something different—and better—than legacy approaches to traditional backup. 

IBM Spectrum Protect 

One of the most recognizable names in enterprise data protection is IBM, with its 

Spectrum Protect software (formerly the Tivoli Storage Manager family). One might 

presume that at this point, IBM could rest on its laurels by delivering the same enterprise-

caliber data protection it has always offered. Instead, IBM continues to make significant 

efforts to support new data protection architectures, including highly available virtualized 

and hybrid backup environments. Advancements include: 

 VM-optimized, application-aware backup services—Spectrum Protect’s well-known 

backup capabilities encompass support for a range of operating systems and 

production applications. It supports a unified strategy for physical and virtual server 

protection, incorporating hardware-assisted snapshots and traditional backups. (In 2015, ESG Lab conducted a 

hands-on evaluation of Spectrum Protect for VMware and Hyper-V environments—see box). 

 Built-in efficiency—ESG examines modern data protection environments frequently, and it continues to see 

requirements for deduplication and “incremental forever” backups growing in response to the huge amount of 

data organizations generate these days.10 With deduplication, one can reduce secondary storage consumption 

rather than watch back-end storage grow endlessly. Similarly, with incremental-forever backups, there’s no need 

to send whole data sets across the wire periodically. Just send newly changed data; you’ll reduce the hit on your 

network bandwidth. Spectrum Protect builds high-efficiency features into software, reducing or eliminating the 

need for additional deduplication appliances. 

 Integrated offsite replication—ESG continues to see interest in integrating activities such as backup, snapshotting, 

and replication under a single management framework. Policy-based replication can significantly reduce storage 

requirements for hybrid cloud and disaster recovery scenarios. Replication plus backup is a capability Spectrum 

Protect has been delivering in a cohesive manner for a long time, and recent usability improvements make the 

features more accessible. 

 Self-service portals—Most cloud backup solutions still require a customer to coordinate backup requests and 

perform on-premises restores. Self-service portals are important to maintaining service levels and reducing 

complexity. IBM resells Front-Safe cloud portal software for Spectrum Protect, which simplifies on-boarding and 

invoicing and is now deployed in more than 20 countries. IBM is also introducing a self-service restore portal to 

Spectrum Protect, initially supporting VMware environments. 

                                                           
9
 Source: ESG Research Report, Trends for Protecting Highly Virtualized and Private Cloud Environments, June 2013. 

10
 Source: ESG Research Report, 2015 Trends in Data Protection Modernization, to be published. 
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 Encryption and multi-tenancy—When it comes to cloud-specific demands, the biggest challenges often relate to 

ensuring the security of data at the service provider and enabling those providers to securely optimize their back-

end platform. Spectrum Protect offers encryption of data in flight (between subscriber and provider) and at rest 

(within the provider’s repository). It also enables multi-tenancy, which lets a cloud provider completely isolate 

one customer’s data from another’s. 

Real-world Perspectives 

IBM Resiliency Services 

IBM is one of the most venerable names in business continuity and resiliency, with a range of hot-site, cold-site, and 

cloud services. The IBM Cloud Managed Backup service uses Spectrum Protect as a backup platform for managed 

services and as a solution on IBM SoftLayer. Cloud Managed Backup services are available to anyone but cater to the 

needs of larger enterprises and service providers. 

“Many of our customers have very short recovery-time objectives and require multi-site replication,” says 

Emilio Griman, Cloud Managed Backup portfolio leader at IBM. “Customers can be very particular about 

what media mix works for their backup data. Spectrum Protect gives us a single platform that supports 

every type of disk, tape, and deduplication appliance our customers want.” 

Deduplication is key for managing the cloud backup costs, in part because backups are being retained longer. 

“Spectrum Protect delivers predictable deduplication, regardless of a customer’s preferred storage hardware,” 

Griman says. IBM’s Cloud Managed Backup architect Chris Bode agrees that flexible deduplication is key, citing four 

additional capabilities that make Spectrum Protect attractive from a cloud service provider perspective: 

 Automatic failover for customer restores, which enables high availability of critical services. 

 “Incremental forever” design, which eliminates the cost and disruption of periodic full backups. 

 Node replication with flexible retention, which helps customers maintain less data onsite. 

 Compression for Spectrum Protect database (metadata) backups, which reduces overhead costs. 

Tectrade and IBM Resiliency Services both have interesting perspectives on how cloud-based data protection is 

maturing. Their experiences demonstrate the value of a hybrid cloud to deliver the service levels required by larger 

organizations. Moreover, the examples they share demonstrate that cloud data protection can be a high-value service 

delivered by trusted advisors—not a low-cost commodity that “leaves you on your own” in a crisis. 

Tectrade Helix Protect 

Tectrade is a managed service provider and IBM strategic partner with decades of experience deploying data 

protection environments and solutions for businesses. This MSP currently protects the cloud environments of 155 

organizations (amounting to 50PB of data) using its Tectrade Helix Protect technology—cloud-based backup 

specifically for complex and highly regulated enterprises. Tectrade’s experts monitor 13,000 systems daily, using IBM 

Spectrum Protect for backup. William Bush, Tectrade Technical Services Manager, says his firm regards Spectrum 

Protect as best-of-breed protection to make a number of hybrid cloud scenarios feasible. 

“Our clients want more for less,” he says. “But getting to that goal requires a product that supports 

flexible retention policies, offers effective dedupe, and has the capability to provide native object storage 

to remove the need for a cloud storage gateway.” 

http://www.tectrade.com/solutions/cloud-managed-services/helix-compute/
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Support for Disk, Tape, and Cloud 

A lot of organizations are choosing to use a backup disk target onsite, sending copies to offsite tape for protection. 

Unfortunately, most tape storage providers offer tape-courier services for recoveries Mondays through Fridays only. 

In a worst-case scenario, an organization might face a 72-hour data loss if they have a late-Monday crisis, but the last 

offsite tape was made Friday. Bush reports that Tectrade customers are increasingly using a disk-first approach to 

protection because recovery times with tape are so slow, adding, “Spectrum Protect is a solution that supports a 

heterogeneous environment and is suitable regardless of whether a customer chooses disk to disk, disk to tape, disk 

to cloud, or any current data protection strategic approach.” 

Some Tectrade clients use Spectrum Protect as a complement to SAN-based replication, which works out particularly 

well when unexpected issues arise. Bush recalls one customer who had been performing SAN-based replication being 

hit by a virus. Database corruptions occurred, and those corruptions were, unfortunately, instantly replicated. 

Restoration from tape backups was therefore required. “Spectrum Protect saved the day,” Bush says. 

Virtualization Protection 

Tectrade now observes many customers using Spectrum Protect extensions for virtual environments. “Spectrum 

Protect offers significant enhancements and richer functionality than many of the other virtual backup technologies,” 

Bush says. “You don’t have to run a separate ‘virtualization-only’ technology to supplement Spectrum Protect. You get 

a single, comprehensive management and storage experience. It uses the same vStorage APIs, resulting in the same 

kind of reliable backups that virtualization-specific technologies offer. And Spectrum Protect offers more copies, 

meaning you have more control and more options related to the retention of the data being backed up.” 

Disaster Recovery Enablement 

As another more-for-less advantage, Spectrum Protect facilitates disaster-recovery-as-a-service on demand, so 

customers don’t have to lock themselves into expensive business continuity contracts. If a customer needs 

replacement resources, Tectrade can make them available immediately, spinning them up upon request. 

The Bigger Truth 

Many organizations will still use tape for long-term data preservation and portability, but “disk to disk to cloud” is 

likely in their future—secondary protection disk for agile recovery, and tertiary cloud services providing offsite 

survivability and boosting BC/DR preparedness. However, it is important to note that the cloud is not magic. The true 

value of a hybrid architecture lies in its agility and in its appealing economic model, which comes from harnessing 

cloud services and impressive software together. 

Aside from economics and superior service delivery, cloud providers often offer outside expertise that can be 

invaluable, particularly considering the complexities of modern heterogeneous IT infrastructures and the assorted 

skills needed to back up data, recover it, and architect durable BC/DR frameworks and policies. 

The word “hybrid” encompasses media (disk, tape, and cloud), topologies (onsite and offsite), and expertise (in-house 

and external). But the common denominator is the software. It leverages the media, operates across the topologies, 

and is the tool of the skilled experts. As a perennial leader in data protection, IBM knows this. So it should be no 

surprise that it is continuing to innovate its products, services, and channels to deliver on hybrid protection’s great 

potential. 
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