
VeloCloud Orchestrator 
VeloCloud Cloud Delivered SD-WAN assures enterprise and cloud application performance 

over Internet and hybrid WAN while simplifying deployments and reducing costs. The 
VeloCloud SD-WAN solution is completely cloud managed facilitating a quick and simplified 

administration and deployment. 

Solution Brief

VeloCloud Orchestrator (VCO) provides centralized 
enterprise wide installation, configuration,real time 
monitoring and life-cycle management for VeloCloud 
SD-WAN Solution. VCO has a simplified management 
interface that supports thousands of sites.  The flexi-
ble architecture of VCO, enables SD-WAN deployments 
to suite variety of design requirements. The VCO pro-
vides an intuitive dashboard for an in-depth visibility 

into application and analytics data from networks. The 
VCO provides detailed troubleshooting and diagnostic 
tools, which can be used to remotely identify and reme-
diate network connectivity issues. VCO can be available 
as Hosted or On-Premise and will allow you to easily 
manage and update your SD-WAN assets — hardware, 
virtual or both — from a single pane of glass. 

Simplified SD-WAN Management

Enterprise-
wide Business 
Policies
VCO offers a 
simple mecha-
nism to distribute 
enterprise wide 
business policies 
to all the Edges 
in the enterprise thus eliminating box-by-box configu-
ration. Transport group abstraction allows for business 
policy configurations agnostic of hardware or physical 
interfaces. VCO can also distribute site specific business 
policies. 

Zero Touch 
Deployment  
& Activation
With the VCO, 
sites can be 
brought online 
in matter of few 
minutes in a true 
zero touch fash-
ion. VeloCloud 
Edges automat-
ically authen-
ticate, connect, and receive configuration instructions 
from the Orchestrator. The orchestrator supports both 
push and pull activation options for secure onboarding. 
With these options, technical personnel do not have to be 
sent to end customer sites for installation and activation.



Single-pane-
of-glass 
management
The VCO offers 
a simple, unified 
platform for 
network services 
provisioning, 
monitoring and 
troubleshooting. 
It enables faster device and services deployments and 
helps resolve problems improving end-user experience.

Application aware business policies
The business policy contains out of the box Smart 
Defaults that maps more than 2500 applications 
to a category, business priority and default actions . 
Customers can immediately use application-aware QoS 
without having to define any policy. With a single-click, 
granular application aware policies can be configured on 
the VCO.

Network Service Insertion
 The VCO provides a simple interface for application and 
business policy aware network service insertion in the 

Deep 
Application 
Recognition
Layer 7 visibility, 
previously avail-
able only through 
costly overlay 
appliances, 
is included in 
VeloCloud Edges. 
VeloCloud’s deep application recognition identifies 2500+ 
applications and sub-applications via protocol data sig-
natures, pattern matching, session correlation,certificate 
identification and up-to-date database of well-known 
SaaS applications Visibility on VCO ensures you can track 
trends in application use over time so you can plan your 
network’s evolution and ensure it supports the organiza-
tion’s needs.

VeloCloud 
Quality of 
Experience
VeloCloud Quality 
of Experience is 
the measure of how the application would perform on a 
given WAN link. VeloCloud Quality Score (VQS) rates the 
application quality of experience that network can deliver 
for a given time frame. QoE rating is Good (Green), Fair 

branch, in the cloud or by forwarding traffic to region-
alized services in enterprise data-center. This eliminates 
hundreds of lines of CLIs and PBR rules that may be 
required to insert services for different destinations. 

Quick and Simple Cloud VPN Setup
VCO enables segmentation aware flexible VPN topol-
ogies including  branch to datacenter sites, dynamic 
branch to branch and branch to non-VeloCloud sites 
like Iaas destinations without tedious manual VPN 
configuration

Rich HTML 5.0-based Interface
VCO uses the latest HTML 5.0 based interface that pro-
vides a quick and easy view of management and moni-
toring data. The new interface also facilitates a superior 
experience without requiring to install java, flash or any 
plugins. 

High Resiliency with Disaster Recovery
The VCO is built with a highly resilient architecture that 
has a built-in disaster recovery mechanism. With a single 
click, disaster recovery can be enabled. Periodic database 
sync between VCO instances minimizes data loss.  

Visibility and Analytics
(Yellow) or Bad (Fair). VQS score is generated both for 
both the underlay and for the overlay. Underlay VQS 
chart drills down to show why SLA of given application 
was not met and Overlay VQS chart demonstrates bene-
fits of VeloCloud overlay. 

Transport to Application Map
The VCO provides detailed traffic statistics for each of 
transports connected to a site. This includes network sta-
tistics like latency, jitter, loss, throughput and details of 
the application traffic being sent over these transports. 
Application to transport mapping is useful to ensure 
compliance validations and network planning. 

Cloud based Application Signature
Cloud Delivered VCO ensures application signature data-
base is constantly updated to identify new and chang-
ing applications, without requiring the administrator to 
download and install software updates.

Traffic Source and Destination View
VCO provides details of the end clients by Operating 
systems and users initiating and receiving traffic in the 
network. It also shows details of the destination sites to 
which this traffic is being sent. This helps in defining busi-
ness policies to control and restrict out-of-policy traffic 
from these clients while prioritizing business critical 
traffic.



Integrated 
Certificate 
Authority
The VCO has 
a built-in CA 
server for secure 
onboarding and 
VPNs authenti-
cation. VeloCloud 
integrated CA 
performs the 
entire certifi-
cate manage-
ment life-cycle 
of enrollment, 
authentication, renewal and revocation. This simplifies 
deployments as customers do not have to deploy an 
external CA server for authentication. In case customers 
need to use their existing CA servers, the framework is 
flexible enough to support it.

Secure Role-
based Access 
Control
VCO has built-in 
role based access 
control options. 
A role can offer 
different level 
of Orchestrator 
privileges to 
different users. 
This user to role mapping can be defined locally or can be 
passed on as attributes by external radius servers. 

Flexible Architecture 

3 Tier Multi-
tenant Portal
The VCO has a 
comprehensive 3 
tier multi-tenant 
role based access 
infrastructure 
to the portal. 
The 3 tiers 
are: Operator, 
Managed Partner and End customer. Partners and 
Service Providers get access to single pane of glass to 
manage their customers. 

Flexible Consumption Model
VCO can be available as Hosted or On-Premise and will 
allow you to easily manage and update your SD-WAN 
assets — hardware, virtual or both — from a single 
pane of glass. In hosted deployment model VeloCloud 
Orchestration is consumed as part of a service. In 
On-Prem deployment VCO is deployed in customer 
network.

Comprehensive Localization Support
The VCO supports internationalization and localization 
of dates, times, and numbers. 

Flexible RESTful API Framework
VCO supports northbound RESTful APIs for integration 
with different management solutions and multi-tenant 
portals. APIs can be used to retrieve management and 
monitoring data from the VCO. 

Custom Branding Support
As a managed SD-WAN provider, Service Providers may 
need the ability to reinforce their brand message when 
administrators access the network. VCOs can be custom 
branded with the partner specific logos, names and  
email ids. 



VeloCloud Networks, Inc., the Cloud-Delivered SD-WANTM company, 
Gartner Cool Vendor 2016 and a winner of Best Startup of Interop, 
simplifies branch WAN networking by automating deployment 
and improving performance over private, broadband Internet and 
LTE links for today’s increasingly distributed enterprises.  For more 
information, visit www.velocloud.com and follow the company on 
Twitter @Velocloud.
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Troubleshooting and Diagnostics

Alerts
When certain 
network or device 
events occur, 
VeloCloud can 
alert administra-
tors via emails 
and SMS. 

Remote 
Diagnostics
VCO enables administrators with a wide range of tools 
to perform diagnostic checks on Edges to trouble-
shoot network connectivity issues. Some of these tests 
include - Ping, Traceroute, ARP and Route Table dumps, 
Bandwidth tests, DNS tests etc. Additionally, the VCO 
also offers tools to test and verify SD-WAN overlay con-
nectivity issues. 

Network Monitoring
Velocloud provides a large suite of traffic analysis infor-
mation across multiple customers. In some cases, cus-
tomers may have other components including Wireless 
access points, routers and switches exporting netflow 
data to a collector.  In this use case, VeloCloud Edge can 
export NetFlow data to the collector for centralized traf-
fic analysis and monitoring within a network operations 
center. Velocloud also allows SNMP polling to gather 
information from Velocloud Edge for third party network 
monitoring tools. 

Application 
Aware Live 
Mode
 VCO enables 
network admin-
istrators to 
perform live mon-
itoring of all links.  
Live Monitoring is 
application aware 
and is beneficial for troubleshooting and validating busi-
ness policy steering in real time.

Packet 
Capture 
Utility
The packet cap-
ture utility can be 
used to observe 
live network 
traffic passed by 
Velocloud Edges. 
Since captures provide a live snapshot of traffic on the 
network, it can be immensely helpful in diagnosing and 
troubleshooting networking issues.

Detailed Logging
The VCO records detailed logs of device access events, 
flow stats, link stats and link quality stats. The orchestra-
tor can record detailed firewall logs, which is very useful 
during security audits. 

http://www.velocloud.com
http://twitter.com/velocloud

