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In 2013, the Health Information Technology for Economic and Clinical Health 
(HITECH) Act amended the HIPAA Omnibus Rule, forcing business associates and 
contractors to comply with the same privacy and security regulations as covered 
entities. Now, a covered entity (CE) must ensure their business associates and 
contractors agree to comply with written agreements.

The Office for Civil Rights (OCR) is responsible for 

investigating HIPAA complaints and violations. With an 

average of 3,300 violations per year, the OCR has been 

busy. When a CE has violated HIPAA privacy or security 

regulations, the penalties can be severe. 

In 2018, Judge Steven Kessel upheld a $4.3 million penalty 

on an internationally recognized healthcare provider, 

when one of their unencrypted laptops was stolen. While 

the healthcare provider argued the theft did not prove 

a HIPAA violation—there was no way to determine what 

happened to the laptop’s unencrypted data — consider 

Judge Kessel’s reply:

“To interpret the regulation so narrowly as 

Respondent suggests would render its prohibitions 

against unauthorized disclosure to be meaningless. 

If Respondent had its way, it and other covered 

entities could literally cast ePHI to the winds and 

be immune from penalty so long as OCR fails to 

prove that someone else received and viewed that 

information.”

If a larcenous act can leave a CE exposed to seven-figure 

fines, it is clear that enabling data protection has never 

been more vital.

CEs are the custodians of PHI and must adopt 
methods to ensure its privacy and security.

THE PRIVACY RULE
The latest iteration of the HIPAA Privacy Rule affirms 

the principle of rights — specifically, property rights. 

Individuals reserve the right to their protected health 

information (PHI) and CEs may not violate these rights 

when data is at rest or in transit. 

Individually identifiable health information is demographic 

data that relates to:

• an individual’s past, present, or future physical or 

mental health or condition

• the provision of healthcare to the individual

• the past, present, or future payments for the provision 

of healthcare to the individual

What does this mean? If privacy is compromised, federal 

law has been broken. By establishing the Privacy Rule, 

individuals are guaranteed the right to privacy in matters 

of their personal health. This is why the OCR is the principle 

investigator of any potential violations, because what is at 

stake is a person’s civil rights.

As the digitization of healthcare continues, a greater 

share of protected health information (PHI) will reside 

in electronic media and storage, along with digital 

transmission between CEs and their business associates 

and contractors (ePHI). CEs are the custodians of PHI and 

must adopt methods to ensure its privacy and security.

THE SECURITY RULE
While the Privacy Rule speaks to which data is to be 

protected, the Security Rule establishes how that data is 

protected. CEs must comply with both measures and are 

liable to fines if either of these rules are violated. 
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Within the Security Rule, there are three categories of 

safeguards to ensure data is protected and standards are 

followed:

1) Administrative safeguards

2) Physical safeguards

3) Technical safeguards

Administrative safeguards relate to processes and 

policies that increase the probability of data protection. 

These include practices such as access controls, role 

permissions, monitoring, and training to create an 

environment where data protection and privacy are 

embedded in regular operations.

Physical safeguards are the tangible garrisons for ePHI — 

locked rooms, server cages, secure workstations, and 

disposal facilities — that provide a material space where 

ePHI can be shielded from unauthorized access. 

Finally, technical safeguards are the ways technology 

is pressed into service to protect ePHI throughout its 

lifecycle. These technical safeguards tend to be the 

implements IT and security teams are tasked with 

establishing and maintaining.

TECHNICAL SAFEGUARDS
Absolute delivers endpoint data protection and automation 

to eliminate compliance failures. IT and security teams 

rely on Absolute for asset intelligence, automated 

endpoint hygiene, and continuous compliance powered 

by Absolute’s Persistence® technology, embedded in their 

device firmware.

ABSOLUTE PERSISTENCE

Absolute’s patented Persistence® technology is embedded 

at the factory into the device core by over 25 leading OEM 

manufacturers. Once activated, Absolute provides you 

with a reliable two-way connection so you can see and 

control every device, putting you in total command and 

able to protect ePHI.

Your Success Criteria:
• Complete identification of authorized and unauthorized 

hardware and software

• Identify authorized and unauthorized hardware and 

software

HIPAA Security Rule, 164.304, 164.310(b), 164.310(c)

ENDPOINT VISIBIL ITY

Absolute probes every endpoint to pinpoint PHI at-risk and 

monitors endpoint activity and status, alerting you when 

compliance drifts. Examples are non-compliant device  

locations; security agent health; and endpoint hygiene  

failures related to encryption, AV, SCCM continuity, 

blacklisted apps, and rogue user behavior.

Your Success Criteria:
• Hardened endpoint security configurations

• Always-on compliance monitoring and alerts

HIPAA Security Rule, 164.310(b), 164.310(c), 164.312(a), 164.312(b)

ENDPOINT CONTROL

Only Absolute has an unbreakable connection to every 

device — on and off network — enabling security 

orchestration with targeted queries and commands, 

and the ability to persist controls and security apps 

necessary for protecting PHI. Examples are security new 

devices in transit; validating users and access controls; 

restoring apps and agents; and remediation actions 

such as isolating, freezing, or wiping non-compliant or 

compromised endpoints.

Your Success Criteria:
• Remote command over devices, data, users, and apps

• Adaptive controls to restore compliance and data 
integrity

HIPAA Security Rule, 164.312(c)(1), 164.312(c)(2), 164.312(e)(2)(i), 164.312(e)(2)(iii)
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RISK ASSESSMENT

Only Absolute gives you a digital tether to every device — 

on and off network — for rapid analysis of your endpoint 

security posture. Automated risk assessments will 

demonstrate compliance or signal violations against 

HIPAA, HITECH, HITRUST, and your own security policies, 

with continuous checks against all required technical 

safeguards. Examples include vulnerability assessments, 

risk exposure, misconfigurations, failing or disabled 

security controls, and misuse of sensitive data.

Your Success Criteria:
• Quantitative risk analysis across the global device

population

• Continuous checks for endpoint compliance and cyber

hygiene

HIPAA Security Rule, 164.312(b), 164.310(d)(1), 164.310(d), 164.312(a)(1)

RAPID RESPONSE

Absolute enables you to take fast action with security 

incidents and risk exposures related to HIPAA, HITECH, 

and HITRUST. Incident response teams get deep asset 

intelligence and automated commands to compress 

time-to-resolution, including locking a device to isolate 

exposures, remote data pull and delete, device forensics, 

chain of custody, and investigation. 

Your Success Criteria:
• Command execution to any device: on and off network

• Forensic analysis and investigation on related

endpoints

HIPAA Security Rule, 164.304, 164.308(a)(6), 164.404, 164.408

ABSOLUTE FOR HEALTHCARE 

Only Absolute has an unbreakable connection to every 

device — on and off network — enabling security 

orchestration with targeted queries and commands, and 

the ability to persist controls and security apps necessary 

for protecting PHI. Examples include securing new 

devices in transit, validating users and access controls, 

restoring apps and agents, and remediation actions 

such as isolating, freezing, or wiping non-compliant 

or compromised endpoints. For more information 

about Absolute’s solutions for healthcare, please visit: 

absolute.com/healthcare

GET THE GUIDE

absolute.com

THE SECURITY RULE
While the HIPAA Privacy Rule speaks to which data is to be 

protected, the Security Rule establishes how that data is 

protected. Covered Entities (CEs) must comply with both 

measures and are liable to fines if either of these rules are 

violated.

Within the Security Rule, there are three safeguard 

categories to ensure data is protected and standards are 

followed.

Safeguard Categories:

1. Administrative

2. Physical 

3. Technical

Administrative safeguards relate to processes and 

policies that increase the probability of data protection. 

These include practices such as access controls, role 

permissions, monitoring, and training to create an 

environment where data protection and privacy are 

embedded in regular operations.

Physical safeguards are the tangible garrisons for ePHI — 

locked rooms, server cages, secure workstations, and 

disposal facilities — that provide a material space where 

ePHI can be shielded from unauthorized access.

Finally, technical safeguards are the ways technology 

is pressed into service to protect ePHI throughout its 

lifecycle. Technical safeguards are usually the implements 

that IT and IT security teams are tasked with establishing 

and maintaining.

H I PA A  C O M P L I A N C E  E VA LU AT I O N  G U I D E
PROTECT HEALTHCARE DATA WITH ABSOLUTE

Home Health

St. Joseph Home Care Network is confident 

of HIPAA Compliance with Absolute.

DOWNLOAD THE CASE STUDY

absolute.com

ST .  J O S E P H  H O M E  C A R E  N E T W O R K  I S  C O N F I D E N T 
O F  H I PA A  C O M P L I A N C E  W I T H  A B S O LU T E

C U S T O M E R  S U C C E S S  S T O R Y

St. Joseph Home Care Network offers very specialized services 

for the community’s population who require intermittent care in 

their home for a variety of needs. The Home Health Team consists 

of experienced, certified, and licensed staff who work together to 

provide knowledgeable and comprehensive care.

BACKGROUND

With over 500 employees, St. Joseph’s multidisciplinary caregivers provide 

services within home health, hospice, private duty, and infusion pharmacy. 

The Home Health caregivers at St. Joseph work towards restoring patients 

to optimal health and supporting families by going into the home and 

ministering to the physical, psychological, and spiritual needs of the each 

patient.

THE CHALLENGE

In 2010, St. Joseph transitioned to an electronic medical records (EMR) 

provider, so that patient care professionals could bring tablets with them 

during their home visits. Because these tablets would be carrying sensitive 

patient data, St. Joseph needed to implement a technology that could 

monitor the devices off the local network and maintain visibility to ensure 

the integrity of the stored data.

INDUSTRY:

HEALTHCARE

PLATFORM:

“Endpoint security without Absolute 

is a scary thought. Our compliance 

officer has complete peace of 

mind knowing we can maintain a 

connection with each device.”

stjosephhomecare.org

Mark Willenbring
Business Analyst
St. Joseph Home Care Network 

Home Health

HIPAA COMPLIANCE 
EVALUATION GUIDE
Identify the required elements 
to achieve HIPAA compliance 
with this Absolute platform 
evaluation guide.
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The information in this white paper is provided for informational purposes 

only. The materials are general in nature; they are not offered as advice on 

a particular matter and should not be relied on as such. Use of this white 

paper does not constitute a legal contract or consulting relationship 

between Absolute and any person or entity. Although every reasonable effort 

is made to present current and accurate information, Absolute makes no 

guarantees of any kind. Absolute reserves the right to change the content of 

this white paper at any time without prior notice. Absolute is not responsible 

for any third party material that can be accessed through this white paper. 

The materials contained in this white paper are the copyrighted property of 

Absolute unless a separate copyright notice is placed on the material.

© 2018 Absolute. All rights reserved. Absolute and Persistence are registered trademarks of Absolute. Self-healing Endpoint Security is a trademark of Absolute. All other trademarks are property of their respective 
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ABOUT ABSOLUTE
Absolute provides visibility and resilience for every endpoint with self-healing endpoint security and always-connected IT 

asset management to protect devices, data, applications and users — on and off the network. Bridging the gap between 

security and IT operations, only Absolute gives enterprises visibility they can act on to protect every endpoint, remediate 

vulnerabilities, and ensure compliance in the face of insider and external threats. Absolute’s patented Persistence 

technology is already embedded in the firmware of PC and mobile devices and trusted by over 12,000 customers 

worldwide.
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