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ABOUT
About TokenEx
TokenEx was founded by security experts to combat data theft while helping organizations reduce the costs 
associated with Payment Card Information (PCI) compliance. By integrating four key technologies—tokenization, 
encryption, data vaulting, and key management—with a highly secure cloud-computing platform, TokenEx has 
grown rapidly, becoming the choice tokenization vendor for data security.

What We Do
The TokenEx Cloud Security Platform provides tokenization, encryption, and data vaulting as a unified software 
as a service. Designed from the beginning to be payment processor and card-reader device agnostic, the cloud 
platform integrates transparently with your existing business processes and payment providers. In most cases, 
the integration with TokenEx is so seamless that your employees don’t even know it’s working in the background. 
Because the sensitive payment, personal, and health data is completely removed from your business systems, a 
successful breach by hackers and their malware bots results in no loss of data, just streams of tokens that are 
useless to them. All your data is safely vaulted in the secure cloud platform, ready to be processed on demand 
simply by swapping tokens for data as you interact with your payment providers and service partners.

Almost every organization that sells products and services accepts payments through multiple acceptance 
channels—web stores, point-of-sale terminals, call centers, and mobile apps. Even non-profit and charity 
organizations accept donations via their web sites, call centers, 
and lately, mobile apps for representatives in the field. For 
each of these payment acceptance channels, tokenization 
provides the ultimate method for keeping payment data secure 
and dramatically lowering the costs of PCI compliance. Since 
tokenization removes toxic payment and personally identifiable 
information (PII) data from internal IT systems, storing it in 
secure cloud data vaults, it eliminates the risk of data theft. 
What remains in your IT systems are tokens that represent the 
sensitive data that are useful only for your business processes, 
and worthless to a data thief.

Tokenizing your payment and private data is the first critical 
step in protecting your organization from loss of data due to breaches and the resulting legal, financial, and 
public relations fallout. But you still need the ability to work with multiple payment processors, as well as service 
providers such as fraud detection, chargeback prevention, marketing analytics, and card refresh services. 
That’s why your tokenization service should also be a central point of integration between you and your service 
providers. The TokenEx Cloud Security Platform is also designed to be an Open Integration Platform that gives 
you the freedom to choose the providers that process payments and the plethora of partners that protect against 
fraud and chargebacks, among other payment support services.
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Open Integration
The TokenEx Platform is an open integration platform that gives you the freedom to integrate with any service 
provider, customer, or vendor you’re working with today.

Data Sets
TokenEx will secure any data set you work with today.  We serve industries that handle not only Payment Card 
Data (PCI), but Personally Identifiable Data (PII), Automated Clearing House (ACH), HIPAA Data (EHR), Non-Public 
Data (NPI), Structured Data, Unstructured Data, and just about any other data set imaginable.

Platform Availability
You need your data – bottom line. TokenEx has the platform to ensure your data is available when you need it.  By 
partnering with one of the industry-leading secure cloud providers, TokenEx continues to enhance our redundancy, 
availability, and scalability for your needs.

Deployment Models
Lets you choose between lower-cost, high-efficiency multi-tenant hosting of data vaults and tokenization 
processing, or dedicated single-tenancy provisioning for high-volume, multi-national enterprises.

Platform Services
Provided by TokenEx means that your tokenization and data vaulting implementation has the professional 
guidance and project planning resources you need to successfully remove toxic data from your systems, lower 
the overall cost of PCI compliance, and reduce the risk of data theft.

Inception of a Cloud Data Security Platform
The rapid evolution of cloud computing provides organizations with lower-cost, high- availability computing 
resources (infrastructure as a service), as well as software as a service (SaaS) ranging from manufacturing 
resource planning, customer support, sales management, financial services, and e-commerce. Now TokenEx 
brings data security as a service (dSaaS) to the cloud. A cloud platform for data security is TokenEx’s key 
differentiator among the providers of payment processor tokenization, data encryption solutions, and on-premise 
data security technologies.

By unifying tokenization, encryption, and data vaulting in a SaaS offering, TokenEx provides the industry leading 
cloud data security platform. Designed from the beginning as a completely agnostic solution, the TokenEx 
platform integrates transparently with your existing business processes and service providers. In most cases, the 
integration with TokenEx is so seamless that your employees don’t even know it’s working in the background.

Because the sensitive payment, personal, and health data is completely removed from your business systems, a 
successful breach by hackers results in no loss of data, just streams of tokens that are useless to them. All your 
data is safely vaulted in the secure cloud platform, ready to be processed on demand simply by swapping tokens 
for data as you interact with your business processes and service providers.

TokenEx continues to grow by increasing services, expanding key partnerships, and providing hands-on consulting 
to ensure each client’s transition to tokenization is successful and customized to fit their business needs. Security 
is never a case of “one solution works for all organizations”. The TokenEx team makes sure that your business 
processes work as you need them to with secure data vaulting, tokenization, and service provider integrations. 
Providing tremendous functionality and flexibility, here is what you can expect from TokenEx.

ABOUT // 3    



CONTENTS
1. About TokenEx
2. Contents
3. PII

a.	 PII	Defined
b.	 Compliance
c.	 Ancillary	Benefits
d.	 The	Dangers	of	Not	Properly	Protecting	PII
e.	 How	TokenEx	Secures	PII
f.	 Data	Flow

4. PHI
a.				PHI	Defined
b.	 Compliance
c.	 Ancillary	Benefits
d.	 The	Dangers	of	Not	Securing	PHI
e.	 How	TokenEx	Secures	PHI
f.	 Data	Flow

5. GDPR/Privacy 
a.	 Pseudonymization	Defined
b.	 Pseudonymization	With	Tokenization
c.	 High	Level	Flow
d.	 Tokenization	and	GDPR
e.	 Select	GDPR	Articles

6.  PCI Controls 
a.	 Solution	Legend
b.	 Controls

7.TokenEx Solutions 
a.	 iFrame
b.	 BBE
c.	 Web	Services
d.	 Mobile
e.	 Batch/EDI
f.	 P2PE
g.	 Contact	Centers
h.				Transparent	Gateway	API	
i.					Transparent	Detokenization	
j.					Transparent	Tokenization	
k.				Custom	Token	Schemes	
 

............................................................................	02

  ......................................................................................... 04

....................................................................................................... 05
...................................................................................... 05
 .................................................................................... 05

............................................................................ 06
 ...................................... 06

................................................................ 06
....................................................................................... 06

..................................................................................................... 08
.................................................................................... 08

 .................................................................................... 09  
............................................................................ 10

.................................................... 10
  ............................................................... 10

....................................................................................... 11

	..............................................................................	12
	..............................................................	12

...............................................	12
 .............................................................................. 13

 ...............................................................14-16
 ...................................................................14-16

  ................................................................................ 17
.............................................................................. 17

 ..................................................................................... 17-33

 ..................................................................... 34
 ............................................................................................ 34

 ................................................................................................ 35
 .................................................................................. 36

 ............................................................................................ 37
 ....................................................................................... 38

.............................................................................................. 39
 .............................................................................. 40

................................................................ 41
.............................................................	42

................................................................ 43
.................................................................. 44

CONTENT // 4    



pii

What Is Personally Identifiable Information? 
When an organization deals with individuals, it almost invariably collects personal information about them. 
In response to an escalating number of security breaches that resulted in public disclosures of personal 
information, the U.S. National Institute of Standards and Technology (NIST) released Special Publication 800-
122, Guide to Protecting the Confidentiality of Personally Identifiable Information (PII), in April 2010. In SP 800-
122, NIST defines PII as any information gathered, stored, and processed by an organization about individuals 
(customers, guests, clients, subscribers), including:

• Information that can be used to distinguish or trace an individual’s identity, such as name, social security 
number, date and place of birth, passport number, driver’s license number, taxpayer ID, financial account, or 
credit card number, maternal or paternal names, or legal alias.

• Information that is linked or linkable to an individual, such as medical, educational, financial, and 
employment information.

• Personal characteristics, including photographic image (especially of face or other identifying 
characteristic), fingerprints, handwriting, or other biometric data such as retina scan, voice signature, and 
facial geometry.

It is important to note that the concept of “personally identifiable information (PII)” exists in multiple countries 
and across multiple industries with some legal and regulatory variations. The term PII is generally used within the 
United States while “personal information” is used to refer to information that identifies or is about an identifiable 
individual in the European Union (EU), Canada and Japan. In the U.S., information about an individual’s health care 
is defined as protected health information (PHI), while in the EU, this same information is considered “sensitive 
personal information,” which is a legally significant subset of personal information.

PII Compliance Obligations
Ultimately, PII is a legal concept rather than a technical term. When dealing with PII, an organization should seek 
the appropriate guidance to determine what country, region, and/or industry related laws and regulations apply 
to the personal data being collected, stored and processed by the organization. There are literally hundreds of 
state and territorial privacy and data security laws in the U.S. – California alone has more than 25. Add to this the 
industry frameworks and self-regulation guidelines such as the Payment Card Industry Data Security Standard 
(PCI DSS), and the compliance scope for most organizations can be quite complex.

One way to reduce this complexity and the costs associated with compliance is to identify the most common 
compliance requirements across the organization’s data security and privacy obligations and prioritize the 
implementation of solutions that address these baseline requirements.  Defining and adhering to a documented 
security control baseline helps ensure an organization is properly protecting its PII. This baseline should also 
include incident and breach reporting requirements specific to PII exposure.
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It’s important to keep in mind that organizations and laws are not static. Baselining data protection obligations should 
be an iterative, risk-based activity. The internal assessment of the personal data an organization collects should include 
whether there is an actual need for that sensitive data. You don’t need to protect data you don’t collect – or worry about 
complying with the associated laws and regulations.

Benefits of Tokenizing PII
TokenEx can help prepare your organization to meet the constantly evolving data protection regulations, such as the 
General Data Protection Regulation (GDPR) in the EU, PCI DSS, ISO, etc. The TokenEx data protection platform provides 
flexible technologies and methodologies to make tokenizing, encrypting and data vaulting work with any method or 
acceptance channel your organization uses to collect process and store PII.

• Fully customizable tokenization schemes to match the data type being secured
• Tokenization is a recognized form of pseudonymization to assist in GDPR compliance
• Tokenization removes PII from your environment - - No Data, No Theft 

The Dangers of Not Properly Protecting PII
Unfortunately, PII has eclipsed other data sets, such as credit card payment information, as the most valuable data 
to steal. Using stolen PII, a cyber-criminal can build a complete virtual identity. PII data sets—such as social security 
number, date of birth, employment history—are used to create fake personas with which a fraudster can buy goods and 
services, open lines of credit, change bank account access, and a plethora of other illegal activities. The damage stolen 
PII can do to victims of data theft has caught the attention of the Federal Trade Commission (FTC).

The FTC is the federal watchdog for personal data security in the U.S., and it has ruled that individuals can sue 
for damages when their PII is stolen from an organization’s information systems. The FTC has further ruled that 
if an organization has “unreasonable data security” in place to protect their customers’ sensitive information, the 
organization can be subject to fines, class action lawsuits, as well as be required to issue a public notification of  
the breach due to the long-term damages that can result. Moreover, some organizations can be subjected to third-party 
audits of their privacy practices for up to 20 years if the FTC finds the organization failed to properly  
protect the PII in its care. 

The Ponemon Institute, an independent research organization, values the cost of each exposed individual PII record at 
around $178. With the average breach exposing 30,000 records, the financial risk quickly adds up. Moreover, the costs 
of a breach as calculated by the Ponemon Institute does not include “catastrophic” breaches of over 100,000 records. 
In addition to the financial repercussions, customer trust, corporate branding, and future business can quickly dissipate 
after a PII exposure.PII
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PII Tokenization Use Case
The Allant Group, headquartered in Naperville, Illinois, combines customer and business intelligence applications to 
help enterprise and mid-market clients gain more valuable insights and drive marketing performance of omni-channel 
business. That means that Big Data is at the very heart of its operations. Allant collects and aggregates large volumes 
of personally identifiable information (PII). Researching data security providers, the Allant IT team looked for a company 
that was a match with the way they envisioned growing the company. “It was important that we find the proper fit,” says 
Daniel Iantorno, Allant’s Chief Information Officer. “We wanted a security partner that we could grow with, not one that 
we had to pay a large sum upfront and then grow into the service.” A SaaS subscription model turned out to be the fit 
Allant needed. As well, a primary goal of the project was to make no changes to existing business processes. “TokenEx’s 
Cloud Security Platform mirrors our flexible approach to accommodating clients’ requirements, working with us to 
provide the best solution at the right price” says Daniel Iantorno.

Since PII has become a favorite target of hackers, protecting customers’ personal data with tokenization prevents fraud 
and identity theft. TokenEx can tokenize any type of data, so PII can be safely vaulted away from on-premise business 
systems and replaced with tokens that are mathematically unrelated to the original data and, thus, useless to data 
thieves. The existing token schemas from the on-premise system had to be re-created by TokenEx, the field sizes had to 
match exactly, and the algorithms that create tokens from the PII data had to produce the same types of outputs as the 
legacy on-premise system. To facilitate this smooth transition, an Allant Project Manager created use cases for each of 
the vendors that defined the capability needed from TokenEx to seamlessly work with them. “TokenEx did all this work up 
front as a proof of concept to win our business. After that we had a high degree of faith that the TokenEx team was able 
to take our current tokenization implementation and transition it to their cloud platform,” remembers Iantorno.

PII
Personally Identifiable Information (PII) is defined in NIST 

Special Publication 800-122 as any information gathered, 

stored, and processed by an organization about individuals 

(customers, guests, clients, subscribers)
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High Level Flow 
In the United States, the HIPAA (Health Insurance Portability and Accountability Act) Privacy Rule protects most 
protected health information or PHI.  PHI is information that relates to: 

• an individual’s past, present, or future physical and/or mental health 
• the provision of health care for the individual 
• payment for the provision of health care that can be used to identify the individual 
• common identifiers such as name, date of birth, and Social Security Number and demographic information 

when it can be associated with the individual’s health information
 
Note that information such as an individual’s name, date of birth, and Social Security Number, while considered 
personal data or PII, may not necessarily be PHI in the absence of health data. 
 
De-Identification of PHI 
De-identification of PHI is the process of removing an 
individual’s personal identifiers from heath information. 
There are two reasons an organization might want to  
de-identify the PHI it holds: 

• Mitigate the privacy risk to individual data subjects 
and corresponding risk to the organization in the 
event of a data breach 

• Support secondary uses of the data such as medical 
research

Under HIPAA, the standard for de-identification of PHI is 
defined in section 164.514(a) of the Privacy Rule as:
 

Health information that does not identify an individual 
and with respect to which there is no reasonable 
basis to believe that the information can be used to  
identify an individual is not individually identifiable 
health information. 

 
Sections 164.514(b)(1) and 164.514(b)(2) of the privacy 
rule define two different specifications that can be used to implement de-identification – “Expert Determination” 
and “Safe Harbor.” 
 
Both specifications involve identifying and removing the personal identifiers in the data so that the resulting data 
set can not be used to identify an individual and there is no reasonable basis to believe it can be used to do so.
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Method One - “Expert Determination” 
Under the Expert Determination method, a covered entity is permitted to determine that health information is not 
individually identifiable health information only if a person with “appropriate knowledge of and experience with generally 
accepted statistical and scientific principles and methods for rendering information not individually “identifiable” applies 
those principles and methods to determine that the information cannot be used, either alone or in combination with 
other available data, to re-identify the subject of the information. In addition, the methods and results of the analysis 
that resulted in such a determination must be documented. 

Method Two - “Safe Harbor” 
Utilizing the Safe Harbor method for de-identification, the following 18 identifiers of the individual and of the individual’s 
employers, relatives or other household members must be removed:

1. Names 

2. All geographic subdivisions smaller than the state level, including street address, city, county, and ZIP 
code. The initial three digits of the ZIP code may be retained if it encompasses a population of 20,000 
or more.  

3. All dates related to the individual such as date of birth, date of admission, date of discharge, etc., with 
the exception of the year in which those events occurred. If the individual was aged 90 or older at the 
time of the event, the year must also be removed or aggregated into a category of age 90 or older. 

4. Telephone numbers 

5. Fax numbers 

6. Email addresses 

7. Social security numbers 

8. Medical record numbers 

9. Health plan beneficiary numbers 

10. Account numbers 

11. Certificate and license numbers 

12. Vehicle identifiers and serial numbers, including license plate numbers 

13. Device identifiers and associated serial numbers 

14. Web URLs 

15. IP addresses 

16. Biometric identifiers, such as finger and voice prints 

17. Full-face photographs and any similar images 

18. Any other uniquely identifying code, number, or characteristic except those permitted under Section 
164.514(c) of the HIPAA Privacy Rule, “Implementation specifications: Re-identification,” and 
discussed the following section. 

In addition to removing the 18 identifiers listed above, the covered entity cannot have actual knowledge that the 
information could be used alone or in conjunction with other information to identify an individual who is a  
subject of the information. 

Satisfying either the Safe Harbor or Expert Determination methods would demonstrate that a covered entity has met 
the standard for de-identification of information in §164.514(a).  De-identified health information created as a result of 
these methods is no longer considered PHI and subject to protection by the Privacy Rule.
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Benefits of Using Tokenization for De-Identification of PHI 
Section 164.514(c) of the HIPAA Privacy Rule, “Implementation specifications: Re-identification,” allows covered entities 
to assign a code or token to de-identified information so that it may be re-identified by the organization when necessary, 
provided that: 

• The token is not related to or derived from the identifying data, nor can it be translated in such a way as to identify 
the data subject  

• The token is not disclosed or utilized by the covered entity for other purposes

The TokenEx Data Security Platform can be used to tokenize identifiers in PHI, completely removing the sensitive 
data from your organization’s environment and securely vaulting it in the cloud, while meeting the requirements under 
§164.514(c) for re-identification of the data. 

• Customized token schemes to match the data type you want to secure 
• Multiple tokenization/detokenization channels to fit your use case(s) including e-commerce, mobile, batch, 

and web API Risk mitigation in the event your organization suffers a data breach.  
• Cost reductions associated with the utilization of a scalable cloud solution and lower cyber  

insurance premiums 
 
The Dangers of Not Securing PHI 
The most obvious danger of not properly securing PHI is the loss of privacy suffered by the individuals whose data 
is compromised. This in turn, can have significant repercussions for the responsible organization. Beyond the loss of 
reputation and consumer confidence, the fines and settlement costs 
can potentially be devastating. 
 
The single largest data breach settlement in history was agreed to 
in June 2017, by health insurer Anthem, Inc., for $115 million. The 
breach resulted in the compromise of individuals’ personal data 
including names, street addresses, Social Security Numbers, dates 
of birth, and employment information.  
 
While the Anthem settlement is extraordinary, research has 
consistently shown that data breaches involving healthcare are 
the costliest across industries. The Ponemon Institute releases an 
annual study on the cost of a data breach and for the last three years the cost per lost or stolen healthcare record far 
exceeded the average: 

• 2017: $380 per lost/stolen healthcare record vs. the global average of $141  
• 2016: $355 per lost/stolen healthcare record vs. the global average of $158  
• 2015: $363 per lost/stolen healthcare record vs. the global average of $217 

These costs are often due in part, to the significant fines levied by the U.S. Department of Health & Human Services 
(HHS) Office for Civil Rights (OCR). The top five settlements in 2017 all exceeded $2 million.

How TokenEx Secures PHI 
TokenEx can tokenize, and thus de-identify, individually identifiable health information - a subset of protected health 
information (PHI) - that includes demographic information collected from individuals, such as social security number, 
patient number, and medical images, as well as non-health data such as IP addresses and postal codes. In some cases, 

1.		Memorial	Healthcare	System

2.		Children’s	Medical	Center	of	Dallas

3.		CardioNet

4.		Memorial	Hermann	Health	System

5.		21st	Century	Oncology

$5.5 million

$3.2 million

$2.5 million

$2.4 million

$2.3 million
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tokenization can be used to de-identify the entire data set. Unlike payment card and financial information, ePHI is very 
complex and includes many deviations across disparate systems. TokenEx helps solve this dilemma by being able to 
tokenize any data set using consistent schemas to protect data integrity. 
 
PHI Tokenization in Action 
In today’s diverse healthcare environments, it is common to encounter systems that cannot be adequately protected 
with preventative security controls. It may be legacy medical equipment that requires Windows XP to function or a 
vendor-managed system that for technical reasons is required to be configured in an insecure manner. Lacking the 
ability to apply basic security hardening configurations to these systems, healthcare organizations are relying more 
on system isolation controls to limit the damage of a breach of these highly vulnerable systems. Tokenization of data 
stored on these vulnerable systems can be a covered entity’s saving grace, protecting the organization from the risk that 
these systems pose if breached. In the event of a compromise, these systems will only expose the tokenized data to an 
attacker and not the underlying ePHI. 
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The TokenEx Data Protection Platform can also be used to limit the risk posed by rogue system administrators. System 
administrators are the most highly privileged users in IT organizations, yet they usually do not have the need to view 
protected health information. A system administrator - whether their intent is malicious in nature or simply driven by 
curiosity - can abuse their privilege and view sensitive PHI about a targeted individual. Tokenization of the data will 
prevent unauthorized access of ePHI by IT staff. A database administrator, for example, will only see tokenized data 
instead of an individual’s personal health record. 

TokenEx has successfully de-identified ePHI data for our customers using tokenization. These organizations securely 
send identifiable data to the TokenEx Data Protection Platform it is tokenized and returned to the organization for 
storage, analysis, research, and other uses. 

Endnotes 
https://www.hhs.gov/hipaa/for-professionals/privacy/special-topics/de-identification/index.html#standard	
https://www.ponemon.org/blog/2017-cost-of-data-breach-study-united-states	
https://healthitsecurity.com/news/how-much-do-healthcare-data-breaches-cost-organizations
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GDPR PRIVACY

The General Data Protection Regulation (GDPR) replaces the 1995 Data Protection Directive and takes effect in 
the European Union (EU) on 25 May 2018. The GDPR is designed to standardize data privacy laws across the EU 
to “protect and empower all EU citizens’ data privacy and to reshape the way organizations across the region 
approach data privacy.” Although the GDPR is an EU regulation, it applies to any organization which offers goods 
or services in those countries, or which manages, stores, processes, or monitors the personal information of any 
EU residents. Within the text of the GDPR, there are multiple references to pseudonymization for the purposes of 
protecting personal data. 

Pseudonymization is explicitly defined in Article 4(5) of the GDPR as:

“…the processing of personal data in such a manner that the personal data can no longer be attributed to a specific data 
subject without the use of additional information, provided that such additional information is kept separately and is subject 
to technical and organizational measures to ensure that the personal data are not attributed to an identified or identifiable 
natural person.”

The TokenEx platform provides a means for your organization to pseudonymize personal data within your 
environment by replacing it with tokens and storing the data in an encrypted TokenEx cloud token vault. This can 
help your organization meet several obligations under the GDPR, but most importantly, tokenization can protect 
your most valuable data assets in the event of a breach.
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PSEUDONYMIzATION WITH TOKENIZATION
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High Level Flow

2

1

3
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Map the flow of personal data within your organization, including how it is being acquired, 
processed and stored. It is also important to note the retention period for the data and 
ensure there is a need for the data being collected. 

Identify those elements of the data that can be used to directly or indirectly identify a data 
subject. Pay particular attention to sensitive personal data that deals with race or ethnic 
background, religious or philosophical beliefs, etc. Determine if any or all the identifying 
elements can be replaced with a non-identifying equivalent value.

Assess the likely risk to the data subjects in the event of a breach, balancing the utility of 
fully identified data with privacy protection afforded by pseudonymized data. 

Pseudonymize the necessary identifying data elements to achieve acceptable risk by 
replacing them with tokens and storing the data in an encrypted TokenEx cloud token vault.

GDPR
The Global Data Protection Regulation (GDPR) is legislation passed by the 
EU (European Union) to help fortify and amalgamate data protection for 
all individuals within the EU, Great Britain, and a few other European based 
countries. GDPR replaces the Data Protection Directive 95/46/EC. The 
goal of the regulation is to protect the personal information (PII) of all EU 
citizens in how their PII is shared, stored, and managed. It also addresses 
the export of PII outside the EU.
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Solution Partial Solution Not Applicable

Tokenization and GDPR

GDPR ARTICLE STATEMENT

Article 6 
Lawfulness of 
processing

6(4)(e)	–	“the	existence	
of	appropriate	
safeguards,	which	may	
include	encryption	or	
pseudonymization.

If	you	are	a	data	controller	who	has	a	valid	reason--other	than	consent	
from	the	data	subject--for	the	processing	of	his	or	her	personal	
data	“for	a	purpose	other	than	that	for	which	the	personal	data	have	
been	collected”,	Article	6(4)(e)	obligates	you	to	use	“appropriate	
safeguards,	which	may	include	encryption	or	pseudonymization.

The	TokenEx	platform	enables	you	to	pseudonymize	personal	data	
within	your	environment,	by	replacing	it	with	tokens,	and	storing	
the	personal	data	in	an	encrypted	TokenEx	cloud	token	vault.

Article 17 
Right to erasure  
(‘right to be forgotten’)

“The	data	subject	 
shall	have	the	right	
to	obtain	from	the	
controller	the	erasure	
of	personal	data	
concerning	him	or	her	
without	undue	delay…”

Article	17	allows	a	data	subject	to	request	a	controller	delete	his	or	
her	personal	data.	Under	Article	12(2),	pseudonymization	of	data	may	
provide	some	relief	regarding	 
Article	17	compliance.

Article	12(2)	states	that,	“The	controller	shall	facilitate	the	exercise	
of	data	subject	rights	under	Articles	15	to	22…	unless	the	controller	
demonstrates	that	it	is	not	in	a	position	to	identify	the	data	subject.”

The	TokenEx	platform	enables	you	to	pseudonymize	personal	data	
stored	within	your	environment	by	replacing	it	with	tokens	and	storing	
the	data	in	an	encrypted	TokenEx	cloud	token	vault.	This	degree	of	
pseudonymization	and	method	of	implementation	may	allow	you	to	
assert	that	you	are	not	subsequently	able	to	reliably	identify	the	data	
subject,	thus	enabling	the	tokenized	(pseudonymized)	data	 
to	remain	in	use.
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Article 15 
Right of access by the  
data subject

Article 16 
Right to rectification

Article 18 
Right to restriction 
of processing

Article 20 
Right to data portability

Article 21 
Right to object 

The	remaining	data	subject	access	rights	in	the	GDPR	also	allow	a	data	
subject	to	restrict	or	compel	a	controller	to	adjust	processing	in	some	
way.	Again,	Article	12(2)	may	provide	some	relief	from	these	obligations.

Article	12(2)	states	that,	“The	controller	shall	facilitate	the	exercise	
of	data	subject	rights	under	Articles	15	to	22…	unless	the	controller	
demonstrates	that	it	is	not	in	a	position	to	identify	the	data	subject.”

The	TokenEx	platform	enables	you	to	pseudonymize	personal	data	
within	your	environment	by	replacing	it	with	tokens.	This	degree	of	
pseudonymization	and	method	of	implementation	may	allow	you	
to	assert	that	you	are	not	subsequently	able	to	reliably	identify	the	
data	subject,	to	avoid	having	to	return	(right	of	access),	correct	
(rectify	inaccuracies),	restrict	processing,	or	transmit	to	another	
entity	the	tokenized	data,	yet	to	continue	using	it	(object).

Article 25 
Data protection by 
design  
and by default

“…the	controller	shall,	
both	at	the	time	of	
the	determination	
of	the	means	for	
processing	and	at	the	
time	of	the	processing	
itself,	implement	
appropriate	technical	
and	organizational	
measures,	such	as	
pseudonymization,	
which	are	designed	
to	implement	data-
protection	principles....

The	GDPR	requires	“data	protection	by	design	and	by	default.”	Article	
25(1)	specifically	obligates	controllers	to	“…implement	appropriate	
technical	and	organizational	measures,	such	as	pseudonymization.”

The	TokenEx	platform	enables	you	to	pseudonymize	personal	data	within	
your	environment,	replacing	it	with	tokens,	and	storing	the	data	in	an	
encrypted	 
TokenEx	cloud	token	vault.	The	pseudonymized	data	will	likely	
present	a	lower	risk,	thus	possibly	reducing	the	number	of	additional	
security	measures	required	to	meet	this	obligation.	Using	a	cloud-
based	tokenization	provider	like	TokenEx	to	pseudonymize	direct	
identifiers	in	the	personal	data	your	organization	controls	is	a	clear	
indication	that	you	are	considering	data	protection	by	design	and	
striving	to	implement	technical	measures	appropriate	to	the	risk.
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Article 32 
Security of processing

“Taking	into	account	
the	state	of	the	art,	the	
costs	of	implementation	
and	the	nature,	scope,	
context	and	purposes	
of	processing	as	well	
as	the	risk	of	varying	
likelihood	and	severity	
for	the	rights	and	
freedoms	of	natural	
persons,	the	controller	
and	the	processor	
shall	implement	
appropriate	technical	
and	organizational	
measures…

Article	32(1)	obligates	controllers	as	well	as	processors	
to	“implement	appropriate	technical	and	organizational	
measures	to	ensure	a	level	of	security	appropriate	to	the	
risk,”	including	pseudonymization	of	personal	data.

The	TokenEx	platform	enables	you	to	pseudonymize	personal	data	
within	your	environment,	replacing	it	with	tokens,	and	storing	the	data	
in	an	encrypted	TokenEx	cloud	token	vault.	The	pseudonymized	data	
will	likely	present	a	lower	risk,	thus	possibly	reducing	the	number	
of	additional	security	measures	required	to	meet	this	obligation.

Article 33 
Notification of a 
personal  
data breach to the  
supervisory authority

Article 34 
Communication of a  
personal data breach to  
the data subject

The	GDPR	specifies	new	requirements	for	notification	in	the	event	of	
a	breach	of	personal	data.	Under	Article	33(1),	a	controller	is	required	
to	notify	supervisory	authorities	of	a	breach	within	72	hours	unless	
“the	personal	data	breach	is	unlikely	to	result	in	a	risk	to	the	rights	and	
freedoms	of	natural	persons.”	Similarly,	Article	34(1)	stipulates	that	
data	subjects	must	be	notified	“when	the	personal	data	breach	is	likely	
to	result	in	a	high	risk	to	the	rights	and	freedoms	of	natural	persons…”

When	evaluating	the	risk	posed	by	the	data	breach,	the	level	of	
pseudonymization	of	the	data	will	certainly	play	a	role.	The	TokenEx	
platform	enables	you	to	pseudonymize	personal	data	within	your	
environment,	replacing	it	with	tokens,	and	storing	the	data	in	an	
encrypted	TokenEx	cloud	token	vault.	The	pseudonymized	data	will	
likely	present	a	lower	risk,	thus	possibly	reducing	the	number	of	
additional	security	measures	required	to	meet	this	obligation.

While pseudonymization of personal data can help your organization meet your obligations under several articles 
in the GDPR, it’s important to note that it should be part of a larger strategy for full compliance with the regulation. 
TokenEx is the industry leader for enterprise cloud tokenization that removes sensitive data of any type from 
internal business systems. Just remember — no data, no theft. To learn how we can help your organization 
comply with GDPR using tokenization and pseudonymization of sensitive data, please email sales@tokenex.com 
for a personal appointment.
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PCI controls

Requirement 1: Build and Maintain a Secure Network
1.1 Establish and implement firewall and router configuration standards 
that include the following:

1.1.1 A formal process for approving and testing all network connections 
and changes to the firewall and router configurations

1.1.2 Current network diagram that identifies all connections between the 
cardholder data environment and other networks, including any wireless 
networks

1.1.3 Current diagram that shows all cardholder data flows across 
systems and networks 

1.1.4 Requirements for a firewall at each Internet connection and between 
any demilitarized zone (DMZ) and the internal network zone

1.1.5 Description of groups, roles, and responsibilities for management of 
network components

1.1.6 Documentation of business justification and approval for use of all 
services, protocols, and ports allowed, including documentation of security 
features implemented for those protocols considered to be insecure.

1.1.7 Requirement to review firewall and router rule sets at least every six 
months

1.2 Build firewall and router configurations that restrict connections 
between untrusted networks and any system components in the cardholder 
data environment.
Note: An “untrusted network” is any network that is external to the networks belonging 
to the entity under review, and/or which is out of the entity’s ability to control or 
manage.

1.2.1 Restrict inbound and outbound traffic to that which is necessary for 
the cardholder data environment, and specifically deny all other traffic.

1.2.2 Secure and synchronize router configuration files.

Solution Partial Solution Not Applicable
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1.2.3 Install perimeter firewalls between all wireless networks and the 
cardholder data environment, and configure these firewalls to deny or, if 
traffic is necessary for business purposes, permit only authorized traffic 
between the wireless environment and the cardholder data environment.

1.3 Prohibit direct public access between the Internet and any system 
component in the cardholder data environment.

1.3.1 Implement a DMZ to limit inbound traffic to only system components 
that provide authorized publicly accessible services, protocols, and ports.

1.3.2 Limit inbound Internet traffic to IP addresses within the DMZ.

1.3.3 Implement anti-spoofing measures to detect and block forged source 
IP addresses from entering the network. 
For example, block traffic originating from the Internet with an internal 
source address.

1.3.4 Do not allow unauthorized outbound traffic from the cardholder data 
environment to the Internet.

1.3.5 Permit only “established” connections into the network.

1.3.6 Place system components that store cardholder data (such as a 
database) in an internal network zone, segregated from the DMZ and other 
untrusted networks.

1.3.7 Do not disclose private IP addresses and routing information to 
unauthorized parties.
Note: Methods to obscure IP addressing may include, but are not limited to:
• Network Address Translation (NAT)
• Placing servers containing cardholder data behind proxy servers/firewalls, 
• Removal or filtering of route advertisements for private networks that employ 

registered addressing, 
• Internal use of RFC1918 address space instead of registered addresses.

1.4 Install personal firewall software or equivalent functionality on any 
portable computing devices (including company and/or employee-owned) 
that connect to the Internet when outside the network (for example, laptops 
used by employees), and which are also used to access the CDE. Firewall 
(or equivalent) configurations include:
• Specific configuration settings are defined.
• Personal firewall (or equivalent functionality) is actively running.
• Personal firewall (or equivalent functionality) is not alterable by users 

of the portable computing devices

1.5 Ensure that security policies and operational procedures for managing 
firewalls are documented, in use, and known to all affected parties.

Requirement 2: Do not use vendor-supplied defaults for system 
passwords and other security parameters

Requirement 3: Protect stored cardholder data
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3.1 Keep cardholder data storage to a minimum by implementing data 
retention and disposal policies, procedures and processes that include at 
least the following for all cardholder data (CHD) storage:
• Limiting data storage amount and retention time to that which is 

required for legal, regulatory, and/or business requirements
• Specific retention requirements for cardholder data
• Processes for secure deletion of data when no longer needed
• A quarterly process for identifying and securely deleting stored 

cardholder data that exceeds defined retention.

3.2 Do not store sensitive authentication data after authorization (even 
if encrypted). If sensitive authentication data is received, render all data 
unrecoverable upon completion of the authorization process.
It is permissible for issuers and companies that support issuing services to 
store sensitive authentication data if:
• There is a business justification and 
• The data is stored securely.
Sensitive authentication data includes the data as cited in the following 
Requirements 3.2.1 through 3.2.3:

3.2.1 Do not store the full contents of any track (from the magnetic stripe 
located on the back of a card, equivalent data contained on a chip, or 
elsewhere) after authorization. This data is alternatively called full track, 
track, track 1, track 2, and magnetic-stripe data.
Note: In the normal course of business, the following data elements from the 
magnetic stripe may need to be retained: 
•  The cardholder’s name 
•  Primary account number (PAN) 
•  Expiration date 
•  Service code 
To minimize risk, store only these data elements as needed for business.

3.2.2 Do not store the card verification code or value (three-digit or four-
digit number printed on the front or back of a payment card used to verify 
card-not-present transactions) after authorization.

3.2.3 Do not store the personal identification number (PIN) or the 
encrypted PIN block after authorization.

3.3 Mask PAN when displayed (the first six and last four digits are the 
maximum number of digits to be displayed), such that only personnel with 
a legitimate business need can see more than the first six/last four digits 
of the PAN.
Note: This requirement does not supersede stricter requirements in place for 
displays of cardholder data—for example, legal or payment card brand requirements 
for point-of-sale (POS) receipts.
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3.4 Render PAN unreadable anywhere it is stored (including on portable 
digital media, backup media, and in logs) by using any of the following 
approaches:
• One-way hashes based on strong cryptography, (hash must be of the 

entire PAN)
• Truncation (hashing cannot be used to replace the truncated segment 

of PAN)
• Index tokens and pads (pads must be securely stored)
• Strong cryptography with associated key-management processes and 

procedures.
Note: It is a relatively trivial effort for a malicious individual to reconstruct original 
PAN data if they have access to both the truncated and hashed version of a PAN. 
Where hashed and truncated versions of the same PAN are present in an entity’s 
environment, additional controls must be in place to ensure that the hashed and 
truncated versions cannot be correlated to reconstruct the original PAN.

3.4.1 If disk encryption is used (rather than file- or column-level 
database encryption), logical access must be managed separately and 
independently of native operating system authentication and access 
control mechanisms (for example, by not using local user account 
databases or general network login credentials). Decryption keys must not 
be associated with user accounts. 
Note: This requirement applies in addition to all other PCI DSS encryption and key-
management requirements.

3.5 Document and implement procedures to protect keys used to secure 
stored cardholder data against disclosure and misuse:
Note: This requirement applies to keys used to encrypt stored cardholder data, and 
also applies to key-encrypting keys used to protect data-encrypting keys—such key-
encrypting keys must be at least as strong as the data-encrypting key.

3.5.1  Additional requirement for service providers only: Maintain a 
documented description of the cryptographic architecture that includes:
• Details of all algorithms, protocols, and keys used for the protection of 

cardholder data, including key strength and expiry date
• Description of the key usage for each key.
• Inventory of any HSMs and other SCDs used for key management
Note: This requirement is a best practice until January 31, 2018, after which it 
becomes a requirement. 

3.5.2 Restrict access to cryptographic keys to the fewest number of 
custodians necessary.

3.5.3 Store secret and private keys used to encrypt/decrypt cardholder 
data in one (or more) of the following forms at all times:
• Encrypted with a key-encrypting key that is at least as strong as the 

data-encrypting key, and that is stored separately from the data-
encrypting key

• Within a secure cryptographic device (such as a hardware (host) 
security module (HSM) or PTS-approved point-of-interaction device)

• As at least two full-length key components or key shares, in 
accordance with an industry-accepted method

Note: It is not required that public keys be stored in one of these forms.

3.5.4 Store cryptographic keys in the fewest possible locations.
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3.6 Fully document and implement all key-management processes and 
procedures for cryptographic keys used for encryption of cardholder data, 
including the following:
Note: Numerous industry standards for key management are available from various 
resources including NIST, which can be found at http://csrc.nist.gov.

3.6.1 Generation of strong cryptographic keys

3.6.2 Secure cryptographic key distribution

3.6.3 Secure cryptographic key storage

3.6.4 Cryptographic key changes for keys that have reached the end of 
their cryptoperiod (for example, after a defined period of time has passed 
and/or after a certain amount of cipher-text has been produced by a given 
key), as defined by the associated application vendor or key owner, and 
based on industry best practices and guidelines (for example, NIST Special 
Publication 800-57).

3.6.5 Retirement or replacement (for example, archiving, destruction, 
and/or revocation) of keys as deemed necessary when the integrity of 
the key has been weakened (for example, departure of an employee with 
knowledge of a clear-text key component), or keys are suspected of being 
compromised.
Note: If retired or replaced cryptographic keys need to be retained, these keys 
must be securely archived (for example, by using a key-encryption key). Archived 
cryptographic keys should only be used for decryption/verification purposes.

3.6.6 If manual clear-text cryptographic key-management operations are 
used, these operations must be managed using split knowledge and dual 
control.
Note: Examples of manual key-management operations include, but are not limited 
to: key generation, transmission, loading, storage and destruction.

3.6.7 Prevention of unauthorized substitution of cryptographic keys.

3.6.8 Requirement for cryptographic key custodians to formally 
acknowledge that they understand and accept their key-custodian 
responsibilities.

3.7 Ensure that security policies and operational procedures for protecting 
stored cardholder data are documented, in use, and known to all affected 
parties.

Requirement 4: Encrypt transmission of cardholder data across open, 
public networks
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4.1 Use strong cryptography and security protocols to safeguard sensitive 
cardholder data during transmission over open, public networks, including 
the following:
• Only trusted keys and certificates are accepted.
• The protocol in use only supports secure versions or configurations.
• The encryption strength is appropriate for the encryption methodology 

in use.
Note: Where SSL/early TLS is used, the requirements in Appendix A2 must be 
completed. 
Examples of open, public networks include but are not limited to:
• The Internet
• Wireless technologies, including 802.11 and Bluetooth
• Cellular technologies, for example, Global System for Mobile communications 

(GSM), Code division multiple access (CDMA)
• General Packet Radio Service (GPRS).
• Satellite communications.

4.1.1 Ensure wireless networks transmitting cardholder data or connected 
to the cardholder data environment, use industry best practices to 
implement strong encryption for authentication and transmission.

4.2 Never send unprotected PANs by end-user messaging technologies (for 
example, e-mail, instant messaging, SMS, chat, etc.).

4.3 Ensure that security policies and operational procedures for encrypting 
transmissions of cardholder data are documented, in use, and known to all 
affected parties.

Requirement 5: Use and regularly update anti-virus software or 
programs

Requirement 6: Develop and maintain secure systems and applications

6.1 Establish a process to identify security vulnerabilities, using reputable 
outside sources for security vulnerability information, and assign a risk 
ranking (for example, as “high,” “medium,” or “low”) to newly discovered 
security vulnerabilities.
Note: Risk rankings should be based on industry best practices as well as 
consideration of potential impact. For example, criteria for ranking vulnerabilities may 
include consideration of the CVSS base score, and/or the classification by the vendor, 
and/or type of systems affected.

Methods for evaluating vulnerabilities and assigning risk ratings will vary based on an 
organization’s environment and risk-assessment strategy. Risk rankings should, at a 
minimum, identify all vulnerabilities considered to be a “high risk” to the environment. 
In addition to the risk ranking, vulnerabilities may be considered “critical” if they pose 
an imminent threat to the environment, impact critical systems, and/or would result 
in a potential compromise if not addressed. Examples of critical systems may include 
security systems, public-facing devices and systems, databases, and other systems 
that store, process, or transmit cardholder data.

6.2 Ensure that all system components and software are protected from 
known vulnerabilities by installing applicable vendor-supplied security 
patches. Install critical security patches within one month of release. 
Note: Critical security patches should be identified according to the risk ranking 
process defined in Requirement 6.1.
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6.3 Develop internal and external software applications (including web-
based administrative access to applications) securely, as follows:
• In accordance with PCI DSS (for example, secure authentication and 

logging)
• Based on industry standards and/or best practices.
• Incorporating information security throughout the software-

development life cycle
Note: This applies to all software developed internally as well as bespoke or custom 
software developed by a third party.

6.3.1 Remove development, test and/or custom application accounts, user 
IDs, and passwords before applications become active or are released to 
customers.

6.3.2 Review custom code prior to release to production or customers in 
order to identify any potential coding vulnerability (using either manual or 
automated processes) to include at least the following:
• Code changes are reviewed by individuals other than the originating 

code author, and by individuals knowledgeable about code-review 
techniques and secure coding practices.

• Code reviews ensure code is developed according to secure coding 
guidelines

• Appropriate corrections are implemented prior to release.
• Code-review results are reviewed and approved by management prior 

to release.
Note: This requirement for code reviews applies to all custom code (both internal 
and public-facing), as part of the system development life cycle. Code reviews can 
be conducted by knowledgeable internal personnel or third parties. Public-facing 
web applications are also subject to additional controls, to address ongoing threats 
and vulnerabilities after implementation, as defined at PCI DSS Requirement 6.6.

6.4 Follow change control processes and procedures for all changes to 
system components. The processes must include the following:

6.4.1 Separate development/test environments from production 
environments, and enforce the separation with access controls.

6.4.2 Separation of duties between development/test and production 
environments

6.4.3 Production data (live PANs) are not used for testing or development

6.4.4 Removal of test data and accounts from system components before 
the system becomes active/goes into production.

6.4.5 Change control procedures must include the following:

6.4.5.1 Documentation of impact.

6.4.5.2 Documented change approval by authorized parties.

6.4.5.3 Functionality testing to verify that the change does not 
adversely impact the security of the system.

6.4.5.4 Back-out procedures.
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6.4.6 Upon completion of a significant change, all relevant PCI DSS 
requirements must be implemented on all new or changed systems and 
networks, and documentation updated as applicable.
Note: This requirement is a best practice until January 31, 2018, after which it 
becomes a requirement.

6.5 Address common coding vulnerabilities in software-development 
processes as follows:
• Train developers at least annually  in up-to-date secure coding 

techniques, including how to avoid common coding vulnerabilities.
• Develop applications based on secure coding guidelines.

Note: The vulnerabilities listed at 6.5.1 through 6.5.10 were current with industry 
best practices when this version of PCI DSS was published. However, as industry 
best practices for vulnerability management are updated (for example, the OWASP 
Guide, SANS CWE Top 25, CERT Secure Coding, etc.), the current best practices 
must be used for these requirements.

Note: Requirements 6.5.1 through 6.5.6, below, apply to all applications 
(internal or external).

6.5.1 Injection flaws, particularly SQL injection. Also consider OS 
Command Injection, LDAP and XPath injection flaws as well as other 
injection flaws.

6.5.2 Buffer overflows

6.5.3 Insecure cryptographic storage

6.5.4 Insecure communications

6.5.5 Improper error handling

6.5.6 All “high risk” vulnerabilities identified in the vulnerability 
identification process (as defined in PCI DSS Requirement 6.1).
Note: Requirements 6.5.7 through 6.5.10, below, apply to web applications and 
application interfaces
(internal or external):

6.5.7 Cross-site scripting (XSS)

6.5.8 Improper access control (such as insecure direct object references, 
failure to restrict URL access, directory traversal, and failure to restrict user 
access to functions).

6.5.9 Cross-site request forgery (CSRF)

6.5.10 Broken authentication and session management
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6.6 For public-facing web applications, address new threats and 
vulnerabilities on an ongoing basis and ensure these applications are 
protected against known attacks by either of the following methods:
• Reviewing public-facing web applications via manual or automated 

application vulnerability security assessment tools or methods, at least 
annually and after any changes

Note: This assessment is not the same as the vulnerability scans performed for 
Requirement 11.2.
• Installing an automated technical solution that detects and prevents 

web-based attacks (for example, a web-application firewall) in front of 
public-facing web applications, to continually check all traffic.

6.7 Ensure that security policies and operational procedures for developing 
and maintaining secure systems and applications are documented, in use, 
and known to all affected parties.

Requirement 7: Restrict access to cardholder data by business need to 
know

7.1 Limit access to system components and cardholder data to only those 
individuals whose job requires such access.

7.1.1 Define access needs for each role, including:
• System components and data resources that each role needs to 

access for their job function
• Level of privilege required (for example, user, administrator, etc.) for 

accessing resources.

7.1.2 Restrict access to privileged user IDs to least privileges necessary to 
perform job responsibilities.

7.1.3 Assign access based on individual personnel’s job classification and 
function.

7.1.4 Require documented approval by authorized parties specifying 
required privileges.

7.2 Establish an access control system(s) for systems components that 
restricts access based on a user’s need to know, and is set to “deny all” 
unless specifically allowed.
This access control system(s) must include the following:

7.2.1 Coverage of all system components

7.2.2 Assignment of privileges to individuals based on job classification 
and function.

7.2.3 Default “deny-all” setting.

7.3 Ensure that security policies and operational procedures for restricting 
access to cardholder data are documented, in use, and known to all 
affected parties.

Requirement 8: Assign a unique ID to each person with  
computer access

Requirement 9: Restrict physical access to cardholder data
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Requirement 10: Track and monitor all access to network resources  
and cardholder data

10.1 Implement audit trails to link all access to system components to each 
individual user.

10.2 Implement automated audit trails for all system components to 
reconstruct the following events:

10.2.1 All individual user accesses to cardholder data

10.2.2 All actions taken by any individual with root or administrative 
privileges

10.2.3 Access to all audit trails

10.2.4 Invalid logical access attempts

10.2.5 Use of and changes to identification and authentication 
mechanisms—including but not limited to creation of new accounts and 
elevation of privileges—and all changes, additions, or deletions to accounts 
with root or administrative privileges

10.2.6 Initialization, stopping, or pausing of the audit logs

10.2.7 Creation and deletion of system-level objects

10.3 Record at least the following audit trail entries for all system 
components for each event:

10.3.1 User identification

10.3.2 Type of event

10.3.3 Date and time

10.3.4 Success or failure indication

10.3.5 Origination of event

10.3.6 Identity or name of affected data, system component, or resource.

10.4 Using time-synchronization technology, synchronize all critical 
system clocks and times and ensure that the following is implemented for 
acquiring, distributing, and storing time.
Note: One example of time synchronization technology is Network Time Protocol 
(NTP).

 

10.4.1 Critical systems have the correct and consistent time.

10.4.2 Time data is protected.
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10.4.3 Time settings are received from industry-accepted time sources.

10.5 Secure audit trails so they cannot be altered.

10.5.1 Limit viewing of audit trails to those with a job-related need.

10.5.2 Protect audit trail files from unauthorized modifications.

10.5.3 Promptly back up audit trail files to a centralized log server or media 
that is difficult to alter.

10.5.4 Write logs for external-facing technologies onto a secure, 
centralized, internal log server or media device.

10.5.5 Use file-integrity monitoring or change-detection software on logs 
to ensure that existing log data cannot be changed without generating 
alerts (although new data being added should not cause an alert).

10.6 Review logs and security events for all system components to identify 
anomalies or suspicious activity.
Note: Log harvesting, parsing, and alerting tools may be used to meet this 
Requirement.

10.6.1 Review the following at least daily:
• All security events
• Logs of all system components that store, process, or transmit CHD 

and/or SAD
• Logs of all critical system components
• Logs of all servers and system components that perform security 

functions (for example, firewalls, intrusion-detection systems/
intrusion-prevention systems (IDS/IPS), authentication servers, 
e-commerce redirection servers, etc.).

10.6.2 Review logs of all other system components periodically based on 
the organization’s policies and risk management strategy, as determined 
by the organization’s annual risk assessment.

10.6.3 Follow up exceptions and anomalies identified during the review 
process.

10.7 Retain audit trail history for at least one year, with a minimum of three 
months immediately available for analysis (for example, online, archived, or 
restorable from backup).

10.8  Additional requirement for service providers only: Implement a 
process for the timely detection and reporting of failures of critical security 
control systems, including but not limited to failure of: 
• Firewalls
• IDS/IPS 
• FIM 
• Anti-virus 
• Physical access controls 
• Logical access controls 
• Audit logging mechanisms 
• Segmentation controls (if used) 
Note: This requirement is a best practice until January 31, 2018, after which it 
becomes a requirement.
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10.8.1 Additional requirement for service providers only: Respond to 
failures of any critical security controls in a timely manner. Processes for 
responding to failures in security controls must include: 
• Restoring security functions 
• Identifying and documenting the duration (date and time start to end) 

of the security failure 
• Identifying and documenting cause(s) of failure, including root cause, 

and documenting remediation required to address root cause 
• Identifying and addressing any security issues that arose during the 

failure 
• Performing a risk assessment to determine whether further actions 

are required as a result of the security failure 
• Implementing controls to prevent cause of failure from reoccurring 
• Resuming monitoring of security controls 

Note: This requirement is a best practice until January 31, 2018, after which it 
becomes a requirement.

10.9 Ensure that security policies and operational procedures for 
monitoring all access to network resources and cardholder data are 
documented, in use, and known to all affected parties.

Requirement 11: Regularly test security systems and processes

11.1 Implement processes to test for the presence of wireless access 
points (802.11), and detect and identify all authorized and unauthorized 
wireless access points on a quarterly basis.
Note: Methods that may be used in the process include but are not limited to wireless 
network scans, physical/logical inspections of system components and infrastructure, 
network access control (NAC), or wireless IDS/IPS.  Whichever methods are used, they 
must be sufficient to detect and identify both authorized and unauthorized devices.

11.1.1 Maintain an inventory of authorized wireless access points 
including a documented business justification.

11.1.2 Implement incident response procedures in the event unauthorized 
wireless access points are detected.

11.2 Run internal and external network vulnerability scans at least 
quarterly and after any significant change in the network (such as new 
system component installations, changes in network topology, firewall rule 
modifications, product upgrades).
Note: Multiple scan reports can be combined for the quarterly scan process to show 
that all systems were scanned and all applicable vulnerabilities have been addressed. 
Additional documentation may be required to verify non-remediated vulnerabilities are 
in the process of being addressed.
For initial PCI DSS compliance, it is not required that four quarters of passing scans 
be completed if the assessor verifies 1) the most recent scan result was a passing 
scan, 2) the entity has documented policies and procedures requiring quarterly 
scanning, and 3) vulnerabilities noted in the scan results have been corrected as 
shown in a re-scan(s). For subsequent years after the initial PCI DSS review, four 
quarters of passing scans must have occurred.

11.2.1 Perform quarterly internal vulnerability scans. Address 
vulnerabilities and perform rescans to verify all “high risk” vulnerabilities 
are resolved in accordance with the entity’s vulnerability ranking (per 
Requirement 6.1). Scans must be performed by qualified personnel.

PCI CONTROLS // 28    



11.2.2 Perform quarterly external vulnerability scans, via an Approved 
Scanning Vendor (ASV) approved by the Payment Card Industry Security 
Standards Council (PCI SSC). Perform rescans as needed, until passing 
scans are achieved.
Note: Quarterly external vulnerability scans must be performed by an Approved 
Scanning Vendor (ASV), approved by the Payment Card Industry Security Standards 
Council (PCI SSC). Refer to the ASV Program Guide published on the PCI SSC 
website for scan customer responsibilities, scan preparation, etc.

11.2.3 Perform internal and external scans, and rescans as needed, after 
any significant change. Scans must be performed by qualified personnel.

11.3 Implement a methodology for penetration testing that includes the 
following:
• Is based on industry-accepted penetration testing approaches (for 

example, NIST SP800-115)
• Includes coverage for the entire CDE perimeter and critical systems
• Includes testing from both inside and outside the network
• Includes testing to validate any segmentation and scope-reduction 

controls
• Defines application-layer penetration tests to include, at a minimum, 

the vulnerabilities listed in Requirement 6.5
• Defines network-layer penetration tests to include components that 

support network functions as well as operating systems
• Includes review and consideration of threats and vulnerabilities 

experienced in the last 12 months
• Specifies retention of penetration testing results and remediation 

activities results.

11.3.1 Perform external penetration testing at least annually and after any 
significant infrastructure or application upgrade or modification (such as 
an operating system upgrade, a sub-network added to the environment, or 
a web server added to the environment).

11.3.2 Perform internal penetration testing at least annually and after any 
significant infrastructure or application upgrade or modification (such as 
an operating system upgrade, a sub-network added to the environment, or 
a web server added to the environment).

11.3.3 Exploitable vulnerabilities found during penetration testing are 
corrected and testing is repeated to verify the corrections.

11.3.4 If segmentation is used to isolate the CDE from other networks, 
perform penetration tests at least annually and after any changes to 
segmentation controls/methods to verify that the segmentation methods 
are operational and effective, and isolate all out-of-scope systems from 
systems in the CDE.

11.3.4.1 Additional requirement for service providers only:  If 
segmentation is used, confirm PCI DSS scope by performing 
penetration testing on segmentation controls at least every six months 
and after any changes to segmentation controls/methods.
Note: This requirement is a best practice until January 31, 2018, after which it 
becomes a requirement.
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11.4 Use intrusion-detection and/or intrusion-prevention techniques to 
detect and/or prevent intrusions into the network. Monitor all traffic at the 
perimeter of the cardholder data environment as well as at critical points 
in the cardholder data environment, and alert personnel to suspected 
compromises.
Keep all intrusion-detection and prevention engines, baselines, and 
signatures up to date.

11.5 Deploy a change-detection mechanism (for example, file-integrity 
monitoring tools) to alert personnel to unauthorized modification (including 
changes, additions, and deletions) of critical system files, configuration 
files, or content files; and configure the software to perform critical file 
comparisons at least weekly.
Note: For change-detection purposes, critical files are usually those that do not 
regularly change, but the modification of which could indicate a system compromise 
or risk of compromise. Change-detection mechanisms such as file-integrity 
monitoring products usually come pre-configured with critical files for the related 
operating system. Other critical files, such as those for custom applications, must be 
evaluated and defined by the entity (that is, the merchant or service provider).

11.5.1 Implement a process to respond to any alerts generated by the 
change-detection solution.

11.6 Ensure that security policies and operational procedures for security 
monitoring and testing are documented, in use, and known to all affected 
parties.

Requirement 12: Maintain a policy that addresses information security 
for all personnel

12.1 Establish, publish, maintain, and disseminate a security policy.

12.1.1 Review the security policy at least annually and update the policy 
when the environment changes.

12.2 Implement a risk-assessment process that:
• Is performed at least annually and upon significant changes to the 

environment (for example, acquisition, merger, relocation, etc.),
• Identifies critical assets, threats, and vulnerabilities, and
• Results in a formal, documented analysis of risk.
Examples of risk-assessment methodologies include but are not limited to 
OCTAVE, ISO 27005 and NIST SP 800-30.

12.3 Develop usage policies for critical technologies and define proper use 
of these technologies.
Note: Examples of critical technologies include, but are not limited to, remote access 
and wireless technologies, laptops, tablets, removable electronic media, e-mail usage 
and Internet usage.
Ensure these usage policies require the following:

12.3.1 Explicit approval by authorized parties

12.3.2 Authentication for use of the technology

12.3.3 A list of all such devices and personnel with access
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12.3.4 A method to accurately and readily determine owner, contact 
information, and purpose (for example, labeling, coding, and/or 
inventorying of devices)

12.3.5 Acceptable uses of the technology

12.3.6 Acceptable network locations for the technologies

12.3.7 List of company-approved products

12.3.8 Automatic disconnect of sessions for remote-access technologies 
after a specific period of inactivity

12.3.9 Activation of remote-access technologies for vendors and business 
partners only when needed by vendors and business partners, with 
immediate deactivation after use

12.3.10 For personnel accessing cardholder data via remote-access 
technologies, prohibit the copying, moving, and storage of cardholder data 
onto local hard drives and removable electronic media, unless explicitly 
authorized for a defined business need.
Where there is an authorized business need, the usage policies must 
require the data be protected in accordance with all applicable PCI DSS 
Requirements. 

12.4 Ensure that the security policy and procedures clearly define 
information security responsibilities for all personnel.

12.4.1  Additional requirement for service providers only:  Executive 
management shall establish responsibility for the protection of cardholder 
data and a PCI DSS compliance program to include: 
• Overall accountability for maintaining PCI DSS compliance 
• Defining a charter for a PCI DSS compliance program and 

communication to executive management 
Note: This requirement is a best practice until January 31, 2018, after which it 
becomes a requirement.

12.5 Assign to an individual or team the following information security 
management responsibilities:

12.5.1 Establish, document, and distribute security policies and 
procedures.

12.5.2 Monitor and analyze security alerts and information, and distribute 
to appropriate personnel.

12.5.3 Establish, document, and distribute security incident response 
and escalation procedures to ensure timely and effective handling of all 
situations.

12.5.4 Administer user accounts, including additions, deletions, and 
modifications.

12.5.5 Monitor and control all access to data.

12.6 Implement a formal security awareness program to make all personnel 
aware of the cardholder data security policy and procedures.
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12.6.1 Educate personnel upon hire and at least annually. 
Note: Methods can vary depending on the role of the personnel and their level of 
access to the cardholder data.

12.6.2 Require personnel to acknowledge at least annually that they have 
read and understood the security policy and procedures.

12.7 Screen potential personnel prior to hire to minimize the risk of attacks 
from internal sources. (Examples of background checks include previous 
employment history, criminal record, credit history, and reference checks.)
Note: For those potential personnel to be hired for certain positions such as store 
cashiers who only have access to one card number at a time when facilitating a 
transaction, this requirement is a recommendation only.

12.8 Maintain and implement policies and procedures to manage service 
providers, with whom cardholder data is shared, or that could affect the 
security of cardholder data, as follows

12.8.1 Maintain a list of service providers including a description of the 
service provided.

12.8.2 Maintain a written agreement that includes an acknowledgment 
that the service providers are responsible for the security of cardholder 
data the service providers possess or otherwise store, process or transmit 
on behalf of the customer, or to the extent that they could impact the 
security of the customer’s cardholder data environment.
Note: The exact wording of an acknowledgement will depend on the agreement 
between the two parties, the details of the service being provided, and the 
responsibilities assigned to each party. The acknowledgement does not have to 
include the exact wording provided in this requirement.

12.8.3 Ensure there is an established process for engaging service 
providers including proper due diligence prior to engagement.

12.8.4 Maintain a program to monitor service providers’ PCI DSS 
compliance status at least annually.

12.8.5 Maintain information about which PCI DSS requirements are 
managed by each service provider, and which are managed by the entity.

12.9 Additional requirement for service providers only: Service providers 
acknowledge in writing to customers that they are responsible for the 
security of cardholder data the service provider possesses or otherwise 
stores, processes, or transmits on behalf of the customer, or to the extent 
that they could impact the security of the customer’s cardholder data 
environment.
Note: The exact wording of an acknowledgement will depend on the agreement 
between the two parties, the details of the service being provided, and the 
responsibilities assigned to each party. The acknowledgement does not have to 
include the exact wording provided in this requirement.

12.10 Implement an incident response plan. Be prepared to respond 
immediately to a system breach.
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12.10.1 Create the incident response plan to be implemented in the event 
of system breach. Ensure the plan addresses the following, at a minimum:
• Roles, responsibilities, and communication and contact strategies 

in the event of a compromise including notification of the payment 
brands, at a minimum

• Specific incident response procedures
• Business recovery and continuity procedures
• Data backup processes
• Analysis of legal requirements for reporting compromises
• Coverage and responses of all critical system components
• Reference or inclusion of incident response procedures from the 

payment brands.

12.10.2 Review and test the plan, including all elements listed in 
Requirement 12.10.1, at least annually.

12.10.3 Designate specific personnel to be available on a 24/7 basis to 
respond to alerts.

12.10.4 Provide appropriate training to staff with security breach response 
responsibilities.

12.10.5 Include alerts from security monitoring systems, including but 
not limited to intrusion-detection, intrusion-prevention, firewalls, and file-
integrity monitoring systems.

12.10.6 Develop a process to modify and evolve the incident response plan 
according to lessons learned and to incorporate industry developments.

12.11  Additional requirement for service providers only: Perform reviews 
at least quarterly to confirm personnel are following security policies and 
operational procedures. Reviews must cover the following processes: 
• Daily log reviews 
• Firewall rule-set reviews 
• Applying configuration standards to new systems 
• Responding to security alerts 
• Change management processes 
Note: This requirement is a best practice until January 31, 2018, after which it 
becomes a requirement.

12.11.1 Additional requirement for service providers only:  Maintain 
documentation of quarterly review process to include: 
• Documenting results of the reviews 
• • Review and sign off of results by personnel assigned responsibility 

for the PCI DSS compliance program 
Note: This requirement is a best practice until January 31, 2018, after which it 
becomes a requirement.
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The TokenEx iFrame (inline frame) Solution provides maximum flexibility to secure the payment checkout page 
while keeping the look and feel of your web site design. But rather than redirecting every element on your checkout 
page to TokenEx Servers (as with Hosted Payment Page Solution), you simply place HTML iFrame code 
on your checkout page, so that all data entered within that iFrame is redirected to TokenEx. While the 
iFrame form code resides on your web server, payment card data is redirected within the iFrame to the 
TokenEx Cloud Security Platform.

TokenEx iFrame

The ability for you to maintain full control over customizing the checkout page and iFrame functionality and design 
is a key part of the Token iFrame Solution. TokenEx supports client‐side validations within the iFrame, as well as 
support for multiple views in the event your website may require more than one payment option (e.g., using multiple 
languages). Security is always a top priority, therefore the TokenEx iFrame Solution incorporates 
multiple security measures to secure communication between your page and the iFrame, thus preventing end 
users from accessing the content.

Maintain Full Control

TOKENEX SOLUTIONS

TOKENEX SOLUTIONS // 34    



TO
KE

N

M
er

ch
an

t

Tokenize

Payment page
presented to

customer

Order details
and token saved

to database

CC number encrypted
with javascript in

the browser

Customer enters
CC number and

order details

Order details &
encrypted CC posted

to web server

Encrypted CC
sent to

TokenEx API

ENCRYPTED  PAN

Us
er

/B
ro

ws
er

BROWSER-BASED ENCRYPTION (BBE)
When you want to keep all processing of customer transactions in your own web server, but still need to tokenize 
the payment and PII data, you can choose to implement tokenization using browser-based encryption. In effect, this 
pushes the tokenization of sensitive data all the way out to the customer's web browser. Using strong RSA 
public‐private key encryption at the browser provides an additional shield to protect the sensitive data before it is 
tokenized. This ensures that sensitive data is never received by any part of your system in an unencrypted form, 
even before it is tokenized. Browser‐based encryption decreases the number of controls you need for PCI 
compliance (typically SAQ‐A‐EP) while keeping your web pages under your complete control.

4 Remove the sensitive data from the POST to your web server and add the encrypted value.

Obtain your token. From your web server, make a call to the TokenEx API to Tokenize, or Process 
Transaction and Tokenize if you plan to send a transaction directly to an integrated payment processor.

5

Integration Details

2

Reference the TokenEx Javascript in the header of the application web page.

Add the TokenEx public key to a hidden field.

Call the TokenEx Javascript function to encrypt the sensitive data.

1

3
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Integration Details
The TokenEx API accepts JSON payloads over TLS 1.2. The authorization model is comprised of two key elements 
‐ your API Authentication parameters as well as the IP white list associated with your TokenEx token vault.

The API Authentication parameters consist of your TokenEx ID and API key. You can think of this like a username 
and password. The API key governs access to specific functions in the API. This provides for very granular access 
controls and supports segregation of duties. For example, you may have a web server in the DMZ that collects 
sensitive data and calls TokenEx to generate the corresponding tokens. You may also have an ERP server in an 
internal network segment that needs to call the Detokenize function to facilitate associated business processes. 
You could issue separate API keys for Tokenize and Detokenize, so that the web server in the DMZ does not have 
access to the Detokenize function.
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TokenEx provides a RESTful Web API that accepts requests from applications, browsers, and web servers to receive 
and store sensitive data, and return a tokenized version to your systems.

The TokenEx API enables you to program a variety of payment or PII capture systems — such as a point of sale 
device, a call center application, a ticketing/reservation system, or a mobile app — to redirect sensitive payment or 
personally identifiable data to be tokenized, securely vaulted, and processed without it ever being stored in your 
internal systems. The more sensitive data you can tokenize, the lower your risk and the smaller the scope of your 
PCI or regulatory compliance

The TokenEx API can also receive a previously generated token you’ve stored and send the related payment card 
data or PII to a payment gateway or third party for processing. For example, the ProcessTransaction method allows 
you to conduct a transaction with a supported payment gateway or processor using your TokenEx token. This 
method will facilitate the following transactions: Authorization, Capture, Purchase, Refund, and Void.

WEB SERVICES
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Native Mobile Applications
Mobile applications running natively on iOS or Android can use a standard public key encryption library to encrypt 
sensitive data with TokenEx’s pubic key, connect to the TokenEx Web services API, and send all sensitive data 
entered from the mobile device and app directly to the TokenEx Cloud Security Platform. TokenEx will tokenize the 
sensitive data, store it in the client’s token vault, and return a token.

Browser-Based Mobile Applications
When you want to keep all processing of customer transactions in your own web server, but still need to tokenize 
the payment and PII data, you can choose to implement tokenization using browser-based encryption. In effect, 
this pushes the tokenization of sensitive data all the way out to customers' mobile web browser. Using strong RSA 
public‐private key encryption at the browser provides an additional shield to protect the sensitive data before it is 
tokenized. This ensures that sensitive data is never received by any part of your system in an unencrypted form, 
even before it is tokenized. Simply reference the TokenEx JavaScript library in the header of the application web 
page and add the TokenEx public key to a hidden field.

MOBILE
Businesses are deploying mobile apps that connect with their ERP systems and empower their mobile workforce to 
check inventories, take orders, and accept payments. Yet, as organizations grow more dependent on mobile devices 
to keep track of payment and personal data, they become a greater security risk.

As you deploy mobile apps that incorporate financial transactions or collect personal data, how can you be sure that 
data is safely transmitted to back office systems and multiple payment processors? To keep all those mobile 
devices out of compliance scope, you need to ensure that any sensitive data entered through a mobile app is never 
stored on the mobile device or transmitted to back office systems.
TokenEx provides two methods to keep mobile data secure:

Both these methods ensure that no app or browser page on the device captures or stores the PAN or other sensitive 
data. The PAN is immediately encrypted on swipe or manual entry, and sent to the TokenEx Cloud Security 
Platform to be vaulted and tokenized. A token is returned to the app’s backend systems and used to complete the 
payment process.

1. Apps running natively on iOS or Android that collect payment data can use any of the standard 
public key encryption libraries to connect to the TokenEx Web Services APIs.

2. A browser‐based application on a mobile device can use the TokenEx Browser‐based 
Encryption ‐ Little BBE ‐ designed for mobile operating systems.
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File with PANs/PII

Response with PANs/PII

2

Client generates file as they do today with tokens in 
place of the sensitive data, and transfers the file to 
TokenEx via SFTP.

CLIENT File w/Token

Tokenized Response4

4

1

1

TokenEx receives the file and replaces the tokens with 
the corresponding sensitive data. TokenEx then sends 
the updated file to the 3rd party via SFTP. The file can 
also be PGP encrypted if desired.

2

The 3rd party processes the file and updates 3rd party 
systems if applicable. If a response file is generated, 
the 3rd party sends the file to TokenEx.

3

3

TokenEx receives the response from the 3rd party, and 
tokenizes the file before sending it to the client 
ensuring no sensitive data enters their environment.

THIRD
PARTY

CLIENT TOKEN VAULT

Tokenization

Alternate Data Flow

File with Tokens2 CLIENTFile w/PANs/PII1

3rd party generates file with sensitive data as
they do today and transfers the file to TokenEx
via SFTP.

1
TokenEx processes the file and updates the
client's token vault. TokenEx then tokenizes the
file and transfers it to the client via STFP.

2

THIRD
PARTY

CLIENT TOKEN VAULT

Tokenization

MANAGED FILE TRANSFER [MFT]
Your organization may use payment service providers or other 3rd parties to provide card refresh or account update 
services. When you run these services as batch processes, TokenEx receives your tokenized batch files via secure 
file transfer protocol (SFTP), swaps the tokens with the appropriate PANs or PII, and sends the batch file to your 
payment processor or a third-party service. On the return trip, the settlement or updated files are re‐tokenized so 
that no PANs or PII reenter your organization's system. With this methodology  you continue to operate with your 
preferred method of batch processing, and are relieved of storing any sensitive data and the associated risk of theft.
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Integration Details

The TokenEx P2PEService API tokenizes encrypted PANs from P2PE devices.  TokenEx manages the encryption 
keys, which are unique to every customer and are never shared. Our platform is device agnostic and supports both 
the PIN and Data block variants of DUKPT.

POINT-TO-POINT ENCRYPTION (P2PE)
Taking payment card information over the phone, contact center operators typically enter PANs into workstation 
applications, a classic card‐not‐present activity that is costly to bring within PCI compliance. This unsecured 
process also renders the workstation unusable for any other purposes, isolated from the Internet and any other 
office applications.

Adding an encryption pin pad device to the contact center station is an effective first step to ensuring that PANs are 
not stored in a readable format, should the workstation be compromised. These pin‐pad devices (from Magtek, 
Ingenico, Verifone, ID Tech, and others) connect to the USB port on a desktop and have a keypad for entering 
payment card data.

The TokenEx P2PE service integrates with contact center applications in conjunction with the encryption pin pad 
device, reading the encrypted PAN as it is entered, and transmitting the encrypted data directly to the TokenEx 
Secure Data Vault where it is decrypted, tokenized, and stored. Only the token is returned to the contact center for 
additional processing and storage, keeping all the contact center workstations and other business systems at the 
minimum scope of PCI compliance.

TokenEx works with most every manufacturer of encrypted pin pads that are used either for card swipes at a retail 
location (card present) or for manual entry in the case of a card‐not‐present transaction.
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Point‐to‐Point Encryption (P2PE)
The most widely used solution we implement for 
our clients leverages pin‐pad devices that support 
Point‐to‐Point Encryption (P2PE). These pin‐pad 
devices (from Magtek, Ingenico, Verifone, ID Tech, 
and others) connect to the USB port on a desktop 
and have a keypad for entering payment card data.

The TokenEx P2PE service integrates with contact 
center applications in conjunction with the 
encryption pin pad device, reading the encrypted 
PAN as it is entered, and transmitting the 
encrypted data directly to the TokenEx Secure Data 
Vault where it is decrypted, tokenized, and stored. 
Only the token is returned to the contact center for 
additional processing and storage.

IVR (Interactive Voice Response)
One of the key components of a 
contact center is Interactive Voice 
Response (IVR) software that 
enables customers to utilize 
self‐service payment options 24 
hours a day, 7 days a week.

TokenEx customers have 
leveraged our Web Services API in 
the IVR environment to tokenize 
sensitive data so that downstream 
applications and systems do not 
receive sensitive data. This only 
leaves a small number of devices 
in scope for PCI.

DTMF (Dual‐tone Multi‐frequency)
Most organizations who have a contact center 
component in their payment acceptance strategy 
leverage Dual‐tone Multi‐Frequency (DTMF) 
interfaces for telephony equipment. Whether the 
DTMF module is part of a larger internal 
software package or outsourced to a thirdparty, 
PCI compliance is still a consideration.

TokenEx can integrate and support the 
tokenization of data through this channel with 
relative ease. Like IVR, once data has been 
digitized through the DTMF solution, a Web 
Services API call to tokenize the sensitive data is 
made to TokenEx. TokenEx returns a token for 
additional processing and storage. 

Incoming Call

Token

PBX

IVR

DTMF

AGENT W/PIN-PAD

CLIENT CONTACT CENTER

CONTACT CENTERS
Contact centers continue to be a preferred payment platform for customers who want to talk to a live agent or use 
self-service Interactive Voice Response (IVR) to make payments. Typically, contact centers collect both PCI 
(payment card data) and PII (personal data) to complete the transactions. Contact centers continue to evolve in 
how they serve their customers, but most importantly in how they secure sensitive data ingested into their 
environment. As contact center solutions continue to offer greater flexibility, they also expand your organization’s 
attack surface and the potential for a data breach. You can use cloud tokenization to secure all data sets and reduce 
the scope of PCI and privacy regulation compliance. With cloud tokenization, sensitive data never hits your 
environment, achieving true risk reduction.

If you are leveraging a contact center,  one of the best strategies you can employ to achieve PCI compliance is 
network segmentation and use of a standard OS/software image for call agent desktops.
This strategy will reduce the overall time required for assessing this segment of your network. While all controls 
within the PCI DSS are applicable within this segment, only a subset of these controls will be required to achieve PCI 
compliance. Additionally, by segmenting your contact center, you can potentially take the remainder of your 
organization’s network out of PCI scope.

Your contact center software, Interactive Voice Recognition (IVR) or Dual‐Tone Multi‐Frequency (DTMF), will be in 
scope for PCI. For contact center software packages that do not have PCI compliant modules or plugins, TokenEx 
suggests segmenting these environments as well. Many of our clients simply place the contact center software 
environment into the PCI Cardholder Data Environment (CDE).

TokenEx can provide many different strategies for securing your contact center.
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Transparent Gateway API
The Transparent Gateway API allows TokenEx clients to interact with 3rd party API's without the need to store or 
process sensitive data. In effect, this is Transparent Tokenization/Detokenization.

You can think of this service as an HTTP relay ‐ almost like a forward proxy. Rather than interacting directly with the 
3rd party API, you route your traffic through TokenEx with a few additional HTTP headers. TokenEx will inspect the 
request or response body, and either tokenize or detokenize, based on the endpoint you POST the request to.

HTTPS Request w/PAN2
CLIENT

HTTPS Request w/Token1

Client prepares transaction with 3rd party. The 
transaction request is sent to TokenEx along 
with the URL for connecting to the 3rd party in an 
HTTPS header.

1
TokenEx receives the transaction request and 
replaces the token with the sensitive data before 
utilizing the URL provided by the client to post the 
request to the 3rd party for processing.

2

THIRD
PARTY

CLIENT TOKEN VAULT
The processed request is routed back to the client.

3

HTTPS Response3

Detokenization

Transparent Detokenization

HTTPS Request

HTTPS Response w/Pan

2

Client prepares transaction with 3rd party. The
transaction request is sent to TokenEx along with the 
URL for connecting to the 3rd party in an HTTPS header.

CLIENT HTTPS Request

HTTPS Response w/Token4

1

1

The processed request including the sensitive
data to be tokenized is routed back to the client
through TokenEx.

3

TokenEx receives the transaction request and
utilizes the URL provided by the client to post the
request to the 3rd party for processing.

3

THIRD
PARTY

CLIENT TOKEN VAULT

2

4
TokenEx receives the response from the 3rd
party, and tokenizes the sensitive data before
sending it to the client ensuring no sensitive
data enters their environment.

Tokenization

Transparent Tokenization
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Transparent Detokenization is useful if you need to send sensitive data to 3rd party APIs (payment gateways, order 
fulfillment, etc.). In this model, your application will construct the same HTTPs POST that it does today, with a few 
minor changes used to authenticate you and locate the token in your request. TokenEx replaces the token with the 
sensitive data before it reaches the 3rd party. Your application will receive the same response that it currently does.

Transparent DETokenization

HTTPS Request w/PAN2
CLIENT

HTTPS Request w/Token1

Client prepares transaction with 3rd party. The 
transaction request is sent to TokenEx along 
with the URL for connecting to the 3rd party in an 
HTTPS header.

1
TokenEx receives the transaction request and 
replaces the token with the sensitive data before 
utilizing the URL provided by the client to post the 
request to the 3rd party for processing.

2

THIRD
PARTY

CLIENT TOKEN VAULT
The processed request is routed back to the client.

3

HTTPS Response3

Detokenization

Integration Details
To begin using this service you simply need to 
make a few modifications to your application that 
is constructing the HTTPS POST.

1. Update the URL to POST to TokenEx
    ‐ https://test‐api.tokenex.com/TransparentGate-
wayAPI/Detokenize
2. Add an HTTP Header for the intended URL
    ‐ TX_URL
3. Add your Authentication Headers
    ‐ TX_TokenExID
    ‐ TX_APIKey
4. Wrap the token field in the HTTP Body with 
three curly braces.
    ‐ example: {{{4242424242424242}}}

Example
POST https://test‐api.tokenex.com/Transparent-
GatewayAPI HTTP/1.1
Content‐Type: application/json
tx_URL: https://www.example.com
TX_TokenExID: XXXXXXXXXX
TX_APIKey: XXXXXXXXXX
{
    "card": {
          "type": "MC ",
          "number": "{{{5454545454545454}}}",
          "expDate": "1112",
          "cardValidationNum": "123"
     }
}
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TokenEx issues the request to the third-party API and replaces the sensitive data in the response before it reaches 
your applications. Your applications receives the same response that it currently does, only it will contain tokens in 
place of the sensitive data.

Integration Details

HTTPS Request

HTTPS Response w/Pan

2

Client prepares transaction with 3rd party. The
transaction request is sent to TokenEx along with the 
URL for connecting to the 3rd party in an HTTPS header.

CLIENT HTTPS Request

HTTPS Response w/Token4

1

1

The processed request including the sensitive
data to be tokenized is routed back to the client
through TokenEx.

3

TokenEx receives the transaction request and
utilizes the URL provided by the client to post the
request to the 3rd party for processing.

3

THIRD
PARTY

CLIENT TOKEN VAULT

2

4
TokenEx receives the response from the 3rd
party, and tokenizes the sensitive data before
sending it to the client ensuring no sensitive
data enters their environment.

Tokenization

To begin using this service you simply need to make a few modifications to your application that is 
constructing the HTTPS POST.

1. Update the URL to POST to TokenEx
    ‐ https://test‐api.tokenex.com/TransparentGatewayAPI/Tokenize
2. Add an HTTP Header for the intended URL
    ‐ TX_URL
3. Add your Authentication Headers
    ‐ TX_TokenExID
    ‐ TX_APIKey
4. Add the Token Scheme of your choice.
    ‐ TX_TokenScheme
5. Add the Regular Expression used to select the sensitive data in the response.
    ‐ TX_Field

Transparent Tokenization is useful if you need to retrieve sensitive data from 3rd party APIs (booking engines, 
partners, etc.). In this model, your application constructs the same HTTPS POST that it does today, with a few minor 
changes used to authenticate you, and locate the token in the 3rd party’s response.

TRANSPARENT Tokenization
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General/Any

General/Any

General/Any

General/Any

General/Any

PCI

PCI

PCI

PCI

PCI

PCI

PCI

PII

PII

PII

PII

General/Any

PCI/Any

ANTOKEN

ASCIITOKEN

fourASCIITOKENfour

GUID

nTOKEN

sixASCIITOKENfour

fourANTOKENfour

fourTOKENfour

nTOKENfour

sixANTOKENfour

sixTOKENfour

TOKENfour

ANTOKENfour

nGUID

SSN

TOKEN

ASCIITOKENfour

sixTOKENfour

9876543210

1324-123-484

1324-123-484

ThisIsATest

9876543210

324-123-4845796

4242424242424242

4242424242424242

9876543210

4242424242424242

4242424242424242

4242424242424242

242424242424242

25947582

123456789

ThisIsATest

123456ABCEFG

999999999999999

5FR962FGT0

D258G4F7R4FG

1324DI2-484

25892e17-80f6-415f-9c65-7395632f0223

8631457809

1324-1TFTFO5796

4242ZYAV5124242

424276925864242

1234563210

42424AV5124242

424242925864242

635276925864242

9TY2ZYAV5124242

25892e17-80f6-415f-9c65-7395632f0223

958475126

DUH3JSLDTAYHUCO51MXY7IINZ8HLNDU90FMTTM

584FRT43CEFG

999999685129999

Returns alphanumeric, length preserving token 
retaining the original 4 and last 4 digits o the input data

Returns ASCII, length preserving token

Requires no validation and returns a GUID as the token

Returns numeric, length preserving token

Returns alpha numeric token, length preserving token

Returns ASCII, length preserving token retaining the 
original �rst 6 and last 4 digits of the input data

Returns ASCII, length preserving token retaining the 
original first 4 and last 4 digits of the inut data

Returns LUHN compliant token retaining the original 
�rst 4 and last 4 digits of the card number

Returns numeric token while retaining the last 
4 digits of the input data

Returns alpha numeric, length preserving token retaining 
the original �rst 6 and last 4 digits of the input data

Returns LUHN compliant token returning the 
original last 4 digits of the card number

Returns alpha numeric, length preserving token 
retaining the original last 4 digits of the input data

Used to tokenize any number combination

Used to tokenize a social security number

Requires no validation and will return a random 
38 character alpha-numeric token

Returns an ASCII, length preserving token 
retaining the original last 4 digits of the input data

Returns a numeric length preserving token retaining 
the original �rst 6 and last 4 digits of the card number

Returns LUHN compliant token retaining the original 
last 4 digits of the card number

DATA TYPE TOKEN SCHEME DESCRIPTION EXAMPLE DATA EXAMPLE TOKEN

The TokenEx Cloud Security Platform is an open integration platform, and as such provides a wide choice of industry-standard 
token format for you to use. This enables the tokenization of any data format and type, not just payment and social security, but 
literally any digital data—even scans of payment forms, non-public product information, any data. And it’s all vaulted securely, 
only to be accessed by your systems with the proper security keys. Custom token formats can also be designed to meet your 
special business needs.

CUSTOM TOKEN SCHEMES
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