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Background and Company Performance 

Industry Challenges 

By analyzing various data sources to identify unusual behavior or high risk transactions 

through rules-based and/or analytics-based methodologies, enterprise fraud management 

(EFM) solutions provide the core intelligence essential to help organizations address fraud 

and security challenges. EFM solutions are used across a wide range of industries, 

including Financial Services, Retail and e-commerce, Healthcare, Telecommunications, 

Utilities, IT, and Government. The key industry challenges for e-commerce fraud 

prevention are presented below.  

Challenge #1: Enabling Friction-free Consumer Experiences 

EFM solutions must assist retailers and merchants in delivering a friction-free shopping 

experience while simultaneously protecting them. For example, artificial intelligence (AI)-

based EFM tools can be used to deliver improved e-commerce experiences such as 

dynamic checkout optimization and faster checkout for pre-approved customers. It is 

important to establish the right balance between fraud management and customer 

experience. For example, legitimate customer orders can be denied simply due to a 

change in parameters such as a new device or a new location of order for mobile 

commerce. Furthermore, customers may have to go through additional verifications while 

a manual review is done to authenticate transactions. While these safeguards can be 

cumbersome, a more lenient fraud solution can lead to higher business losses due to 

fraud.  

The customer experience barriers created by poorly implemented EFM solutions include: 

 Logins and password: Requiring customers to login every time they want to place an 

order creates a disruptive experience. With account take over (ATO) fraud on the rise, 

password-based authentication may not be as effective in preventing fraud.   

 Order uncertainty: If a higher number of orders are sent to review, a greater share of 

the customer base will face uncertainty in order completion. This is not a good 

customer experience, particularly in verticals such as travel where immediate 

confirmations of purchases are essential. 

 Canceled orders: Cancelation of genuine orders due to perception of fraud can 

significantly lower customer satisfaction levels. In many cases, retailers and merchants 

have failed to inform the customers in a timely manner that their orders have been 

canceled. 

 Disputes and chargebacks: Genuine errors, wrongly classified as fraud can lead to 

inefficient or erroneous handling of product returns. It is crucial to handle disputes 

correctly in order to maximize customer lifetime value. 
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 Order pickup delays: Excessive delays in completing fraud checks for store pickup 

orders can lead to unsatisfactory consumer experiences delays. Such incidents lead to 

lower customer loyalty and eventually turn into a competitive disadvantage for 

retailers.  

Challenge#2: Overcoming Limitations in Traditional EFM 

Implementations 

The traditional approach for fraud management, particularly among the larger retailers, 

has focused on combining fraud detection tools with manual reviews. Such systems have 

largely been rules-based, and have incorporated machine learning to an extent. However, 

these systems have proven to be incapable of processing ‘intelligent’ decisions to 

determine whether or not an unusual order is actually a fraud event.  A conservative order 

acceptance approach to reduce chargebacks has, in fact, led to a decline in retailer 

revenues.   

The changing buyer behavior that must be addressed in order to effectively serve the e-

commerce fraud prevention requirements of retailers and merchants includes:   

 Address mismatch: Genuine orders with mismatch between buying and shipping 

address can go through additional verifications or simply be rejected by legacy EFM 

solutions. The automated association between billing and shipping addresses through 

mechanisms such as social graphs can help address this challenge. 

 No shipping address: Requiring additional details for customer verification, including ID 

and credit card information could help address buy-online-pickup-in-store (BOPIS) 

fraud. Retailers must leverage behavioral analytics capable implementations that can 

determine the fraud potential for such order in real time. 

 Digital wallets and cryptocurrencies: Mobile and digital wallets open up newer avenues 

for fraud due to non-availability of data points traditionally used for transaction 

verification. The anonymity of cryptocurrencies further complicates the process of 

identity verification and fraud prevention. 

 Multiple devices and the IoT: As consumers own more devices, it is imperative to be 

able to associate all owned devices to the right consumer. IoT-driven commerce, such 

as voice-command initiated commerce present additional challenges for fraud 

prevention.  

 International orders: Cross-border orders with missing data and a larger set of 

unknowns can be challenging to verify. A lack of buyer details, proxy IP addresses, 

country-specific privacy regulations, and the absence of centralized identity databases 

in other regions are key challenges. 
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Challenge#3: Implementing Guaranteed Fraud Protection for Large 

Enterprises 

The emergence of guaranteed fraud protection (GFP) is one of the most significant trends 

in the EFP markets. GFP providers use data, machine learning, and a liability shift to 

provide an end-to-end fraud protection service to their customers with technically no need 

for any remaining internal resources (other than for control purposes). Even though larger 

retailers would like to use GFP services, it is unreasonable to expect them to replace 

existing EFM platforms and shift to GFP solutions immediately. In such cases, an 

implementation strategy offering specific services as part of a phased rollout is a prudent 

approach. To successfully offer GFP capabilities to large enterprises, GFP solution 

providers must support unique use cases to augment legacy fraud prevention solutions, 

while initiating a transitional journey towards the full suite of GFP services.  

The specific use cases that GFP providers must consider providing in order to effectively 

service the enterprise markets include: 

 Reduced declines: Fraud models, especially those heavily reliant on rules-based 

analysis, tend to be conservative and can reject genuine orders. Solutions to help 

reduce the decline rates for e-commerce orders can help retailers and merchants 

improve revenues and customer satisfaction levels. 

 Elastic capacity: Seasonal variations in e-commerce, especially during the holiday 

season, can make it difficult for existing EFM solutions to handle the large volume of 

transactions. Add-on EFM capabilities to handle increased e-commerce transactions for 

order approvals, returns, and policy abuse can deliver improved value to enterprises. 

 Chargeback management: Identifying genuine vs. fraudulent chargebacks and 

ensuring that each instance is handled and managed appropriately is essential for 

business success. The optimization of chargebacks and the implementation of 

appropriate feedback loops to refine the fraud models is a valuable offering for 

enterprises. 

 BOPIS protection: The BOPIS use case is important for retailers to deliver goods more 

efficiently and economically to compete with same-day-shipping offers from larger 

competitors. With in-store pickup fraud on the rise, EFM providers with specialized 

controls to address BOPIS fraud can help enterprises protect their business from 

abusers. 

 International coverage: The data available with legacy EFM solutions is largely 

domestic, which makes it a challenge to scale and manage international ambitions. 

EFM providers with a global network of retailers and regional presence supported by 

local staff can assist enterprises manage international sales. 
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Challenge#4: Identifying the Right Product and Provider Attributes 

for Success  

In order to effectively address the emerging fraud threats, EFM solutions must be 

designed to support extensive big data analytics and must be flexible enough to address 

the unique performance requirements of merchants and retailers. Details of the key 

product attributes essential for successful fraud management operations are presented 

below:  

 Machine learning (ML) and AI-based analytics: Industry-specific, machine-learning 

based big data analytics supported by domain experts is important for EFM solution 

providers. 

 Quality fraud data: The quality of data available to assess a case is a crucial 

requirement for effective fraud detection. The strategic analysis of community data 

and the ability to integrate that with third-party data sources is an important 

requirement.  

 Cross-channel capabilities: Real-time, cross-channel, customer-centric fraud 

prevention increases agility, operational effectiveness, and efficiency, and is essential 

to counter emerging fraud threats.  

 Efficient case management: Feature-rich case management tools that can automate 

alerting and investigation across payments types, business lines, channels, and 

customer accounts are critical for effective EFM operations.  

 Modular product architecture: Modular product architecture with add-on custom 

capabilities can help enterprise customers implement solutions best suited for their 

unique requirements. 

 Service and support capabilities: Whether customized solutions or custom data 

integration services, EFM provider's support capabilities must be top of line. 

Growth Performance and Customer Impact 

Signifyd is a leading global provider of guaranteed fraud protection solutions for e-

commerce merchants and retailers. The company provides a 100 percent financial 

guarantee against fraud and chargebacks on every approved order, thus absorbing the 

potential liability of fraud from the merchants. Frost & Sullivan’s research indicates that 

Signified has emerged as the market leader in the GFP markets and is leading the 

industry-wide transition to the GFP models. The key success factors for Signifyd are 

presented below.  
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Growth Strategy 

Signifyd firmly believes that GFP products should enable retailers to deliver friction-free, 

personalized, and smart shopping experiences to consumers. The company has 

successfully delivered on this vision by employing a potent combination of ML technology 

and human expertise to overcome the limitations of traditional EFM tools. For Signifyd, the 

ML engines are supervised by experienced domain experts that have managed fraud 

detection and fraud prevention programs at large retailers. As a result, Signifyd’s solutions 

don’t adopt a ‘brute force’ approach through every pattern, but can accurately predict the 

fraud patterns and generate appropriate alerts.  The adoption of Signifyd’s GFP solutions 

by the next-generation of digital native retailers, as well as the traditional brick and 

mortar retailers, is a clear testament to the capabilities, versatility and modularity of 

Signifyd’s GFP solutions. Signifyd’s competitors are mainly focused on loss-prevention, as 

opposed to customer experience enhancements. However, this strategy can lead to 

revenue shortfalls for e-commerce merchants and retailers due to a larger number of 

order rejections. Not only does Signifyd deliver improved approval rates, it offers them 

with full guarantees, which delivers peace-of-mind to customers.  

Above Market Growth 

With over 10,000 customers in more than 100 countries Signifyd is clearly the market 

leader in the GFP industry.   It has achieved this growth in a short span of four years since 

an initial product launch in 2014. Signifyd started by targeting small businesses, and 

continues to acquire hundreds of small merchants every month through self-signup 

channels such as Shopify. More recently, mid-sized and large retailers have adopted 

Signifyd’s GFP solution, which has further accelerated the company’s growth. Due to its 

large – and growing – base of customers, the company has captured the most diverse set 

of first party transactional and behavioral data which feeds its community intelligence 

services. Signifyd also leverages third-party data from the leading data providers to 

further enrich transactions to approve a higher share of orders. This is done in an 

automated manner that effectively reduces the number of orders reviews by in-house 

fraud team.  

Share of Wallet 

Signifyd’s GFP solutions are currently used by small, mid-sized and large enterprise 

retailers, which is unique among GFP providers. Signifyd has developed specific solutions, 

such as reduced declines, elastic capacity, chargeback management, BOPIS protection, 

and international coverage for larger enterprises to augment their existing fraud 

management frameworks and initiate a transitional journey towards the full suite of GFP 

solutions. In addition to offering specific solutions directly to the enterprise customers, 

Signifyd also partners with established fraud detection solution providers such as Accertify 

to provide customers with Signifyd services. This has further strengthened the company’s 

go-to-market efforts.    
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Price /Performance Value 

Signifyd’s competitors rely extensively on ML-only decisioning, which tends to lower the 

order approvals rates and negatively impacts the top line of merchants and retailers. 

Unlike competing implementations, Signifyd’s success is tied to the success of its 

merchant partners, which benefits from its pricing strategy and financial guarantees 

against fraud. With Signifyd, merchants and retailers can implement a custom solution 

best fitted to cater to their unique requirements. The company’s focus on large-scale 

automation is a clear differentiator– merchants and retailers can eliminate the human 

checks required for order approvals, which delivers significant cost savings while assuring 

complete fraud protection. Frost & Sullivan’s research indicates Signifyd is the only 

company currently delivering complete fraud protection guarantees to support a highly 

diversified set of customers and use cases in U.S. e-commerce fraud prevention markets.   

Customer Purchase Experience 

Signifyd's guaranteed fraud protection is supported by a full-service cloud platform that 

automates fraud prevention. By offering high degree of modularity and specific set of 

custom protection features, Signifyd ensures that its solution addresses the unique needs 

and constraints of its customers. Aside from an API implementation the company currently 

integrates directly with Shopify, BigCommerce, Magento, and Salesforce Commerce Cloud 

(formerly DemandWare), enabling merchants using these e-commerce platforms to also 

benefit from Signifyd’s automated fraud prevention and detailed reporting capabilities. 

Signifyd’s GFP solutions are payment-method agnostic, which means that merchants and 

retailers get assured protection for any payment mechanism used on their digital stores. 

As digital retailers continue to take market share away from the traditional brick-and-

mortar retailers, Signifyd’s GFP solutions will only see more growth opportunities.  

Customer Ownership Experience 

The expertise garnered from years of fraud management work, coupled with the expert 

features and predictive variables collected over a period of time, enables Signifyd to 

deliver improved fraud detection rates for customers. This forward-looking approach of 

integrating fraud prevention as a core feature in the end-to-end e-commerce stack is an 

important differentiator for Signifyd.  

Signifyd has demonstrated a clear ability to help improve business performance by 

reducing fraud and increasing the customer experience by removing friction in the 

shopping experience. For example, Signifyd continues to reduce the order decline rate 

with almost no chargebacks for merchants that have historically worked with competitive 

implementations. This has a positive impact on merchant revenues. Unlike the ML-focused 

competing implementations, Signifyd maintains a continuous feedback loop into its ML 

engines for all customer interactions before, during, and after the sale, which enables the 

ongoing optimization of its solutions. It also regularly runs control groups for false positive 
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testing, which is an essential requirement for superior performance. Customer feedback 

has consistently indicated a high level of satisfaction with Signifyd’s products. 

Conclusion 

By successfully addressing the key industry challenges, and by delivering excellent service 

and support capabilities, Signifyd has emerged as the market leader in e-commerce 

guaranteed fraud protection markets. The company is at the forefront of innovation in GFP 

and is leading the industry-wide transition to the GFP models. With its strong overall 

performance, Signifyd has earned Frost & Sullivan’s 2018 Growth Excellence Leadership 

Award. 
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Significance of Growth Excellence Leadership  

Growth Excellence Leadership is about inspiring customers to purchase from your 

company, and then to return time and again. In a sense, then, everything is truly about 

the customer, and making those customers happy is the cornerstone of any long-term 

successful growth strategy. Companies that excel in driving growth strive to be best-in-

class in three key areas: meeting customer demand, fostering brand loyalty, and carving 

out a unique, sustainable market niche.  

 

Understanding Growth Excellence Leadership 

Companies that creatively and profitably deliver value to customers ultimately set up their 

businesses for long-term, rapid growth. This is what Growth Excellence Leadership is all 

about: growth through customer focus, fostering a virtuous cycle of improvement and 

success. 
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Key Benchmarking Criteria 

For the Growth Excellence Leadership Award, Frost & Sullivan analysts independently 

evaluated two key factors—Growth Performance and Customer Impact—according to the 

criteria identified below.  

Growth Performance 

 Criterion 1: Growth Strategy 

 Criterion 2: Above-market Growth 

 Criterion 3: Share of Wallet 

 Criterion 4: Growth Diversification 

 Criterion 5: Growth Sustainability 

Customer Impact 

 Criterion 1: Price/Performance Value 

 Criterion 2: Customer Purchase Experience 

 Criterion 3: Customer Ownership Experience 

 Criterion 4: Customer Service Experience 

Criterion 5: Brand Equity 

Best Practices Award Analysis for Signifyd 

Decision Support Scorecard 

To support its evaluation of best practices across multiple business performance 

categories, Frost & Sullivan employs a customized Decision Support Scorecard. This tool 

allows our research and consulting teams to objectively analyze performance, according to 

the key benchmarking criteria listed in the previous section, and to assign ratings on that 

basis. The tool follows a 10-point scale that allows for nuances in performance evaluation. 

Ratings guidelines are illustrated below. 

RATINGS GUIDELINES 

 

The Decision Support Scorecard is organized by Growth Performance and Customer 

Impact (i.e., These are the overarching categories for all 10 benchmarking criteria; the 

definitions for each criterion are provided beneath the scorecard). The research team 

confirms the veracity of this weighted scorecard through sensitivity analysis, which 

confirms that small changes to the ratings for a specific criterion do not lead to a 

significant change in the overall relative rankings of the companies. 
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The results of this analysis are shown below. To remain unbiased and to protect the 

interests of all organizations reviewed, we have chosen to refer to the other key 

participants as Competitor 2 and Competitor 3. 

Measurement of 1–10 (1 = poor; 10 = excellent)  

Growth Excellence Leadership 

Growth 

Performance  

Customer 

Impact 
Average 
Rating 

    

Signifyd 9.5 9.5 9.5 

Competitor 2 8.4 8.4 8.4 

Competitor 3 8.0 8.2 8.1 

Growth Performance  

Criterion 1: Growth Strategy 

Requirement: Executive team has a shared vision for the organization’s future growth and 

has created and implemented a strategy that is consistent with that vision. 

Criterion 2: Above-market Growth 

Requirement: Company’s growth rate exceeds the industry’s year-over-year growth rate. 

Criterion 3: Share of Wallet 

Requirement: Customers allocate a greater percentage of their total spend to purchasing 

products or services produced by the company.  

Criterion 4: Growth Diversification 

Requirements: Company is equally able to pursue organic (e.g., distribution channel 

optimization, new product innovation) or inorganic (e.g., acquisitions, partnerships) 

growth opportunities consistent with the long-term objectives of the organization. 

Criterion 5: Growth Sustainability 

Requirement: Company has consistently sought out opportunities for new growth, 

enabling the organization to build on its base and sustain growth over the long-term.  

Customer Impact  

Criterion 1: Price/Performance Value  

Requirement: Products or services offer the best value for the price, compared to similar 

offerings in the market. 

Criterion 2: Customer Purchase Experience  

Requirement: Customers feel they are buying the most optimal solution that addresses 

both their unique needs and their unique constraints.  

Criterion 3: Customer Ownership Experience 

Requirement: Customers are proud to own the company’s product or service and have a 

positive experience throughout the life of the product or service. 
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Criterion 4: Customer Service Experience 

Requirement: Customer service is accessible, fast, stress-free, and of high quality. 

Criterion 5: Brand Equity 

Requirement: Customers have a positive view of the brand and exhibit high brand loyalty. 

Decision Support Matrix 

Once all companies have been evaluated according to the Decision Support Scorecard, 

analysts then position the candidates on the matrix shown below, enabling them to 

visualize which companies are truly breakthrough and which ones are not yet operating at 

best-in-class levels. 

 

  High 

Low 

Low High 

C
u

s
to

m
e
r
 I

m
p

a
c
t 

Growth Performance  

Signifyd 

Competitor 2 

Competitor 3 
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Best Practices Recognition: 10 Steps to Researching, 
Identifying, and Recognizing Best Practices  

Frost & Sullivan analysts follow a 10-step process to evaluate Award candidates and 

assess their fit with select best practice criteria. The reputation and integrity of the 

Awards are based on close adherence to this process. 

STEP OBJECTIVE KEY ACTIVITIES OUTPUT 

1 
Monitor, 
target, and 
screen 

Identify Award recipient 
candidates from around the 
globe 

 Conduct in-depth industry 
research 

 Identify emerging sectors 

 Scan multiple geographies 

Pipeline of candidates who 
potentially meet all best-
practice criteria 

2 
Perform  
360-degree 
research 

Perform comprehensive, 
360-degree research on all 
candidates in the pipeline 

 Interview thought leaders 
and industry practitioners  

 Assess candidates’ fit with 
best-practice criteria 

 Rank all candidates 

Matrix positioning of all 
candidates’ performance 
relative to one another  

3 

Invite 
thought 
leadership in 
best 
practices 

Perform in-depth 
examination of all candidates 

 Confirm best-practice criteria 
 Examine eligibility of all 

candidates 
 Identify any information gaps  

Detailed profiles of all 
ranked candidates 

4 

Initiate 
research 
director 
review 

Conduct an unbiased 
evaluation of all candidate 
profiles 

 Brainstorm ranking options 
 Invite multiple perspectives 

on candidates’ performance 
 Update candidate profiles  

Final prioritization of all 
eligible candidates and 
companion best-practice 
positioning paper 

5 

Assemble 
panel of 
industry 
experts 

Present findings to an expert 
panel of industry thought 
leaders 

 Share findings 
 Strengthen cases for 

candidate eligibility 
 Prioritize candidates 

Refined list of prioritized 
Award candidates 

6 

Conduct 
global 
industry 
review 

Build consensus on Award 
candidates’ eligibility 

 Hold global team meeting to 
review all candidates 

 Pressure-test fit with criteria 
 Confirm inclusion of all 

eligible candidates 

Final list of eligible Award 
candidates, representing 
success stories worldwide 

7 
Perform 
quality check 

Develop official Award 
consideration materials  

 Perform final performance 
benchmarking activities 

 Write nominations 
 Perform quality review 

High-quality, accurate, and 
creative presentation of 
nominees’ successes 

8 

Reconnect 
with panel of 
industry 
experts 

Finalize the selection of the 
best-practice Award recipient 

 Review analysis with panel 
 Build consensus 
 Select recipient 

Decision on which company 
performs best against all 
best-practice criteria 

9 
Communicate 
recognition 

Inform Award recipient of 
Award recognition  

 Present Award to the CEO 
 Inspire the organization for 

continued success 
 Celebrate the recipient’s 

performance 

Announcement of Award 
and plan for how recipient 
can use the Award to 
enhance the brand 

10 
Take 
strategic 
action 

Upon licensing, company is 
able to share Award news 
with stakeholders and 
customers 

 Coordinate media outreach 
 Design a marketing plan 
 Assess Award’s role in future 

strategic planning 

Widespread awareness of 
recipient’s Award status 
among investors, media 
personnel, and employees  
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The Intersection between 360-Degree Research and Best 
Practices Awards 

Research Methodology  

Frost & Sullivan’s 360-degree research 

methodology represents the analytical 

rigor of our research process. It offers a 

360-degree-view of industry challenges, 

trends, and issues by integrating all 7 of 

Frost & Sullivan's research methodologies. 

Too often companies make important 

growth decisions based on a narrow 

understanding of their environment, 

leading to errors of both omission and 

commission. Successful growth strategies 

are founded on a thorough understanding 

of market, technical, economic, financial, 

customer, best practices, and demographic 

analyses. The integration of these research 

disciplines into the 360-degree research 

methodology provides an evaluation 

platform for benchmarking industry 

participants and for identifying those performing at best-in-class levels. 

About Frost & Sullivan  

Frost & Sullivan, the Growth Partnership Company, enables clients to accelerate growth 

and achieve best-in-class positions in growth, innovation and leadership. The company's 

Growth Partnership Service provides the CEO and the CEO's Growth Team with disciplined 

research and best practice models to drive the generation, evaluation and implementation 

of powerful growth strategies. Frost & Sullivan leverages more than 50 years of 

experience in partnering with Global 1000 companies, emerging businesses, and the 

investment community from 45 offices on six continents. To join our Growth Partnership, 

please visit http://www.frost.com. 
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